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This contribution proposes to add a conclusion on security across unicast and multicast modes and solve related editor's notes.
1 Introduction
Based on the discussion in SA3 #74bis meeting and the email discussion after the meeting, it was agreed on GCS AS manages the security and the study of GCSE security re-using MBMS security will be continued beyond Rel-12. That is to say, it has been decided to use end-to-end security between UE and UE or between UE and GCS AS in Rel-12, i.e. using application layer security. However application layer security is out of 3GPP scope. This contribution proposes to add a conclusion to key issue 6.3: “Security across unicast and multicast modes” and solve related editor's notes.
3 Proposal

We kindly ask SA3 to accept the following PCR.

******************************************Begin of the First change*************************************************

6.3
Key issue: Security across unicast and multicast modes

6.3.1
Key issue details

Group Communications are likely to be delivered over a mix of unicast and multicast bearers, to enable efficient use of radio resources, and provide scalability for large groups receiving the same GC from a single eNodeB.  While for unicast in the uplink and downlink communication EPS security may be sufficient (subject to the policies of public safety organisations), it will not be the case if the multicast/broadcast path is used. The broadcast via MBMS user bearer needs to be protected such that only group members that are authorized are able to access the content.
A consistent set of security mechanisms must be presented across the two modes.

Some proposed solutions include the short-term delivery of media streams over both unicast and multicast bearers, to ensure service continuity during transition.  Security mechanisms may therefore need to be consistent with this.

6.3.2
Security threats

There is a risk that an attacker might seek to use a transient state between the modes as an opportunity to breach confidentiality or integrity.

6.3.3
Security requirements

The level of confidentiality and integrity protection provided shall be the same, regardless of whether a unicast or multicast bearer is used, including during transition between the two.

6.3.4
Solutions

Editor's Note: Collecting solutions how to solve the key issue. Mark dependencies to other key issues and also any stage 2 solution that is part of.
6.3.4.1 Using session layer security external to MBMS

Editor's Note: 'Session layer' needs to be defined.

This solution proposes that session layer security mechanism applied outside of the MBMS security architecture could be used to protect traffic. This includes either end-to-access-edge (e2ae) security (e.g. from GCSE-AS to UE) or end-to-end (e2e) security (e.g. from UE to UE). 3GPP SA3 have defined three e2ae solutions for media traffic, SDES, TLS and KMS (MIKEY-TICKET) as detailed in [10]. For e2e security solutions there are three options, SDES and KMS (as in [9]) or the IDENTITY solution proposed in Section 6.X of this document and Section 6.3.1 of [9].

Both SDES and IDENTITY naturally support MBMS multicast. KMS may need to be adapted to allow multiple UEs to submit the same ticket to the KMS.

Editor's Note: SDES may require further study in the IETF to support multicast.

The advantage of using a session layer security solution external to MBMS is that:

· It can be applied to both unicast and multicast traffic so the routing of traffic can change dynamically without impacting security.

· The BM-SC does not need to be considered as part of the security architecture for the communication.

· There may be no need to create new security functionality or interfaces as part of GCSE.

6.3.4.2 Security options for data protection


In order to allow the at least partial re-use of MBMS security at all, the GCS AS would need to act in accordance with MBMS key hierarchy as far as the re-used parts of MBMS security are concerned. Thus, in the following we use the same terminology as used in TS 33.246 for MBMS key hierarchy: MSK, the long-lived MBMS service key, and MTK, the short-lived MBMS traffic encryption key). Both keys are bound to the service the user has subscribed to and not tied to a particular user.
Note: Because MSKs are assumed to be distributed at the application layer, the 3GPP GCS security specification need not consider the user specific MUK (used to protect the MSKs as described in 33.246). Key and group management is within GCS AS responsibility, thus it is assumed that group members have already received the MSK beforehand in order to participate in the group communication.

6.3.4.2.1
UE-to-UE end-to-end security
The policies of public safety organisations may require protecting communication in the uplink and in the downlink end-to-end between UEs. The definition of end-to-end data protection is out of scope of 3GPP in Rel-12. The UE has a data protection function using a group key delivered to it beforehand and confidentiality- and integrity-protects all data it sends with this group key. The group would represent the “service”. The GCS AS merely distributes the protected data via unicast and/or multicast/broadcast to all group members. In this case, MBMS is used without security if it is used at all.

6.3.4.2.2
UE-to-GCS AS end-to-end security
The policies of public safety organisations may require protecting communication in the uplink and in the downlink end-to-end between UE and GCS AS. The definition of end-to-end data protection is out of scope of 3GPP in Rel-12. The UE and the GCS AS have a data protection function using a group key delivered beforehand by which all data is confidentiality- and integrity-protected. Whether GCS AS merely distributes the protected data via unicast and/or multicast/broadcast to all group members or whether GCS AS processes the date received in uplink before distribution in the downlink communication is out of scope of 3GPP in Rel-12. In either case, MBMS is used without security if it is used at all.

6.3.4.2.3
GCS AS downlink security options considering partial re-usage of MBMS security

In the following it is assumed that uplink unicast protection by EPS security is sufficient and only considerations on downlink communication security are needed.

Security for downlink data protection is in scope of 3GPP, if either EPS security or MBMS security mechanisms or both are re-used. In general two cases seem to be possible:
Option 1: GCS AS relies on EPS security (confidentiality and integrity) for the unicast downlink and relies on MBMS security for the multicast/broadcast downlink. Note it is assumed that EPS security is allowed to be used by the local legislation.
Option 2: GCS AS relies on MBMS security protection mechanism for both, unicast and multicast/broadcast downlink, i.e. the BM-SC would process the data for multicast/broadcast and, in addition, send the encrypted data back to the AS for unicast distribution.

Editor's Note: The technical viability and practicability of Option 2 is FFS.
Editor's Note: The extra 3GPP specification work that one has to provide for GCS downlink security needs to be determined.
6.3.4.3
Solution: Using MBMS security data protection function for multicast/broadcast and EPS security for unicast in GCS downlink  communication

This solution addresses the key issues in Clause 6.3, 6.4, and 6.5.
6.3.4.3.1
General

In this solution GCS AS relies on EPS security (confidentiality and integrity) for the unicast downlink and relies on MBMS security for the multicast/broadcast downlink. Note it is assumed that EPS security is allowed to be used by the local legislation.

6.3.4.3.2

Data Flow
6.3.4.3.2.1 
Assumptions

GCS AS is responsible for the group management, i.e. to set up a group that is identified by a group identifier (TMGI) as specified in TS 23.246 (allocation request by GCS AS).

GCS AS has distributed the group key (MSK) to all group members, and handles joining and leaving of group members, including updating of MSKs if needed (out of scope of 3GPP in Rel-12).
Note: The same terminology is used as in TS 33.246 for MBMS key hierarchy: MSK, the long-lived MBMS service key, and MTK, the short-lived MBMS traffic encryption key). 
6.3.4.3.2.2
Unicast downlink

1) 
GCS AS has received data for distribution to the group.

2) 
GCS AS sends the received data via SGi interface for unicast distribution relying on EPS security.
6.3.4.3.2.3
 Multicast/broadcast downlink

Editor’s Note: It is for ffs  how to deal with more than one BM-SC.
1) 
GCS AS has received data for distribution to the group.

2)  
GCS AS provides the group key (MSK) and the group identifier among other MBMS specific data to the BM-SC. 

3) 
GCS AS provides the data for distribution to the group to BM-SC indicating that no protection has been applied and requests BM-SC to apply MBMS data protection mechanisms before broadcasting. 
4) 
BM-SC uses the group key (MSK) provided and encrypts the multicast/broadcast data according to the MBMS security scheme with MTKs (resulting in SRTP packets). In addition BM-SC generates MIKEY messages that secure the delivery of the MTKs.

5) BM-SC sends UDP/SRTP, UDP/MIKEY data and other MBMS specific data received by GCS AS to the MBMS GW.
Note: There is no need that MTKs are known to the GCS AS. GCS AS trusts BM-SC to securely distribute the data via multicast/broadcast. How GCS AS generates the MSK is out of scope of 3GPP Rel-12.

6.3.4.3.3

MB2 interface protection

MB2 interface handles the communication between GCS AS and BM-SC for signaling data (MB2-C) and user data (MB2-U). MB2 interface shall be protected against eavesdropping and manipulation of data. Confidentiality and integrity protection can be achieved by NDS/IP.
6.3.4.3.4
GC1 interface protection

GC1 interface handles the communication between GCS AS and UE for signaling data and is out of scope of 3GPP Rel-12.

6.3.4.4
Solution: Using MBMS security data protection function for multicast/broadcast and unicast in GCS downlink communication
This solution addresses the key issues in Clause 6.3, 6.4, and 6.5.

Editor's Note: The technical viability and practicability of this solution is FFS.
6.3.4.4.1
General

In this solution GCS AS relies on MBMS security data protection mechanism for both, unicast and multicast/broadcast downlink, i.e. the BM-SC processes the data for multicast/broadcast and, in addition, sends the encrypted data back to the AS for unicast distribution. 

6.3.4.4.2
Data Flow

6.3.4.4.2.1
Assumptions

GCS AS is responsible for the group management, i.e. to set up a group that is identified by a group identifier (TMGI) as specified in TS 23.246 (allocation request by GCS AS).

GCS AS must have distributed the group key (MSK) to all group members, and handles joining and leaving of group members, including updating of MSKs if needed (out of scope of 3GPP in Rel-12).

Note: The same terminology is used as in TS 33.246 for MBMS key hierarchy: MSK, the long-lived MBMS service key, and MTK, the short-lived MBMS traffic encryption key). 

6.3.4.4.2.2
Unicast and multicast/broadcast downlink

1. GCS AS receives data from one UE (in uplink communication) for distribution to the group members and wants to apply data protection in the downlink for unicast and multicast/broadcast

2. GCS AS forwards the data to BM-SC, together with group key (MSK) and group identifier (TMGI) among other MBMS specific data and requests BM-SC 
a. to apply data protection, 
b. to distribute the protected data via multicast/broadcast to the group, and 
c. to return the protected data to GCS AS (for distribution via unicast, if applicable)
3. BM-SC uses the group key (MSK) to apply the MBMS security protection scheme, i.e. generates MTKs (session keys) and encrypts the data according to the MBMS security scheme with these MTKs (SRTP packets). In addition BM-SC generates MIKEY messages that secure the delivery of the MTKs by protecting them with the MSK. MTKs are derived by the BM-SC and need not be known by the GCS AS.
4. BM-SC sends the protected data (UDP/SRTP and UDP/MIKEY) to both, i.e.

a. to the MBMS GW for distribution of downlink traffic via multicast/broadcast (together with the other MBMS specific data earlier received by GCS AS and 
b. to the GCS AS via MB2 for distribution of downlink traffic via unicast. 

Assumptions: To process the data, GCS AS needs to have a proxy function. The proxy strips of the MBMS specific UDP part and prepares the data (SRTP and MIKEY) for forwarding via unicast downlink to each group member that have chosen unicast reception. 
6.3.4.4.3
MB2 interface protection

MB2 interface handles the communication between GCS AS and BM-SC for signaling data (MB2-C) and user data (MB2-U). MB2 interface shall be protected against eavesdropping and manipulation of data. Confidentiality and integrity protection can be achieved by NDS/IP.
6.3.4.4.4
GC1 interface protection

GC1 interface handles the communication between GCS AS and UE for signaling data and is out of scope of 3GPP Rel-12.

6.3.5 
Evaluation
According to TS 23.468 the enablers offered by the 3GPP system for providing GCS may use EPS bearer services and may use MBMS bearer services for transferring application signalling data and user data between GCS AS and UEs. While the GCS AS can handle security completely independently and defined outside of scope of 3GPP Rel-12, GCS may profit from the re-usage of security functions provided by EPS security for uplink and downlink and MBMS security for downlink, i.e. confidentiality and integrity protection by LTE radio interface security, NDS/IP (which includes a 3GPP-specific profile of IPSec), MBMS encryption and integrity functions, or MBMS key distribution. 

6.3.5.1
Evaluation of Solution: Using MBMS security data protection function for multicast/broadcast and EPS security for unicast in GCS downlink  communication
Advantages: EPS security in unicast and MBMS security for multicast/broadcast can be used without considerable modifications.

Disadvantage: The protection for unicast extends only hop-by-hop between the UE and the Serving GW. (It depends on the security requirements whether this is a real disadvantage.) 

6.3.5.2
Evaluation of Solution: Using MBMS security data protection function for multicast/broadcast and unicast in GCS downlink communication
Advantage: The protection for unicast extends end-to-end between the UE and the BM-SC. (It depends on the security requirements whether this is a real advantage.) Using BM-SC encryption in the unicast DL is easing the switching between unicast and multicast/broadcast.
Disadvantage: Additional specification effort on the MB2 interface may rise in comparison to option 1.




*******************************************End of the First change*************************************************

