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1. Overall Description:

3GPP SA3 thanks ITU-T SG 17 for their Liaison on “Draft Rec. ITU-T X.sbb, Security capability requirements for countering smartphone-based botnet” - COM 17 – LS 101 – E [S3-140715]
An area of potential of duplicate work with 3GPP SA3 would be with any recommendations the ITU make on device remediation where previous work of 3GPP on Selective Disabling of 3GPP User Equipment Capabilities (SDoUE) may be of interest 

http://www.3gpp.org/ftp/Specs/archive/24_series/24.305/24305-b00.zip
Most of this work on this topic is not in the scope of the work of 3GPP and more in the scope of the work of the GSMA such as:- 

http://www.gsma.com/publicpolicy/mobile-and-privacy/design-guidelines
http://www.gsma.com/newsroom/wp-content/uploads/2012/06/TSG_PRD_TS.22_v1.0_Recommendations_for_Minimal_Wi-Fi_Capabilities_of_Terminals.pdf
In addition, the Security Group in the GSM Association has been working on all aspects of mobile security for a number of years, including the topics covered here. It may help if the ITU reaches out to this group for comment.
3GPP SA3’s security input to Selective Disabling is here: 

http://www.3gpp.org/ftp/tsg_sa/WG3_Security/TSGS3_43_Athens/Docs/S3-060210.zip
Since this work in 2006, the industry has changed beyond recognition with a massive expansion in the range of devices on the market, but perhaps constrained by a number of dominant operating systems and mature mobile ecosystem for application creation and distribution. Trends reducing the problems include: 

1. More control is exerted by providers over applications they make available to customers to protect their security and privacy from rogue or malicious applications. 

2. However, securely contacting the correct customer and gaining access rights to the device for Botnet Remediation has become more of an issue, as devices are handling services from multiple service providers using a mixture of access technologies such as Wi-Fi and 3G/4GLTE. 

3. Policy or 
regulatory implications have become more important:- 

a. On user privacy, particularly if detection of rogue behaviour is network based and traffic is intercepted and analysed centrally. However, if this is traffic is command and control (C2) communications traffic, specifically the normal DNS queries and responses, then less privacy concerns may be less of an issue.

b. National regulations on deployment of “opt out” network and device based content filtering, as some of these sites are the source of rogue or malicious applications that are unlikely to be reported by users. 

c. Service Resilience: This may be the end users only means for communication in an emergency and may be subject to national regulations. 

It is recognised that this is no help if customers deliberately circumvent these protections or are themselves part of the organisation responsible for the botnet.

SA3 would appreciate being kept informed as the work progresses, as it is difficult to understand the assumptions and interactions between the characteristics and threats with just the headings listed in the LS For example “Decline in battery life” could be mitigation or a threat. It would be self-defeating if a DDOS attack against, for example, a corporate website for publicity reasons using a botnet of mobile phones failed after a short period as all the mobile phone batteries were exhausted. However, this may be discussing a DDOS attack against the mobile phones. 

It would also help if more recent examples were listed in the document. Mobile platforms have moved on significantly in terms of security since 2010 and whilst the Symbian example shows intent, it is not relevant to today as the platform is discontinued. It is the understanding of 3GPP SA3 that mobile-based botnets have not been an issue at all in many countries. This may be because of architectural security design decisions in mobile OS platforms and also in-network measures taken by network operators already.
SA3 note that ETSI and the ITU have work related to solving the issues in 1 and 2 in the following recommendations:- 

· Security services and mechanisms for customer premises networks connected to TISPAN NGN http://www.etsi.org/deliver/etsi_ts/187000_187099/187021/03.01.01_60/ts_187021v030101p.pdf ( Clause 6) 

· X.1196 : Framework for the downloadable service and content protection system in the mobile Internet Protocol television environment http://www.itu.int/rec/T-REC-X.1196-201210-I 
· The ITU work Rec. ITU-T X.msec-8 (Secure application distribution framework for communication devices) which is subject to a separate LS exchange. 
2. Actions:

None  
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