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Abstract of the contribution: The contribution discusses the security aspects of WLCP and proposes that SA3 will specify security for WLCP. 
1 Introduction 
As part of their work on Trusted WLAN Access (TWAN) to EPC via S2a, SA2 has specified in TS 23.402 that a new protocol called WLAN Control Protocol (WLCP) will be used between the UE and the Trusted WLAN Access Gateway (TWAG) to control PDN connections in so called multi-connection mode.   
CT1 is currently specifying the WLCP protocol itself in draft TS 24.244.

SA2 has sent an LS (S3-140727 / S2-140550) to SA3 where they have asked SA3 to analyse the security aspects of WLAN Control Protocol. In addition, the SA2 TS 23.402 has a note which states:
NOTE 3: Security considerations for WLCP, e.g. need for integrity protection, whether the underlying security resulting from a successful EAP authentication suffice, are described in SA3 specifications.

The contribution discusses the security aspects of WLCP and and proposes that SA3 will specify security for WLCP. 
2 Discussion 

In the following we analyse the WLCP security from three aspects:
- Is there a need for WLCP security?

- Is underlying security enough for protecting WLCP?
- Is WLCP security in 3GPP scope?
Is there a need for WLCP security?
WLCP is used to control PDN connections in so called multi-connection mode between the UE and TWAG and it runs on top of UDP. The WLCP comprises procedures for (list taken from draft TS 24.244):

-
Establishment of PDN connections including initial request and handover from a 3GPP access;

-
Requesting the release of a PDN connection by the UE or notifying the UE of the release of a PDN connection; 

-
Transport of parameters related to PDN connections, such as APN, PDN type, PCO, handover indication, user plane MAC address of the TWAG etc.; and
-
IP address allocation.

Based on its functionality WLCP is comparable to the NAS protocol and therefore it requires integrity protection since modification of WLCP signalling could have severe consequences. Encryption may be needed to protect identity confidentiality and therefore it should be mandatory to implement but optional to use, based on operator policy.
Conclusion 1: WLCP signalling needs integrity protection. 
Is underlying security enough for protecting WLCP? 
According to sub-clause 7.2.3 of TS 33.402, the 3GPP AAA Server sends the MSK to the authenticator in the TWAN, and the security contexts in the TWAN are based on MSK. In TS 23.402 SA2 has further defined a functional split for TWAN, which includes the WLAN AN, Trusted WLAN AAA Proxy (TWAP), and Trusted WLAN Access Gateway (TWAG). See figure from SA2 TS below.
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Figure 16.1.2-1 from TS 23.402: Trusted WLAN Access Network functional split

SA2 TS 23.402 specifies that "the detailed functional split within a Trusted WLAN Access Network (TWAN) is not in the scope of 3GPP. Nevertheless, the procedures specified in the subsequent sections [in SA2 TS] assume the following functions [i.e. the ones in figure above] in the TWAN." 

When looking at the functional split of TWAN, it becomes clear that the MSK is sent to the authenticator in the WLAN AN via the TWAP, and it will be used to protect communications between the UE and the WLAN AN. This leaves the link between the WLAN AN and TWAG unprotected.  
SA2 TS 23.402 has a note which states: "NOTE 3： Whether multiple TWAN functions are mapped to a single entity, or a single TWAN function is distributed among multiple entities is out-of-scope of 3GPP." This note means that if the TWAN functions were mapped to a single entity, then the underlying security could be sufficient. However, as the TWAN functions can also be mapped to different entities, the underlying security will not be sufficient in all cases. 
Conclusion 2: Underlying security resulting from a successful EAP authentication and use of MSK in WLAN AN are not sufficient to protect the WLCP signalling in all cases.
Is WLCP security in 3GPP scope?

One could argue that the security for WLCP is not in the scope of 3GPP 
-
since the TWAG resides in the Trusted WLAN Access Network, and by the definition in clause 4.2 of TS 33.402 "When all of the security feature groups provided by the non-3GPP access network [and listed in clause 4.1] are considered sufficiently secure by the home operator, the non-3GPP access may be identified as a trusted non-3GPP access for that operator.", and 
-
since WLCP security could be considered to belong to security feature group III: Non-3GPP domain security, which is specified in clause 4.1 as: "the set of security features are a non-3GPP access specific and outside the scope of the present document."
However, it should be considered that 3GPP has defined new functions for TWAN, namely TWAP and TWAG, which are clearly within 3GPP scope; in other words, these functions are not non-3GPP access specific. Furthermore, 3GPP CT1 has taken the responsibility to define the protocol details for WLCP in TS 24.244. Therefore, we believe that also the security for WLCP is in the scope of 3GPP as no-one else will specify it.
Conclusion 3: WLCP security is within 3GPP scope.
3 Conclusion and proposal 

Our analysis has arrived to the following conclusions.

Conclusion 1: WLCP signalling needs integrity protection. 
Conclusion 2: Underlying security resulting from a successful EAP authentication and use of MSK in WLAN AN are not sufficient to protect the WLCP signalling in all cases.
Conclusion 3: WLCP security is within 3GPP scope.
It is proposed to endorse the conclusions and agree that SA3 will specify security for WLCP.
An accompanying contribution in S3-140583 proposes a security solution for WLCP and a way forward. 
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