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Abstract of the contribution:

This submission provides a conclusion to the evaluation of the one-to-many communication solutions. 
This submission provides the following conclusion to the evaluation of one-to-many communication solutions:
“At this stage, Solution #3.1 and #3.6 are the only two fully formed solutions for one-to-many communications. These two solutions both meet all the requirements listed in the key issues. In direct comparison, Solution #3.6 has the advantage that it encrypts the entire packet, and hence can provide access control to all ProSe communication features, whereas Solution #3.1 has the advantage of enhanced security, flexible group management and, potentially, wider applicability. Both solutions are entirely independent and can operate concurrently.

As discussed in Solutions #3.3 and #3.7 of Section 6.3 of the TR, there are advantages to layering security solutions for public safety users to better meet these user’s enhanced security requirements. In mirroring the approach to media security (where SRTP is layered over LTE network security) layering SRTP over a PDCP security will enhance security, maintain control with the MNO, while allowing the public safety users the flexibility to manage their own groups. 

In conclusion, these are complementary solutions which both meet the user’s requirements and provide additional benefits when used concurrently. Hence both should be specified in the ProSe TS; Solution #3.1 providing media plane security and Solution #3.6 providing network layer security.”
It is proposed that SA3 accept the pCR for inclusion in the TR. 

Proposed pCR
************** FIRST CHANGE TO PROSE TR**************

X.X.Z Conclusion to evaluation of one-to-many communication solutions

At this stage, Solution #3.1 and #3.6 are the only two fully formed solutions for one-to-many communications. These two solutions both meet all the requirements listed in the key issues. In direct comparison, Solution #3.6 has the advantage that it encrypts the entire packet, and hence can provide access control to all ProSe communication features, whereas Solution #3.1 has the advantage of enhanced security, flexible group management and, potentially, wider applicability. Both solutions are entirely independent and can operate concurrently.

As discussed in Solutions #3.3 and #3.7 of Section 6.3 of the TR, there are advantages to layering security solutions for public safety users to better meet these user’s enhanced security requirements. In mirroring the approach to media security (where SRTP is layered over LTE network security) layering SRTP over a PDCP security will enhance security, maintain control with the MNO, while allowing the public safety users the flexibility to manage their own groups. 

In conclusion, these are complementary solutions which meet the user’s requirements and provide additional benefits when used concurrently. Hence both should be specified in the ProSe TS; Solution #3.1 providing media plane security and Solution #3.6 providing network layer security.
************** END OF FIRST CHANGE TO PROSE TR**************

