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Abstract of the contribution:

This submission adds a table summarising the main features of the four proposals for ProSe one-to-many communications

This submission adds a table summarising the main features of the four proposals for ProSe one-to-many communications. It does not compare the solutions, only lists their features under a number of headings. The idea of the submission is to enable a reader to better understand the different approaches taken for each solution.

It is proposed that SA3 accept the pCR for inclusion in the TR. 

Proposed pCR
************** FIRST CHANGE TO PROSE TR**************

X.X.X Summary of ProSe one-to-many communication solutions

Section 6.3.1 contains four solutions which aim to meet the requirement for ProSe one-to-many communications; solution #3.1, #3.5, #3.6 and #3.8. Solutions #3.3 and #3.7 are relevant but describe a generic approach rather than a full solution. Solutions #3.2 and #3.4 provide solutions for group owner mode and hence these cannot be directly compared as they apply to a different ProSe architecture.

Table X.X.X-1 summarises the features of the four solutions. 

	
	Solution #3.1 
	Solution #3.5 
	Solution #3.6
	Solution #3.8

	Configuration requirements
	IDENTITY user key configuration by KMS.
	The encryption key, the encryption algorithm and group ID are configured to the ProSe UE.
	Group identities and group key IDs. Potentially also the address and certificates (or keys) for connecting to the key management function.
	Undefined. ProSe UE should be authenticated.

	Group Key Distribution process
	Group key sent inside a Group Notification message.  
	As part of configuration process (Section 6.1)
	Direct connection to key management function delivering a key response
	The Group Key is generated or provisioned in HSS as subscription data. Distribution process undefined.

	Confidentiality of Group Key Distribution
	Group Key encrypted to UserID.
	As part of configuration process (Section 6.1)
	TLS-PSK connection to group manager keyed by GBA or shared certificates
	Undefined.

	Authentication of Group Key Distribution
	Group Key is signed by Group UserID.
	As part of configuration process (Section 6.1)
	Either GBA or shared certificates provide authentication of tunnel.
	Undefined.

	Group Key Update/ Revoke mechanism
	Repeat group key distribution process. Revokation implicit as latest group key is used.
	Rekeyed over OTA or OMA DM.
	Uses existing connection or GBA push mechanism. Keys have lifetime and expire. 
	Undefined.

	Generation of traffic encryption keys
	Geneation process is performed by UE, but process is undefined. 
	Not required. Traffic key appears to be the Group key. 
	Generated directly from group key using KDF, traffic key ID and algorithm ID.
	Undefined.

	Group key storage
	Inside secure storage (ME or USIM).
	Inside secure storage (ME or USIM).
	Undefined.
	Undefined.

	Traffic Key distribution
	Distributed during setup and protected by group key. 
	No traffic key distribution. Traffic key appears to be the Group key.
	No traffic key distribution required. Traffic key ID sent in PDCP packet header.
	Undefined.

	Encryption algorithms
	SRTP algorithms.
	Defined as part of configuration process (Section 6.1)
	LTE ciphering and integrity algorithms. 
	Undefined. 

	Replay protection
	Provided by SRTP.
	Undefined.
	Use of counter in PDCP packet header.
	Undefined.

	Layer at which encryption is applied
	SRTP (over UDP/IP)
	Undefined
	PDCP
	Undefined.

	Data encrypted 
	All RTP data routed over ProSe. May also be applied to other use cases.
	User data 
	All data routed over ProSe link.
	Undefined.

	Initiator Authentication
	Setup may be signed by initiator
	Implicit group authentication from shared group key
	Implicit group authentication from shared group key
	Undefined but mutual authentication should be used   

	Privacy of user information.
	User IDs available. These may be anonomised (e.g. ‘User1234’) where greater privacy is required.
	Insufficient details.
	Group ID and Group member ID are parameters present in the MAC header. Group key ID and traffic key ID in PDCP header.
	Insufficient details.
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