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1 Introduction  

There may be features and functions related to personal privacy in the MME not every operator may choose to deploy in their networks, such as LCS functions. However, during vendor development, it is easier and more effective for the vendors to include all features and functions in a single version of the MME software rather than develop several customized versions to suit individual operator needs.  Then the features and functions that the operator did not choose to deploy can be disabled during deployment. This contribution provides security threats analysis and requirements for this type of features and functions.

Due to the sensitivity of some of these features and functions and if these features are being accessed without knowledge or authorization, there maybe threats to the operator network and the users data in addition to the loss of revenue for the vendors,
2 Proposal

It is proposed to include the analysis below to TR 33.806.

3 pCR 

***
BEGIN CHANGES
***
5.4.2.X Tx Security Threats of features and functions related to personal privacy

-
Threat Reference: to be done later 
-
Threat Category: Tampering 

-
Threat Description: There are features and functions in MME related to personal privacy, e.g. LCS. If the operator chooses not to deploy these features and function, while they are part of a single version of softwarein the system, there is the risk that the attacker can load the functions without authorization (e.g. license from vendor). For example, the attacker may enable a feature such as LCS and get the location information of a user or to track the user or even perform malicious actions against the user. 
-
Asset: personal privacy related features, function and applications, e.g. LCS
-
Risk: to be done later(e.g. High, Medium, Low). 
-
Security Objectives: Prevention of unauthorized access of personal privacy related features and functions, protection of user personal privacy
***
NEXT CHANGES
***
6.X Rx Requirements of personal privacy related features and functions

Requirement name: to be done later
-
Requirement reference: to be done later
-
Requirement Description:
1) Rx-1 For some enabled personal privacy related features and functions, privilege to access their operation, configuration, and data associated with them may require isolation from the rest of the software as they may carry additional risks.

2) Rx-2 For disabled personal privacy related features and functions, the associated code  shall be protected. For example, the software of MME can be divied into two parts, the one contains the normal functions, and the another one contains the personal privacy related features and functions.

-
Requirement evidences: to be done later
***
END OF CHANGES
***
