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Abstract of the contribution: This contribution analyzes the security threat and security requirement of the console interface on MME. 
1 Introduction  
This contribution analyzes the security threats of the console interface and gives the security requirement.
2 Analysis
The operator personnel or vendor/3rd party which has a contract with the operator can use the console interface to configure MME when MME is deployed and initialized in the operator’s network or when MME can not be remotely managed. In this case, then there will be only the insider attacker because of the MME is located in the closed environment and only the insider maintenance personnel can access the consonle interface. The insider attacker can tamper the MME’s configuration data or insert a virus/worm/Trojan to achieve the privilege of the MME via the console interface. After achieving the privilege of the MME, the attacker can do what he likes on the compromised MME. For example, the attacker can make the MME to work abnormally. More seriously, the attacker can utilize the MME to attack other operator’s network devices.
To prevent the above threats, the security protection for the console interface shall be needed.
3 Proposal

It is proposed to add the security threat and requirement of the console interface on MME in TR33.806.
4 pCR 

*********************************start first change **********************************
5.4.2 Other Threats 

5.4.2.x Security threats on MME
 console interface
· Threat Name: security threats on MME console interface
· Threat Reference: to be done later
· Threat Category: other threats
· Threatened Asset: configuration data, user account data and credentials, OS, application, mobility management data, processing capacity
· Threat Description: An attacker with physical access to the console interface maliciously tampers with the MME configuration or software etc. The detailed attacks can be as below: 
1) The attacker attempts a brute force attack on the interface i.e. they don’t have the credentials. 
2) The attacker attempts to gain access by using credentials that easily discovered or derived (ref: access credentials in section 5.3.5.2)
3) Once an attacker has gained access then they exploit weaknesses in the internal access control mechanisms to obtain unauthorised access to files, data and processes.
·  Threat relevance:yes
*********************************end first change **********************************
*********************************start second change **********************************
5.5.2 Other Objectives
· Scurity Objective Name: security objectives for Security threats on MME’s console interface
· Security Objective Reference: to be done later
· Security Objective Description:
· SO-1: Require authentication from users on MME console interface.

· SO-2: Protect configuration data, software, user account data and credentials, OS, application, mobility management data, processing capacity from unauthorized tampering.

· SO-3: Log security relevant user activity.
· Threat Reference: to be done later
*********************************end second change **********************************
*********************************start third change **********************************
6.x Security requirements on MME console interface
· Requirement Name: Security requirement on MME console interface.
· Requirement reference: to be done later. 
· Requirement Description: 
· R-1: MME is able to use strong password (i.e. passwords shall consist of uppercase, lowercase, numeric and special characters. The number of characters in the password shall be 8 or greater) to authenticate the access to MME console interface.
· R-2: MME is able to support Role Based Access Control (RBAC) to authorize the operation for configuration data and software via MME console interface.
· R-3: MME shall be able to generate log to record all of the security relevant user activities on MME, i.e. the accessing user name, the time of login and logout and all of the security relevant user operations.
Editor’s note: it is ffs whether or not we need to make only one requireemtn or several alternative requirements here to satisfy the security objectives.
· Threat References: other threats: security threats on MME’s console interface
· Test Case: 
· Check if the authentication method (strong password authentication) has been used.
· Check if the authorization method (RABC) for tampering configuration data and software has been used.
· Check if the access to console interface on MME has been recorded by log and if the recorded contents are include all of the security relevant user activities on MME. 
· Requirement evidences: A document in free form describing: the MME console interface authentication and authorization method, the log of access to console interface were generated.
*********************************end third change **********************************
