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******************************START OF THE SECOND CHANGE****************************
Annex X (informative):
Guidance on eNB Certificate Enrolment in MOCN LTE RAN sharing
3GPP TS 23.251 [xx] defines two basic models for network sharing, namely the Gateway Core Network (GWCN) configuration and the Multi-Operator Core Network (MOCN) configuration. 3GPP TS 23.251 [xx] does not guide on SEG placement in the architecture. In some LTE RAN sharing deployments according to the MOCN configuration, the eNB may need to connect not only to SEGs deployed by the hosting operator but also to SEGs deployed by participating operators. These SEGs are equipped with certificates issued by the RAs/CAs of the operators to which they belong.

The shared eNB is provisioned with the root certificate of the hosting operator’s CA and an eNB certificate issued by the hosting operator’s CA after the successful certificate enrolment procedure specified in clause 9 of the present specification has been performed successfully. An IPsec security association between the eNB and the SEG of hosting operator can be set up and a link with an OAM entity can then be established. It is assumed that the shared eNB is managed by a single O&M entity controlled by the hosting operator.
The issue addressed in this Annex is when an IPsec security association between the eNB and the SEG of a participating operator is wanted. This cannot succeed because neither the shared eNB nor the SEG of the participating operator can verify the certificate held by the other entity unless additional steps are taken. Two solutions can be used to solve this issue.

Solution 1

The shared eNB can be provisioned with the root certificates of the participating operators’ CAs by the OAM entity managing the eNB. Consequently the eNB can verify the certificates of the SEGs of the participating operators. 
The SEGs of participating operators can be provisioned with the root certificate of the hosting operator’s CA so that the SEGs of participating operators can verify the shared eNB certificate issued by the hosting operator. Consequently the shared eNB and the SEGs of the participating operators can set up IPsec security associations between them.
Solution 2

The shared eNB can be provisioned with the necessary participating operators’ RA/CA information (e.g., address of the participating operators’ RAs/CAs, root certificates of the participating operators’ RAs/CAs, etc) by the OAM entity managing the eNB . The shared eNB can then perform the certificate enrolment procedure specified in clause 9 with every participating operator RA/CA. The shared eNB can get the root certificates of the participating operators’ CA and the eNB certificate issued by the participating operators’ RA/CA. Consequently the shared eNB and the SEGs of the participating operators can set up IPsec security associations between them.
******************************END OF THE SECOND CHANGE******************************
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