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	Reason for change:
	GCSE study TR 33.888 concluded with general statements and requirements on MBMS-related interface from GCS AS to BM-SC, which shall be included in a normative annex to MBMS specifcation Rel-12. This way forward was chosen to keep all security relevant GCSE parts together.

	
	

	Summary of change:
	Adding MBMS Delivery requirements to new normative annex under Clause X.1 “GCSE security requirements”

	
	

	Consequences if not approved:
	If not included, then GCSE specification 23.468 will have no security specified.
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	Other comments:
	To be added to 
“Annex X (normative): GCSE security aspects” under 

“X.1 
GCSE security requirements”



X.1.1
General 

Note it is assumed that LTE access security mechanisms at the air interface are used.

Note no requirements are given on Rx and SGi, which are generic interfaces and therefore not specified in the scope of GCSE. 
X.1.2
GCSE MBMS Delivery specific security requirements

-
The BM-SC and the GCSE AS shall mutually authenticate each other.

-
The signalling messages between the BM-SC and the GCSE AS shall be integrity and confidentiality protected.

-
The signalling messages between the BM-SC and the GCSE AS shall be replay protected.

-
The BM-SC may apply access control on the messages initiated by the GCS AS. 

-
Similarly the GCS AS may apply access control on the messages initiated by the BM-SC.
Note: MBMS security may or may not be used independent of GCSE.
Editor's Note: The formulation of a requirement along the line "Ensure that user plane messages originated from the GCS AS are integrity protected" in order to mitigate DoS attacks is ffs.
Note: the assumption of Rel-12 specification work in 3GPP is that application layer security in the sense of end to end security between UE and UE or UE and GCS AS is supported by a third party. Thus, the security of MB2-U is out of scope in Rel-12.

