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Abstract of the contribution:This contribution proposes changes to clause 5.4.2 “Other Threats”. 

Discussion
This contribution proposes:
· To add some generic threats (not related to 3GPP-defined interfaces) for a MME.
· To order the listed threats according to the sequential numbers Tx (editorial change).

PseudoCR
---------------------------------------- Begin of first change -------------------------------------------------------------------------
[bookmark: _Toc386151168][bookmark: _Toc386554445][bookmark: _Toc386554508]5.4.2	Other Threats
[bookmark: _Toc388959122]5.4.2.1 	T3 Threats from the compromized UE or misbehaving UE
	Threat Reference: to be done later 
-	Threat Category: to be done later
-	Threat Description: MME can be denial-of-service attacked by a compromized or misbehaving UE. 
For example, the attacker can control a huge number of compromized or misbehaving UEs to request access to one MME at the same time; these UE to continually send attach request and detach request to the MME. The processing resource on the MME can be exhausted at express speed and the MME becomes unable to process other, valid NAS signalling requests.
-	Asset: processing capacity
-	Risk: to be done later
-	Security Objectives
5.4.2.1	T1 Threat from the Internal attacks 
· Threat Name: Threat from internal attacks	
· Threat Reference: to be done later 
-	Threat Category: DoS, Unauthorized access, Disclousure of information.
-	Threat Description: A malicious employee or his/her co-worker misuses the network access and management authorizationtoattackMME.
-	Threatened Asset: all critical assets of MME as listed in 5.2, including hardware assets.
-	Threat Relevance: Mitigate.
Editor’s Note: it is detailed threat.
Editor’s Note: This threat can be mapped to the security objectives: SECURE MME ADMINISTRATION, HARDENING.

[bookmark: _Toc386151170][bookmark: _Toc386554447][bookmark: _Toc386554510]5.4.2.2	T2 Security threats on MME software package integrity and anti-virus
Security threats exist from software package publication to install/upgrade. The attacker may tamper software package with virus code or Trojan horse, etc. Using tampered software packages in the MME may result in attacks in the LTE network, including information leakage and unauthorized use of network resources.
Editor's Note: Threats needs to be mapped back to which assets are under threat.
Editor's Note: Threats' relation to attacker model needs FFS.

5.4.2.3	T3 Disclosure of sensitive information in the storage
-	Threat Name: Disclosure of sensitive information in the storage
· Threat Reference: to be done later 
-	Threat Category: Disclosure of Information.
-	Threat Description: MME stores somesensitive information (i.e. communicationkeys (i.e KNASenc, KNASint, KeNB), administrator password). An attacker(insiders or equipment maintainer from the vendor)can use the access authorization to access the sensitive information. The attacker also can access user's sensitive information in clear text via OAM. The attacker can launch futher attacks if the sensitive information has been accessed by the attacker. For example, the attacker can use user's keys to tamper or fake signaling. The attacker can also use user's identity and serving eNB's address to locate and track user.
-	Threatened Asset: all critical data stored in the MME as listed in 5.2.
-	Threat Relevance: Mitigate
Editor’s Note: it is detailed threat.
Editor’s Note: This threat  can be mapped to the security objectives: SECURE MME ADMINISTRATION, HARDENING, STRONG DATA ENCRYPTION.
[bookmark: _Toc388959124]5.4.2.3 	T2 Disclosure of sensitive information in the storage
	Threat Reference: to be done later 
-	Threat Category: to be done later
-	Threat Description: MME stores some sensitive information (i.e. communication keys (I.e. KNASenc, KNASint, KeNB), administrator password). An attacker (insiders or equipment maintainer from the vendor) can use the access authorization to access the sensitive information. 
The attacker also can access user's sensitive information in clear text via OAM. 
The attacker can launch further attacks if the sensitive information has been accessed by the attacker. 
For example, the attacker can use user's keys to tamper or fake signalling. 
The attacker can also use user's identity and serving eNB's address to locate and track user.
-	Asset: communication keys (I.e. KNASenc, KNASint, KeNB) and administrator password on MME 
-	Risk: to be done later
-	Security Objectives: sensitive information protection is needed.
Editor's Note: Threats' relation to attacker model is FFS.
[bookmark: _Toc388959125]5.4.2.4 	T1 Threat from the internal attacks
	Threat Reference: to be done later 
-	Threat Category: to be done later
-	Threat Description: The malicious employee or its co-worker misuses the network access and management authorization to attack MME.
-	Asset: MME data and traffic such as network management data, interface configuration data, mobility management data, OS and application software, hardware.
-	Risk: MME cannot work correctly and/or critical information (e.g. configuration information) disclosure.
-	Security Objectives: strong user identification shall be reinforced and the log functions shall be supported.

[bookmark: _Toc386151169][bookmark: _Toc386554446][bookmark: _Toc386554509]5.4.2.4	T4 Threats from the compromised UE or misbehaving UE
· Threat Name:Threats from the compromised UE or misbehaving UE
· Threat Reference: to be done later 
-	Threat Category: DoS.
-	Threat Description: MME can be denial-of-service attacked by a compromised or misbehaving UE. For example, the attacker can controla huge number of compromised or misbehaving UEsto request access to one MME at the same time;these UE to continually send attach request and detach request to the MME. The processing resource on the MME can be exhausted at express speed and the MME becomes unable to process other, valid NAS signalling requests
-	Threatened Asset: MME processing capacity.
-	Threat Relevance: Mitigate
Editor’s Note: it is detailed threat
Editor’s Note: It is FFS the security objectives which the threat is mapped on.

5.4.2.5 T5 Security threats on MME management and maintenance interfaces
-	An attacker may gain unauthorized access through one of the management or maintenance interfaces
-	An attacker may gain control of the MME and potentially the control of the system, resulting in compromize of sensitive user data, system data, and management data. 
-	An attacker may disrupt and disable normal system operations.  
-	Gaining access to the MME may also allow an attacker to gain access to other Network Elements (NEs) such as HSS, S-GW and eNB (through S6a, S11 and S1 interfaces respectively). 
The result can be devastating.  
Editor's Note: Threats need to be mapped back to which assets are under threat.
Editor's Note: Threats' relation to attacker model is FFS.
[bookmark: _Toc388959127]5.4.2.6	T6 Security threats on MME user account and password management
One default user password may be provided on MME and may not be modified in time. The attacker can get this password for low clearance level user, even high clearance level user from document or other approach. With the default password, the attacker can access MME, modify configuration and interference the LTE network.
User password may have low level strength, with not enough character numbers, or composed of simple characters. The attacker can get such kind of passwords with fewer attempts by brute force.
The attacker may get a user password, and not be detected by a legal user. In the situation, security threats can be eliminated by modifying passwords. For convenience, the user may perform modification with historical password, known by the attacker, which would bring a security threat.
The means that user password storage is important. The storage should use encryption techniques to avoid information leaking.
The attacker may use brute force to get passwords, which is simply a matter of time.
One user can login from several computers at the same time, which may cause collision configuration or other conflict, which would bring security threats.
5.4.2.7	T7 Threats of User identities
Identities of mobile network subscribers are critical for user privacy. Leakage of these user's identities can lead to loss of privacy, e.g., tracing of a user. Protection of user's identities is also requirement from regulators. 

5.4.2.8	T8 Tampering
· Threat Name: Tampering
· Threat Reference: to be done later
-	Threat Category: Tampering
-	Threat Description: Tampering involves the malicious modification of data  by an attackers (e.g. data such as configuration files, user profiles, installed system packages,/software and so on..). 
-	Threatened Asset: all critical data in the MME as listed in 5.2 except hardware asset
-	Threat Relevance: Mitigate
Editor’s Note: This threat represent a category and it should not be placed in the same footing with others. 

5.4.2.9	T9 Denial of Service
· Threat Name: Denial of Service	
· Threat Reference: to be done later 
· Threat Category: DoS 
· Threat Description:An insider or external attacker can make the MME unavailable using different types of  attacks (e.g. exploitation of known vulnerabilities, insider attacks, etc.).Threatened Asset: all critical asset in the MME as listed in 5.2 including hardware asset.
· Threatened Asset: all critical asset  in the MME as listed in 5.2 except hardware asset
· Threat Relevance: Mitigate
Editor’s Note: This should be called by one threat represent a threat category, and it should not be placed in the same footing with others.
Editor’s Note: Which security objectives this threat is mapped to is ffs. 

5.4.2.10	T10 Elevation of privilege
· Threat Name: Elevation of privilege
· Threat Reference: to be done later 
-	Threat Category: Elevation of privileges 
-	Threat Description: an unprivileged user gains privileged access and thereby can compromise or destroy the MME. This threat includes those situations in which an attacker has penetrated all system defenses and become part of the trusted system itself.
-	Threatened Asset: all critical asset  in the MME as listed in 5.2 except hardware asset.
-	Threat Relevance: Mitigate.

Editor’s Note: This should be called by onethreat represent a threat category, and it should not be placed in the same footing with others.
Editor’s Note: Which security objectives this threat is mapped to is ffs.

5.4.2.11	T11 Malware
· Threat Name : Malware	
· Threat Reference: to be done later 
-	Threat Category: Malware 
-	Threat Description: A malware can perform malicious acts and cause disruption to the operating system or to the applications/services available on the MME. 
· Threatened Asset: all critical asset  in the MME as listed in 5.2 except hardware asset.
· Threat Relevance: Mitigate
Editor’s Note: This should be called by onethreat represent a threat category, and it should not be placed in the same footing with others.
Editor’s Note: Which security objectives this threat is mapped to is ffs

5.4.2.12	T12 Footprinting
· Threat Name : Footprinting
· Threat Reference: to be done later 
-	Threat Category: Footprinting
-	Threat Description: MME footprinting can be used by attackers to glean valuable system-level information which can be used to carry on more significant attacks. The type of information potentially revealed by footprinting includes account details, operating system and other software versions, server names etc..
· Threatened Asset: all critical asset  in the MME as listed in 5.2 except hardware asset.
· Threat Relevance: Mitigate
Editor’s Note: This should be called by onethreat represent a threat category, and it should not be placed in the same footing with others.
Editor’s Note: Which security objectives this threat is mapped to is HARDENING.

5.4.2.13	T13 Over-privileged processes/services
· Threat Name : 	Over-privileged processes/services
· Threat Reference: to be done later 
-	Threat Category: Elevation of Privileges
-	Threat Description: MME processes/services  run with higher privileges as needed
-	Threatened Asset: all critical asset  in the MME as listed in 5.2 except hardware asset.
-	Threat Relevance: Mitigate.
Editor’s Note: This is a detailed threat.
Editor’s Note: The security objective which this threat is mapped on is HARDENING.

.5.4.2.14	T14 Use of weak Cryptographic algorithms
· Threat Name : Use of weak Cryptographic algorithms
· Threat Reference: to be done later 		
-	Threat Category: Weak Cryptographic  algorithms
-	Threat Description: Usage of weak cryptographic algorithms for stored or transmitted sensitive information/data can expose them to unauthorized access and tampering.
· Threatened Asset: all critical asset  in the MME as listed in 5.2 except hardware asset.
-	Threat Relevance: Mitigate.
Editor’s Note: This should be called by onethreat represent a threat category, and it should not be placed in the same footing with others.

5.4.2.15	T15 Poor key generation
· Threat Name: Poor key generation
· Threat Reference: to be done later 
-	Threat Category: Weak Cryptographic  algorithms
-	Threat Description:a poor key generation may help an attacker to discover the key and then read or modify the encrypted data. Attackers can discover a key, for example, if  :
· It was generated in a non-random fashion (e.g.insecure random generator)
· It was generated starting from a passphrase containing a low entropy
· The generated key length is too short so the time to retrieve the key by means of dictionary attacks is short.
· Threatened Asset: all critical asset  in the MME as listed in 5.2 except hardware asset.
-	Threat Relevance: Mitigate.
Editor’s Note: This is a detailed threat.
Editor’s Note: The security objective which this threat is mapped on is FFS.

5.4.2.16	T16 Poor key management
-	Threat Name: Poor key managment
-	Threat Reference: to be done later 
· [bookmark: _GoBack]Threat Category: Weak Cryptographic  algorithms
· Threat Description: a poor key mangment may help an attacker to discover the key and then read or modify the encrypted data. Attackers can discover the keys  if, for example:
· A weak key management protocols are used;
· The keys are stored in a unencrypted file accessible by everyone;
· The keys are not renewed/updated regularly;
· The keys whhich are text strings can be found by looking for all strings in the system;
· The keys can be foundin memory image of running processes;
· RAM does not loose contents immediately after power-down;
· RAM can be investigated for keys;
· Thekeys are not safely destroyed after their use.
· Threatened Asset: all critical asset  in the MME as listed in 5.2 except hardware asset.
-	Threat Relevance: Mitigate 
Editor’s Note: This is a detailed threat.
Editor’s Note The security objective which this threat is mapped on is FFS.

5.4.2.17 T17 Default insecure MME configuration 
· Threat Name: Default insecure MME configuration
· Threat Reference: to be done later 
-	Threat Category: Weak Configurations
-	Threat Description: An attackers can exploit an insecure default MME configuration and be able to perform several types of attacks. For example the MME can be configured such that NULL integrity is only used for unauthenticated emergency calls.
-	Threatened Asset: MME configuration data and mobility management data.
-	Threat Relevance: Mitigate
Editor’s Note: This is a detailed threat.
Editor’s NoteThe security objective which this threat is mapped on is FFS.

5.4.2.18 T18 Crashing MME via a protocol or application implementation flaw
· Threat Name : Crashing MME via a protocol or application implementation flaw
· Threat Reference: to be done later 
-	Threat Category: DoS 
-	Threat Description: A flaw in the implementation of one of the protocols supported by an MME may be exploited by an attacker to crash the MME.  
-	Threatened Asset: all critical asset  in the MME as listed in 5.2 except hardware asset.
-	Threat Relevance: Mitigate 
Editor’s Note: This is a detailed threat.
Editor’s Note The security objective which this threat is mapped on is FFS.

---------------------------------------- End of first change ----------------------------------------------------------------------------
