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Abstract of the contribution: This contribution introduces the security threat when MME opens a port or activates a service which is not necessary, or is known to be insecure, and gives the related hardening requirements. 
Introduction  
This contribution describes the security threat when the MME has unneccesary ports open or run services which are insecure or not necessary, and gives the related hardening requirements. 
Analysis
When MME has unneccsary ports open and allowing insecure or unneccesary services to run, the threat and its considerations can be described asfollows: 
· Even if the MME is assumed to operate in a reasonably secure logical environment, network-protection misconfigurations may always happen due to human error (short or long lasting) or as caused by security bugs. 
· The attacker, external or internal, can scan the open unnecessary port on MME to exploit the vulnerabilities on MME, and the attacker can utilize these vunlnerabilities to attack MME.For example the attacker utilizes these vunlnerabilities to exploit the privilege of the MME and then some attacks (e.g. tampering configuration data) can be provoked by the attacker.
· The attacker can also scan the vulnerable service which may not be required by the MME, and then the attacker can utilize the vulnerability of the un-required service to attack the MME.
· As a general rule, ports or services that are not needed shall be closed, and services that are insecure shall be forbidden. An example of insecure service is one that send password in the clear. There are several services well known in the community to be insecure and cause unmotivated risks.
· For some services there can be a choice between forbidding the service entirely, or forbidding early versions of it, or just to mandate a configuration of it and of related parameters so as to make it sufficiently secure. Examples are NFS and SNMP. There is a balance between the availability of a contentious service, the security assurance, and simplicity in specification and in testing/certification. 
So we need to remove the unnecessary ports/services to decrease the attack surface. 
Proposal
It is proposed to add the security threat and hardening requirements on MME in TR33.806.
pCR 
*********************************start first change **********************************
5.4.2.x Unauthorised access to the MME via insecure network services by the ports 
· Threat name: Unauthorised access to the MME via insecure network services by the ports 
· Threat Reference: to be done later
· Threat Category: Unauthorised access
· Threatened Asset: all critical assets of MME as listed in 5.2, except hardware assets
· Threat Description: The attacker can scan for insecure network services by the ports. The vulnerabilities of these network services can then be used by the attacker to gain unauthorised access. 
· Threat relevance:Mitigate
Note: it is detailed threat and can be mapped to the security objectives: SECUREMME ADMINISTRATION, HARDENING.
5.4.2.y Denial of service attack to the MME via insecure network services by the ports 
· Threat name: Denial of service attack to the MME via insecure network services by the ports 
· Threat Reference: to be done later
· Threat Category: Denial of service 
· Threatened Asset: all critical assets of MME as listed in 5.2, except hardware assets
· Threat Description: The attacker can scan for insecure network services by the ports . The vulnerabilities of these services can then be used by the attacker to make the MME unavailable (DoS). 
· Threat relevance: Mitigate 
Note: it is detailed threat and can be mapped to the security objectives HARDENIGN
5.4.2.z Disclosure of information of the MME via insecure network services by the ports
· Threat name: Disclosure of information of the MME via insecure network services by the ports 
· Threat Reference: to be done later
· Threat Category: Disclosure of information 
· Threatened Asset: all critical assets of MME as listed in 5.2, except hardware assets
· Threat Description: The attacker can scan for insecure network services by ports . The vulnerabilities of these services can then be used by the attacker to gain access to sensitive data and disclose this data. 
· Threat relevance: Mitigate
Note: it is detailed threat and can be mapped to the security objectives:  SECURE MME ADMINISTRATION, HARDENING.

5.4.2.a Unauthorised access to the MME via unnecessary network services by the ports 
· Threat name: Unauthorised access to the MME via unnecessary network services by the ports
· Threat Reference: to be done later
· Threat Category: Unauthorised access
· Threatened Asset: all critical assets of MME as listed in 5.2, except hardware assets
· Threat Description: The MME can expose unnecessary service/open ports which can be abused (even if not vulnerable) by an attacker to gain unauthorised access. The term unnecessary used in this threat refers to three cases:
· Network services not strictly related to MME operation (e.g. Splunk Service)
· Network service available on unexpected interfaces (eg. SSH enabled on the interface interconnecting MME and Serving Gateway)
· Threat relevance: Mitigate
Note: it is detailed threat and can be mapped to the security objectives: SECURE MME ADMINISTRATION, HARDENING.

5.4.2.b Denial of service attack to the MME via unnecessary network services by the ports
· Threat name: Denial of service attack to the MME via unnecessary network services by the ports
· Threat Reference: to be done later
· Threat Category: Denial of Service  (DoS)
· Threatened Asset: all critical assets of MME as listed in 5.2, except hardware assets
· Threat Description: The MME can expose unnecessary service/open ports which can be abused (even if not vulnerable) by an attacker to perform DoS. The term unnecessary used in this threat refers to three cases:
· Network service  not strictly related to MME operation (e.g. Splunk Service)
· Network service  available on unexpected interfaces (eg. SSH enabled on the interface interconnecting MME and Serving Gateway)
· Service that doesn’t enable a network service but that runs on the MME and it is not necessary by MME normal operation (e.g. fprint service available in the default fedora distribution or XInetd services).

· Threat relevance: Mitigate
Note: it is detailed threat and can be mapped to the security objectives: HARDENING.
5.4.2.c Disclosure of information of the MME via unnecessary network services by the ports

· Threat name: Disclosure of information of the MME via unnecessary network services by the ports
· Threat Reference: to be done later
· Threat Category: Disclosure of information 
· Threatened Asset: all critical assets of ME as listed in 5.2, except hardware assets
· Threat Description: The MME can expose unnecessary service/open ports which can be abused (even if not vulnerable) by an attacker to disclose  sensitive information/data. The term unnecessary used in this threat refers to two cases:
· Network service  not strictly related to MME operation (e.g. Splunk Service)
· Network service  available on unexpected interfaces (eg. SSH enabled on the interface interconnecting MME and Serving Gateway)
· Service that doesn’t enable a network service but that runs on the MME and it is not necessary by MME normal operation (e.g. fprint service available in the default fedora distribution or XInetd services).
· Threat relevance:Mitigate
Note: it is detailed threat and can be mapped to the security objectives:  SECUREMME ADMINISTRATION, HARDENING.

*********************************end first change **********************************
 **********************************
*********************************start third change **********************************
1. Security Requirements related to Hardening 
Editor's note: An example is given in TR 33.805, clause 5.2.2.4.2.3.	
Editor's note: The description of Security Requirements related to Hardening shall follow the template given here, cf. TR 33.805, clause 5.2.2.4.2.3.3:
7.x Removing unnecessary or insecure ports/ services 
· Requirement Name: removing unnecessary or insecure ports/ services
· Requirement reference: to be done later 
· Requirement Description: 
· R1: MME shall only have ports opened and run services that are needed for MME operation
· R2: A list of open ports and associated services on the MME shall be provided. 
· R3: The open ports and running services shall be checked using vulnerability assessment tools as described in the BVT section.
· R4：The ports/services which have not been included in the list (i.e. the unnecessary) shall be disabled.
· R5 : Vulnerabilities discovered in necessary services shall be patched.
· R6: At least the following services shall be configured to forbid/disable on the MME and the following  open ports are forbidden/disabled on the MME
· NFS (Network File System). Ports 1025, 2049.
· FTP, TFTP. Ports 20, 21, 69.  
· SNMPv1, with write (SET) permission.
· SNMPv2c (“SNMPv2”), with write (SET) permission.
· Telnet, remote telnet. Ports 23, 107.
· rlogin, rsh, remsh. Ports 513, 514. 
· Microsoft-DS TCP  445.
· Microsoft-DS SMB file sharing. UDP 445
· Finger. Port 79.
· Time. Port 37.
· Echo. Port 7.
· 
Editor’s Note: The list may not be complete. It is intended to be an initial list that can be further worked on or modified during the course of the MMW SCAS work. 
	
· Threat References: Unauthorised access to the MME via insecure network services by the ports/ , Denial of service attack to the MME via insecure network services by the ports, Disclosure ofinformation of the MME via insecure network services by the ports , Unauthorised access to the MME via unnecessary network services by the ports, Denial of service attack to the MME via unnecessary network services by the ports, Disclosure of information of the MME via unnecessary network services by the ports.
· Test Case:
· Obtain the list of the opened ports and the activated services on the MME
· Check if unnecessary ports or services have been removed. For example, using the port scanning tools to scan the unnecessary ports and using the vulnerability assessment tools to scan unnecessary or insecure services or checking the running services typing a ps aux
· Check if the listed explicitly forbidden services and/or ports have been removed on the system and from the start-up (init) process.
· Requirement evidences: A product document/reference describing which ports have been opened and which services have been activated on the MME, and documentation showing that the above test cases have been performed.
Note: R1 is high level requirement, and R2-R6 are detailed requirements and also they can be mapped to the security objectives: SECURE MME ADMINISTRATION,HARDENING


7.y Services-Interfaces Binding
-	Requirement Name: Service-Interface Binding.
-	Requirement reference: to be done later
-	Requirement Description: 
· R1: A list of open ports and associated services mapped to the related interface on the MME shall be provided.
· R2: The services shall be not bound to any interface but they shall be in listening mode only on the expected interface. For example, the mobility management service shall be in listening only on signalling interfaces while the management protocols like SSH only on the management interfaces.
· R3: The open ports and running services shall be checked using scanning tools for each MME interface.
· R4：The ports/services detected for each interface and which don’t match the mapping provided by the list shall be removed.
-	Threat References: Unauthorised access to the MME via unnecessary open ports/services, Denial of service attack to the MME via unnecessary open ports/services, Disclosure ofinformation of the MME via unnecessary open ports/services.
· Test Case:
-	Obtain the list of the opened ports and the activated services on the MME mapped to each interface.
-	Check if ports or services have been correctly binded to the interface. For example, using the port scanning tools to scan the open ports and then verify if the mapping with the interface is correct.
· Requirement evidences: A product document/reference describing which ports have been opened and which services have been activated on the MME with the interface on which the service/port is expected to be enabled, and documentation showing that the above test cases have been performed.
· Note: this is detailed requirement and it can be also mapped to the security objectives: SECURE MME ADMINISTRATION,HARDENING
· 
*********************************end third change **********************************





