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1 Introduction  

System logs are important tools to document activities related to the operation and access to system and system information (e.g. setting, configuration). If these logs are modified, the attacker can prevent the attacks from being discovered. In the case of internal attackers, the attacker (e.g. maintenance personnel) can repudiate the access and alteration of the evidence. To prevent modification and removal of these logs, their management should be centralized (e.g. mirrored in another secure system and storage). This contribution provides threats and requirements for MME system log and management.

2 Proposal

It is proposed to include the analysis below to TR 33.806.

3 pCR 

***
BEGIN CHANGES
***
5.4.2.X Tx Security Threats of Logs tampering
      -     Threat Name: Threats of Logs tampering
Threat Reference: to be done later 
-
Threat Category: Repudiation ,Tampering
-
Threatened Asset: Log data in MME
-
Threat Description: When operational activities are recorded by MME, these operation records are called system logs. There are other logs, e.g. operation log, security log. If the attacker modifies the configuration of MME, and remove or modifies the logs, the information of the attacker’s activities cannot be found. For example, the attacker sets someone to privileged access by modifing the QoS, and removes or modifies the logs of the “set” operation, the carrier cannot identify the attacker and prevent the attacks.
-    Threat relevance: Mitigate
NOTE: This is a detailed threat and maps to the security objective: SYSTEM MONITORING.
5.4.2.y Ty Security Threats of Logs access
      -     Threat Name: Threats of Logs access
Threat Reference: to be done later 

-
Threat Category: Information disclosure, unauthorized access
-
Threatened Asset: Log data in MME

-
Threat Description: When operational activities are recorded by MME, these operation records are called system logs. There are other logs, e.g. operation log, security log. These logs can contain sensitive information/data (e.g. user data, CDR, keys and so on) which can be used by an attacker to carry on attacks towards the MME or to violate the user privacy.

-    Threat relevance: Mitigate
NOTE: This is a detailed threat and maps to the security objective: SYSTEM MONITORING.

***
NEXT CHANGES
***
6.X Rx Requirements of Logs Protection and Management
Requirement name: Logs Protection and Management
-
Requirement reference: to be done later
-
Requirement Description:
1) Rx-x Secure uploading of log files to a central location or system external for MME log functions should be supported. 
2) Ry-y The log file shall only be accessible by privileged users.
-   Security Objective references: SYSTEM MONITORING
-
Test case: To be done later.
Requirement evidences: to be done later
NOTE: This is a detailed requirement.
***
END OF CHANGES
***
