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Abstract of the contribution:

This contribution proposes to use access control technology for privacy threat mitigation.
1 Introduction 
This contribution proposes to use access control as one privacy threat mitation method.
Firstly, we briefly introduce the access control technology, and then explain the access control application in 3GPP systems.
We kindly propose SA3 to agree the following pCR.

2 pCR 

***
BEGIN CHANGES
***
6. X Threat mitigation- access control

6.X.1 Introduction

A framework for system protection is access control, which describes the rights of users over objectives. Such  framework can used to control access to objects.
Editor’s note:: the details of “subject” can be a service, a web site, a legal entity, or a node. It depends on the characteristics of the communication system.

In 3GPP system, privacy related information which includes Personally Identifiable Information (PII) and user/UE identity which is usually stored in the network elements. For operation and maintenance on the system, from any support side (operator or vendor), the usage of access control mechanism can mitigate the risk that an attacker can access the system and compromise privacy. Only an authorized user should be able to read or process privacy sensitive information within the system. 

Editor’s note: Level of abstraction, like in role based access control, and the mitigation of this threat is FFS.

6.X.2 Use case

Access control technology can be used in:

· The operation and maintenance domain;

· The service provider domain when using 3GPP networks to offer services;

The usage of access control can prevent unauthorized access to privacy sensitive information.
***
END OF CHANGES
***
