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Abstract of the contribution:

This contribution analyzes the key issue – erasure of privacy sensitive data.
1 Introduction 
In order to complete communications- or information-services, users’ privacy information may need to deliver to the 3GPP systems, or to service providers. Generally, once the privacy information has no further use value for the commnication already accomplished, or services already provided, it should be erased to avoid the possible risk of privacy disclosure/compromise. Consequently, when designating new systems, security architectures and protocols, the issue of erasure of privacy sensitive data should be considered. For example, to define the way for, and pre-conditions for, privacy data erasure.

Consequently, we propose privacy requirements as follows.

The privacy information need to be deleted when no longer be needed for providing communication or information service. 
We kindly propose SA3 to agree the following pCR.

2 pCR 

***
BEGIN CHANGES
***
X. Key issue #X: erasure of privacy sensitive data
X.1 Issue details
In order to enable communication or information services, users’ privacy information may need to be delivered to 3GPP systems or to service providers. Generally, once the privacy information has no further value for the communication accomplished/serves provided, it should be erased to avoid the possible risk of privacy disclosure/compromise. Consequently, when designing new systems, security architectures and protocols, erasure of privacy sensitive data is an issue that should be considered. For example, define the way and pre-conditions for privacy information erasure.
X.2 Threats

Un-erased, no further use-value of existing privacy information may bring risk to user of unwanted privacy information disclosure, and such related attacks.

X.3 Privacy requirements

The privacy information need to be deleted when no longer be needed for providing communication service. 
Editor’s note: additional requirements of this key issue (e.g. for data retention) is FFS.
***
END OF CHANGES
***
