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Abstract of the contribution: This contribution proposes minor changes to output and role sections of TR33.916 to better align with the goal of the agreed SECAM process. 
1 Introduction
The output of the SECAM process is not a compliance report, but rather an evaluation report that demonstrates having achieved the security baseline as defined in the SCAS. 

The test laboratory’s accreditation certificate is the assertion that the lab is compentent (e.g. security compency) of performing the tests as specified in SCAS. This accreditation certificate is indeed different from a certificate of the network product’s compliance, in which case SECAM neither produces nor has provision to produce under the scope of the agreed SECAM process. The Editor’s Note therefore should be a Note simply stating the fact and no further resolution is needed.

It seems that the role of the testing laboratory is missing from the SECAM roles overview as the testing lab plays a vital role in the SECAM process.
It is proposed to accept the following changes into the TR.

2 Proposed changes
/******************Begin changes*******************************/

4.4 Ultimate Output of SECAM Evaluation

Editor’s Note: What is the difference between SECAM process and SECAM Evaluation? SECAM process could be renamed to SECAM Assurance Scheme” - includes SECAM Evaluation (= Development Evaluation + Network Product Evaluation) and also the Accreditation. What does the title refer to: SECAM evaluation or the SECAM Assurance Scheme or something in between?

The ultimate output of the SECAM process is:

-
an evaluation report demonstrating achieving the security baseline of a 3GPP network product with the 3GPP security assurance specifications

-
optionally, evidence that the actors performing the evaluation tasks are accredited by the accreditation body



The operator examines the evaluation reports and the the evidence that the actors performing the evaluation tasks are accredited by the Accreditation Body. The operator then decides if the results are sufficient according to its internal policies.

/************************Next changes*******************************/
4.5
Security assurance process

Editor’s Note: this would be the network product evaluation process according to figure 4.5.2.1-1 unless we need to define the process including operator security acceptance decision
The security assurance process describes how the operator gets assurance regarding the security of the network product. The process is depicted in Figure 4.5.2.1-1. If there are any regulatory requirements on security assurance of the network product, they will for the purpose of this process model be considered being included in the acceptance requirements of the operator.

When a vendor is ready to provide security assurance w.r.t. a given network product, the vendor obtains one or more Security Assurance Specifications (SCASs) that the network product is aiming to fulfil. Choice of which SCASs to select may depend on operator and/or regulatory input. Then the product is evaluated against the Security Assurance Specification(s). The evaluation results in an evaluation report. 

Once the operator received the evaluation report, the operator takes a decision to either accept the security assurance level of the network product or not. The operator's acceptance decision may depend on external forces such as regulatory requirements.
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Figure 4.5.2.1-1 SECAM defined Security assurance process.


Certification of network products is out of scope for SECAM. However, SECAM does not preclude certification activities for network products which would e.g. complement the Self-declaration step.
The SECAM security assurance process is described in-depth in section 7.X.

***
NEXT CHANGE
***
4.6.1 SECAM Roles Overview

The basic roles are implicit from the existing business environment. These roles are the following:

-
Vendor produces the network product;

-
Test Laboratory (accredited third-party test laboratory or accredited vendor test laborabory) evaluates the network product;
-
Operator makes the decision regarding accepting assurance of security properties of the product; 

-
3GPP is responsible for producing Security Assurance Specifications (SCASs).

-
GSMA is responsible for accreditation tasks as applicable
/************************Next changes*******************************/

4.7
Operator security acceptance decision

The operator examines the network product, the security compliance testing, basic vulnerability testing and Enhanced vulnerability analysis reports, the self-declaration as well as the optional evidence of accreditation from the Accreditation Body for the actors performing the evaluation task and decides if the results are sufficient according to its internal policies. In particular, the operator can perform a sample of the security compliance testing, basic vulnerability testing or enhanced vulnerability analysis, based on the delivered test procedures.

The vendors and third-party laboratories accreditation documents monitored and maintained by the SECAM Accreditation Body attest the trustworthiness of these actors and can help operators in their security acceptance decisions.

The operator does not need to be accredited to perform again the tests made by the evaluators in order to gain a higher level of assurance that the SECAM evaluation provided trustable results. Definition of the tools and methods for these supplementary evaluations is outside of the scope of SECAM and left as operators' proprietary procedures.

However, in case of disagreement on the test results and if the operator wants to enter a conflict resolution process with the SECAM Accreditation Body and the vendor, some forms of recognition of the validity of the operators complaint might be useful. This description will be part of the description of the complete dispute resolution process is left to the SECAM Accreditation Body and is outside the scope of 3GPP.

***
NEXT CHANGE
***
7.2.1
Network product development process and network product lifecycle management

The security relevant part of the Vendor network product development and network product lifecycle management process is evaluated during an initial accreditation administrated by the SECAM Accreditation Body prior to any network product evaluation. During a network product evaluation, the compliance testing laboratories validate that effectively the accredited process was used for the network product under consideration. To allow this evaluation, the vendor shall provide the following documents to the compliance testing laboratories and, if requested, to the operator:

-
The evidence of the vendor network product development and network product lifecycle management process accreditation by the SECAM Accreditation Body

-
The Vendor Network Product Development and network product lifecycle management process self-evaluation report for the network product under evaluation containing:

-
a rationale showing that the generic accredited security relevant part of the process was effectively applied during the development of the network product under evaluation (free-form)

The compliance testing laboratories will review this self-evaluation report and evaluate if the rationale provided by the Vendor provides enough evidences that the network product is following the accredited process. 

If the report is acceptable, the evaluation continues. If not, the testing laboratories request the vendor to get accredited for the process of this network product as well. In most cases, compliance testing will be undertaken by the vendors themselves and conflict are expected to be rare. However, the compliance testing laboratories take a responsibility in this assessment as the rationale and the description of the generic accredited process will also be given to the operators which are likely to review them as well. Conflict between vendors, testing laboratories and operators will be resolved by the SECAM Accreditation Body. 

NOTE:
Required and acceptable evidence for the vendor Network Product Development and network product lifecycle management process self-evaluation report need to be defined by the SECAM Accreditation Body to ensure comparability and easy conflict resolution if any.

***
NEXT CHANGE
***
Annex A:
Summary of SECAM documents
	Phase
	Sub-phase
	Deliverable
	Published by

	Methodology building
	
	Consensus on threats [temporary document]
	3GPP

	
	
	Security Assurance process
	

	
	
	Security Assurance Specifications
	

	
	
	Test methodology and skills requirements
	

	
	
	Testing laboratories accreditation and monitoring rules
	SECAM Accreditation Body / GSMA

	
	
	Network product development and network product lifecycle management Process Assurance requirements
	

	Accreditation 
	Methodology Accreditation
	Accreditation report
	Accreditor

	
	Audit and accreditation
	Evidence of successful accreditation of Vendor network product development and network product lifecycle management process 
Evidence of successful accreditation of  Security Compliance testing laboratories
Evidence of successful accreditation of Basic Vulnerability Testing laboratories
Evidence of successful accreditation of Enhanced Vulnerability testing laboratories
	SECAM Accreditation Body / GSMA

	Evaluation
	SCAS instantiation
	Instantiation of SCAS
	Vendor

	
	Vendors Development process compliance
	For the accreditation:

Design documentation [free-form]

Operational guidance [free-form]

Version and configuration management plan [free-form]

Flaw remediation documentation [free-form]

Process to ensure code quality documentation [free-form]

Vendor's development sites protection [free form]

Before any network product evaluation:

Network Product Development and network product lifecycle management process self-evaluation report providing evidences that the network product was developed under the accredited process [free-form]
	

	
	Security compliance testing
	Test procedures  [following SCAS]

Test results [following SCAS output format indications]
	Vendor or third-party



	
	Basic Vulnerability Testing
	Test procedures  [following SCAS]

Test results [following SCAS output format indications]
	

	
	Enhanced Vulnerability Analysis
	Test procedures  [following Test methodology]

Test results [following SCAS output format indications]
	

	Self-declaration
	Self-declaration
	Self-declaration
	Vendor

	Monitoring, dispute resolution
	
	Informal guidance document. Accreditation revocation list
	SECAM Accreditation Body / GSMA

	Dispute resolution
	 -
	Operator claims
	


***
END OF CHANGES
***
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