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Abstract of the contribution:This contribution provides content for the Clause 3 Definitions and Acronyms of TR33.916.
1. Overview
This contribution lifts the definitions used in TR 33.805 to TR33.916. It also includes the abbreviations of the SECAM process. 
2. Proposal

It is proposed to accept the following pCR

**************************** Start of Changes  *************************

3
Definitions and abbreviations
3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. 
A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1]. 
Security Assurance Specification (SCAS): The SCAS for a given network product class provides a description of the security requirements (which are including test cases) pertaining to that network product class.
3GPP Security Assurance Methodology (SECAM): SECAM is a process used to measure the security features of 3GPP network products studied and described in the present document.

Accreditation: Formal recognition by an accreditation body that a testing laboratory is impartial and competent to carry out specific tests or types of assessments. In the context of SECAM, it would be recognition that a testing laboratory is competent to assess the 3GPP network product against the requirements from the 3GPP SCAS and to produce an evaluation report.



Self-declaration: Self-declaration is a declaration of the claims made on the network product by the vendor. 
It means that a vendor provides a self-declaration of its network product based on the evaluation report required by SECAM to the operator without any review of a certification authority of these reports before.

Self-evaluation: Self-evaluation is an assessment of the network product by the vendor. It means that the vendor has an accredited evaluation lab in its organization that performs the evaluation of the network product. The evaluation lab assesses the network product against defined criteria and produces an evaluation report according to a formalized and standardized procedure.

Third-party evaluation: Third-party-evaluation is an assessment of the network product by an independent third-party. It means that a third-party has an accredited evaluation lab that performs the evaluation of the network product. 
The evaluation lab assesses the network product against defined criteria and produces an evaluation report according to a formalized and standardized procedure. Third-party evaluation is similar to self-evaluation. The only difference is that the party performing the evaluation is different from the vendor.

Certification: Certification is the confirmation by an independent Certification Authority (CA) that the evaluation has been properly carried out. That is, a confirmation that the evaluation criteria, evaluation methods and other procedures have been correctly applied and that the conclusions of the evaluation report are consistent with the evidence adduced. 
The CA does not test the network product or verify the security functionality of the network product. The CA examines the evaluation report. If the CA finds the evaluation report satisfactory, it issues a certificate stating this fact.
Editor's Note: the definition of certification is ffs in order to align with GSMA understanding, as well as the need for definition of Certification and Certificate is fss. 
Certificate: The certificate is the official document attesting that the evaluation of the 3GPP network product against the 3GPP Security Assurance Specifications (SAS) was conducted correctly and was successful. This document is provided by the third-party certification authority. The certificate provides the value that an operator that trusts the Certification Authority (CA) can feel more assured about that the network product fulfils the claimed security level.

Evaluator: evaluates the network product and produces an evaluation report. The vendor, the operator, GSMA, NVIOT, 3GPP, GCF or some other party, could take the evaluator role. 

Accreditation Body: the entity responsible for the accreditation process.

Assurance: is the confidence that a network product meets its specific security objectives. Assurance is usually verified by performing an evaluation. 

Assurance level: is related to evaluation effort in terms of scope, depth and rigor. For higher assurance level, more information with more details is typically required, and this information will be analysed more rigorously.

NOTE 2: 
At this point the "3GPP Assurance Levels" have nothing to do with "Evaluated Assurance Levels" used in Common Criteria. It is for further study how and even if the two map.

Hardening: contributes to the security baseline of a network product, achieved for example by configurations, settings, and protocol restrictions, to decrease the attack surface for a network product. The difference in hardening is one aspect that influences the security baseline of a network product.
Security baseline: The security baseline of an evaluated network product is a set of security requirements and environmental assumptions defining its capacity to resist a given attack potential. 

NOTE 3: 
It is for further study if and how "3GPP Security baselines" take account of and map to those used in other schemes for example the Basic, Medium, and High "Robustness Levels" in NSA NIST.

Vulnerability: An exploitable issue in a network product rendering it unable to withstand attacks. Vulnerabilities create the risk of successful attacks.

Vulnerability Assessment (VA): The process of assessing the output of SCT or BVT activities to classify the found issues by severity in order to identify those which are relevant vulnerabilities.
Security Compliance Testing (SCT): Evaluation process step used to describe activities for checking the compliance of a network product with applicable Security Assurance Specifications (SAS).

Basic Vulnerability Testing (BVT): The process of running security tools against a network product. 
BVT is defined by the use of Free and Open Source Software (FOSS) and Commercial off-the-shelf (COTS) security testing tools on the external interfaces of the network product. Details on these tools can be found in Clause 7.2.4.
Enhanced Vulnerability Testing (EVA): Evaluation process step used in Methodology 2 and described in Clause 7.2.5. This activity takes the output of the earlier Security Compliance Testing (SCT) and Basic Vulnerability Testing (BVT) into account.

Editor's Note: 
The exact scope and activities of EVA is FFS in a future Study Item. Examples include more advanced activities than executed during the Basic Vulnerability Testing (BVT) stage and chaining of vulnerabilities to penetrate the tested system. EVA may depend highly on the skills of the testers.

Network Product Class: A network product class, in the context of SECAM, is the class of products that all implements a common set of 3GPP defined functionalities.

Network Product: A network product is the instantiation of one or more network product class(es).
SECAM evaluation: A SECAM evaluation comprises of the Vendor Network Product Development process evaluation, the product lifecycle management process evaluation and the Network Product evaluation

3.2
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. 
An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].

AES
Advanced Encryption Standard

BVT
Basic Vulnerability Testing

CC
Common Criteria
COTS
Commercial Off The Shelf
CPA
Commercial Product Assurance
CVE
Common Vulnerabilities and Exposures
CWE
Common Weakness Enumeration
CVSS
Common Vulnerability Scoring System
EVA
Enhanced Vulnerability Analysis
FASMO
Frequent and Serious Misoperation
FIPS
Federal Information Processing Standard
FIRST
Forum for Incident Response and Security Team
FOSS
Free and Open Source Software
GSF
Generic Security Funcionality
GSMA
GSM Association
HW
HardWare
IMEI-SV
IMEI-SoftwareVersion
IT
Information Technology
MME NP
MME Network Product

MME NPC
MME Network Product Class

MME
Mobility Management Entity
MNO
Mobile Network Operator
NB
NodeB
NDPP
Network Device Protection Profile
NESAG
Network Equipment Security Assurance Group
NPC
Network Product Class
NPCD
Network Product Class Description
OAM
Operations, Administration and Maintenance
OS
Operating System

OSPP
Operating System Protection Profile
PP
Protection Profile
RAM
Random Access Memory
SCAS
SeCurity Assurance Specification
SCT
Security Compliance Testing
SECAM
Security Assurance Methodoloy
SFR
Security Functional Requirement
SO
Security Objective

SPD
Security Problem Definition
SR
Security Requirement
SSH
Secure Shell
TCG
Trusted Computing Group
TOE
Target Of Evaluation

TSF
TOE Security Function
USB
Universal Serial Bus
**************************** Next Change  *************************
4.2 
Scope of SECAM evaluation

A SECAM evaluation comprises of the Vendor Network Product Development process evaluation, the product lifecycle management process evaluation and the Network Product evaluation


The SECAM evaluation will cover the following four tasks:

-
Vendor network product development and network product lifecycle management process assurance compliance (assessing if the method used to develop the products is compliant with the Vendor network product development and network product lifecycle management process assurance requirements);

-
Security Compliance Testing (assessing if requested security requirements are correctly implemented in a network product);

-
Basic Vulnerability Testing (running of a set of FOSS/COTS tools on external interfaces of the Network product);

-
Enhanced Vulnerability Analysis (holistic approach to analyse risk and impact of Vulnerabilities found in the Network Product). 

**************************** End of Changes  *************************

�to be deleted, since accreditation will be handled by GSMA NESAG





