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1. Introduction
The 3GPP CT has sent LS to SA3 to look at the security aspects of communication over the XML based Rx interface between the AF and the PC. 
This discussion paper presents one potential solution for this interface based on TLS Mutual authentication used in HTTPS.
2. Background
The following figure depicts the new functional entities defined to enable Applicaiton function (AF) belonging to a 3rd party web application developer to communicate with the Policy and Charging Rules Function (PCRF). The Rx interface is used to exchange application level session information between the PCRF and the AF. This interface uses XML based protocol on the AF side and Diameter on the PCRF side. The Protocol converter (PC) converts XML based protocol to Diameter in order to get an access to the PCC architecture.





To guarantee the security of the communication over XML based Rx, the following security issues has been identified in TR 29.817:
1. Client and Server authentication and authorization: The identity of the 3rd party AF and the protocol converter (or PCRF web server) shall be authenticated. Only a legal and authorized AF can access to the protocol converter (or PCRF web server). 
2. Confidentiality: The connection between protocol converter (or PCRF web server) and the AF should be private. The sensitive data transmission via XML based Rx interface should be confidentiality protected.
3. Integrity: The connection between protocol converter (or PCRF web server) and the AF should provide each message with integrity check. 
4. Adaptability: Support of the best known security methods of the day.
3. Discussion
This discussion paper looks at using NDS Authentication framework (NDS/AF) [TS 33.310] for providing security on the Rx interface. This framework defines the Public Key Infrastructure (PKI), trust model and mechanisms for authentication of security gateways (SEG) using public key certificates and RSA signatures. TS 33.310 Clause 6 define Certificate Profiles for PKI based authentication using IPSec and TLS.
Both TLS and IPSec satisfy the requirements as specified in TR 29.817. These two security protocols provide very similar functionality at different layers of the protocol stack. But TLS offers advantages over IPSec considering the nature of the transport protocol used for the Rx interface.
a) TLS is the default protocol that adds security capabilities to the standard HTTP communication to form HTTPS
b)  TLS support is built into most of the common languages used for web application development like XMLHTTPRequest API when used in Web browser scripting languages like Javascript, OR Java Secure Socket Extension (JSSE) API, Apache Software Foundations HTTPClient API for Java applications. IPSec on the other hand functions at the kernel level. So application has to invoke OS specific tools (strongSwan for ex.) to setup IPsec.
c) Almost no TLS specific configuration when compared to IPSec/IKE (not considering PKI as this is common for both TLS and IPSec)
d) TLS is NA(P)T friendly compared to IPSec. IPSec by default has issues flowing through NA(P)T devices. This can be solved with the help of NAT-T (RFC 3947) and UDP Encapsulation (RFC 3948), in which IPSec packet is encapsulated with a UDP header by the sender before transmitting it out of the host, and the receiving host decapsulates the UDP header before running it through the ipsec stack for fetching the original application packet. This can be argued as an overhead when there is an alternative (TLS) that doesn’t have any issue with NA(P)T devices.
4. Proposal
It is proposed that we adopt TLS (i.e. RESTful HTTPS from the application perspective) as the security protocol for the Rx Interface between AF and PC.
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