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Abstract of the contribution: This pCR proposes clarifications to some sections in the Super-CR in order to remove the ambiguity.
1 Introduction 
In section X.2.4.2, derivation of the key KUPenc by the S-eNB and the UE needs to be detailed. Specifically, it needs to be clarified that the input string S used for the key KUPenc derivation is formed using the algorithm selected by the S-eNB (which may be different from the algorithms used for non-offloaded DRBs). Also the figure X2.4.2-1 is extended to cover KUPenc derivation.

In section X.2.5, based on the answers from RAN2 on DRB-ID assignment (R2-141844), check for DRB ID reuse is not performed by the SeNB (it is MeNB’s responsibility). Therefore the text mentioning that, S-eNB request MeNB to refresh the S-eNB when DRB-IDs between the UE and the SeNB are about to be reused, to be deleted.

It is proposed that SA3 agrees the pCR below for inclusion in the super CR for dual connectivity for small cell enhancements.

2 Proposed pCR 

***
BEGIN CHANGES
***
X.2.4.2 
Security key derivation

The UE and MeNB shall derive the security key S-KeNB of the target SeNB as defined in Annex A.Y of the present specification.

The addition to the LTE key hierarchy with derivation of the S-KeNB is shown on Figure X.2.4.2-1.
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Figure X.2.4.2-1 Addition to the Key Hierarchy for the SeNB

The SeNB and the UE shall further derive the ciphering key KUPenc for ciphering of the User Plane over the DRB. This derivation is performed according to Annex A.7 using the S-KeNB as the input key and the input string S formed using the IDs of the SeNB selected algorithm to the KDF.

NOTE: In the present specification, only a user plane encryption key is required between UE and SeNB. But the key derivation procedure permits deriving further keys according to Annex A.7 if this should be desired in the future. 

***
NEXT CHANGE
***
X.2.5
Key refresh and re-keying procedures
The system supports S-KeNB refresh. The MeNB may refresh the S-KeNB for any reason using procedure defined in clause X.2.3 of the current specification. The SeNB shall request the MeNB to refresh the S-KeNB over the X2-C, when uplink or downlink PDCP COUNTs are about to wrap around. 

Whenever the UE or SeNB start using a fresh S-KeNB, they shall re-calculate the KUPenc from the fresh S-KeNB. 
Editor’s Note: If there is a key change on-the-fly of the KeNB in the MeNB (initiated by the MME), then it is ffs whether the MeNB shall also initiate a re-keying of the currently active S-KeNB. Requirement for immediate recomputation of the S-KeNB needs to be aligned with decision made regarding the same condition outlined in sec. X.2.4.1
***
END OF CHANGES
***
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