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Abstract of the contribution: The following proposes a draft for the LS reply to the LS from on providing the IMEISV to eNB from TSG RAN
The following proposes a draft for the LS reply to the LS from on providing the IMEISV to eNB from TSG RAN.

3GPP TS 33.401 states in clause 5.3.4a that the transport of control plane data over S1-MME and X2-C shall be integrity, confidentiality and reply protected from unauthorized parties. 

In particular, the communication between the MME and eNB is integrity and confidentiality protected according to NDS/IP (TS 33.210), therefore there is no security problem in transmitting the IMEISV over the S1-MME and X2-C interfaces.

If a Network Operator needs to provide additional privacy protection to the IMEISV, then a mask could be applied by the Network Operator to the IMEISV before it is sent to the eNB. It is up to the Network Operator to specify the value and the scope of the mask on the IMEISV in such a way that it provides the necessary information to the eNB while retaining the intended privacy protection. There are cases where the TAC+SVN value wouldn’t be sufficient depending on how the OEM specifies the IMEISV; the mask on the IMEISV would either be applied on the whole SNR value or only partially. Finally, the IMEISV may be stored in the secure environment of the eNB (cf. clause 5.3.5. of TS 33.401). No specific mechanism needs to be specified in 3GPP specification.
Proposal:

It is proposed to agree the following LS based on the understanding of the above information

***************************************** START of LS ****************************************
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1. Overall Description:
SA3 thanks TSG RAN for the LS in RP-140509 and the attached CRs.
On the request to SA3, “TSG RAN kindly asks SA3 to confirm that there are no security issues with the signalling the IMEISV over S1 interface from the MME to the eNB. “ SA3 would like to provide the following answer:
3GPP TS 33.401 states in clause 5.3.4a that the transport of control plane data over S1-MME and X2-C shall be integrity, confidentiality and reply protected from unauthorized parties. 

In particular, the communication between the MME and eNB is integrity and confidentiality protected according to NDS/IP (TS 33.210), therefore there is no security problem in transmitting the IMEISV over the S1-MME and X2-C interfaces.
If the Network Operator intends to limit distribution of certain parts of IMEISV for operational reasons, these parts can be masked out when delivered by the MME to the eNB. It would be up to the Network Operator to specify the value and the scope of the mask on the IMEISV in such a way that it provides the necessary information to the eNB while retaining the intended privacy protection.
2. Actions:

To TSG RAN and RAN WG3 groups.

ACTION: 
SA WG3 asks TSG RAN and RAN WG3 groups to take the above information into account.
3. Date of Next SA3 Meetings:

SA3#76
25-29 August 2014
Sophia Antipolis, France
***************************************** END of LS ****************************************
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