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S3-140299 (skeleton for TR 33.806 agreed at SA3#74) provided a new template for threats for TR 33.806, but there was no corresponding pCR to 33.916 that would have aligned the new template in S3-140299 for TR 33.806 with that in TR 33.916. The present pCR aligns the template for threats introduced in S3-140299 for TR 33.806 with that in TR 33.916. 

Please see also the companion contribution in S3-140883 that removes the inconsistency between S3-140299 and S3-140300 (version of TR 33.806 agreed after SA3#74). 
______________________________________________________________________________________
1. pCR to TR 33.916, v0.3.2
5.2.2
Security Problem Definition (SPD)

5.2.2.1 Introduction

For the Security Problem Definition clause of the SCAS writing phase, the steps to be accomplished by 3GPP SA3 for a given network product class will be to:
-
List the critical assets of the network product class;
-
;

Editor’s note (* linked to Editor’s note in 5.2.3): It is ffs whether the assumptions on the Operational Environment are part of the Security Problem Definition or whether they are part of Security Requirements. (i.e. next bullet point)

-
;

-
Identify the attacker model for the Network Product Class;

-
Identify threats, i.e. adverse actions than can be performed on assets; 
-
Identify the relevance associated with the threats;

- 
Identify the list of the security objectives necessary to face the identified threats and reduce the risk surface.
For features that are standardized in 3GPP specifications some threat analyses are available from 3GPP Technical Reports (e.g. TR 33.821 for EPS [4]) or other publications. In particular, threat analyses related to the security requirements in 3GPP TSs to be re-used in SECAM, cf. clause 5.2.3.2, need not be repeated in SECAM. These were however written before e.g. current SECAM type of work objectives came to light.

NOTE:
For features that are (to some degree) proprietary and, hence, not (fully) standardized, a way of describing them in a general way needs to be found as, by their nature, no common understanding is generally available to the public. Without a general description of a feature, it may be difficult to perform a threat and risk analysis on it.

5.2.2.2 Threats

There are also many threat and risks analysis or modelling frameworks available for IT equipment and computers networks. None of them is likely to perfectly fit the needs of SECAM which ultimate goal is to be capable to derive concrete and testable security requirements to reduce the level of exposure of telecom equipment. 

This process is likely to be iterative and there will be some trade-off in terms of time. It is not a goal to be absolutely complete in the threats assessment. What ultimately matters in the threat analysis phase is that the SA3 group gets the feeling that the achieved level of details is good enough to be able to easily derive testable security requirements to cover the risks in a reasonable amount of time.

Whatever the approach that will be chosen, the structure for this clause is provided to indicate the information needed for having a clear security problem definition. This can help to facilitate the identification of the security requirements. Hereafter a possible structure for the threats, risks and security objectives which are part of the SPD is reported. This structure will be related to the threat modelling framework used for the analysis and consequently this proposal could be changed accordingly.

-
Threat Name
: each threat is assigned a unique name. The name preferably indicates the topics covered by the threat.
Threat Reference: a unique short form is assigned to each threat as a primary means for referencing the threat. The convention adopted is: <threat category> - <progressive number> where the convention adopted for the "threat category" can be the first two letters of the category to which the threat belongs or similar.

-
Threat Category: a reference to the category to which the threat belong based on the classification (threat methodology) that will be adopted 

-
Threatened Asset
: an indication of the network product assets object of the threat
-
Threat Description: the adverse actions than can be performed by a threat agent on an asset. These actions influence one or more properties of the asset from which that asset derives its value. Examples of threat agents are hackers, users, computer processes, and accidents. Threat agents, and their level, may be further described by aspects such as expertise, resources, opportunity and motivation. To provide a basis for requirements that are on roughly the same level, SA3 shall choose a level of threat agents that the system should be able to withstand (although the levels may be hard to quantify or measure). Protection mechanisms or requirements shall then not be selected if a threat can be instantiated only by a threat agent of higher level. This is in line with the single assurance level and single security baseline per network product class of clause 4.


-
Threat relevance
:  a level of the risk related to the specific threat
-


5.2.2.3 Security Objectives

The Security Objectives countering the defined threats are likely to overlap in many cases. Therefore, they are to be listed in a separate section of the SCAS document to aggregate references to the threats they counter.

The structure for Security Objective is as follows.


Security Objective Name
: each objective is assigned a unique name. The name preferably indicates the topics covered by the objective.

-
Security Objective Reference: a unique short form is assigned to each Security  Objective as a primary means for referencing. The convention adopted is: SO - <progressive number>
-
Security Objective Description
: the concise and abstract statement as given for the threats.

-
Threat References: List of Threat References of the threats countered by the Security Objective in question
Additionally, a table matching the Threats and Security Objectives should be given in an Appendix.
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