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There is an inconsistency between S3-140299 (skeleton for TR 33.806 agreed at SA3#74) and S3-140300 (version of TR 33.806 agreed after SA3#74). This mismatch was apparently caused by an oversight when implementing S3-140300. The inconsistency concerns the template for the threats: 299 contains no objectives as part of the template for threats and replaces ‘risk’ with ‘threat relevance’. The present pCR removes this inconsistency by applying the template agreed in 299. 
Furthermore, the four requirements in 5.4.2.2 and 5.4.2.5-7 did not make use of any template at all. The template of 299 is applied to them. 

Furthermore, the present pCR introduces the item ‘Threat Name’ deemed useful. The template for requirements already has an item a ‘requirement name’. 
Finally, editorial changes were made: The heading of 5.4.2.4 was given a separate line, as it should be, and the preceding Editor’s note was given the right format. And the threat numbering T3, T2, T1 in the headings of 5.4.2.1, 5.4.2.3, and 5.4.2.4 was removed as it does not make sense any more in the context of the TR. 

The deleted objectives seem to be covered by corresponding requirements (original authors of these threats: please check so that nothing gets lost), and seem too detailed for objectives anyhow.

Please see also companion contributions in S3-140884 that provides alignment of 299 with TR 33.916 and in S3-140885 and S3-140886 that provide discussion and a pCR for objectives. 
______________________________________________________________________________________
1. pCR against TR 33.806, v0.2.1

5.4
Threats
 

Editor's note: TR 33.805, clause 5.2.2.4.2.2 also requires considerations on the attacker model. They are to be included in this subclause as it may make sense to consider the attacker model together with the threat. How to further structure this subclause will be decided when more information on modelling attackers and threats is available.
Editor note: It is ffs whether the classification as below is suitable. It needs to be cross-checked with other classifications used in the present document.
5.4.1 Threats relating to 3GPP-defined interfaces

The threats relating to 3GPP-defined MME interfaces, cf. clause 4.2.1, may have been sufficiently covered, explicitly or implicitly, in the course of the work on 3GPP security specifications. There is no need to repeat this work for the purposes of the present SCAS, and these threats and risks are therefore not considered here separately. 
NOTE: Not all threats and risks covered by security mechanisms in existing 3GPP security specifications may have been adequately documented in a 3GPP TS or TR. They may have also been addressed in contributions to 3GPP Working Group meetings. A good source for these threats and risks is 3GPP TR 33.821. Note, however, the disclaimer in clause 1 of this TR. Note also that threats that relate to actions local to the MME and/or do not affect interoperability may also not have been addressed by existing 3GPP work. 

When threats relating to 3GPP-defined MME interfaces are found that are not sufficiently covered in existing 3GPP security specifications they need to be addressed in the present SCAS. Generic threats, e.g. threats relating to protocol robustness, that also apply to 3GPP-defined interfaces are covered in section 5.4.2.

5.4.2 Other Threats 

5.4.2.1 Threats from the compromised UE or misbehaving UE 

Threat Name
:tba

Threat Reference: to be done later 
-
Threat Category: to be done later 

-
Threatened 
Asset: processing capacity 

Threat Description: MME can be denial-of-service attacked by a compromised or misbehaving UE. For example, the attacker can control a huge number of compromised or misbehaving UEs to request access to one MME at the same time; these UE to continually send attach request and detach request to the MME. The processing resource on the MME can be exhausted at express speed and the MME becomes unable to process other, valid NAS signalling requests

-

-
Threat relevance: to be done later
-


5.4.2.2 Security threats on MME software package integrity and anti-virus
Threat Name: tba 

Threat Reference: tba
Threat Category: tba
Threatened Asset: tba
Threat Description: 

Security threats exist from software package publication to install/upgrade. The attacker may tamper software package with virus code or Trojan horse, etc. Using tampered software packages in the MME may result in attacks in the LTE network, including information leakage and unauthorized use of network resources.
Threat relevance: tba
Editor’s Note: Threats needs to be mapped back to which assets are under threat.

Editor’s Note: Threats’ relation to attacker model needs FFS.


5.4.2.3 Disclosure of sensitive information in the storage

Threat Name:tba 

Threat Reference: to be done later 
-
Threat Category: to be done later 

-
Threatened Asset: communication keys (i.e KNASenc, KNASint, KeNB) and administrator password on MME 
Threat Description: MME stores some sensitive information (i.e. communication keys (i.e KNASenc, KNASint, KeNB), administrator password). An attacker (insiders or equipment maintainer from the vendor) can use the access authorization to access the sensitive information. The attacker also can access user’s sensitive information in clear text via OAM. The attacker can launch futher attacks if the sensitive information has been accessed by the attacker. For example, the attacker can use user’s keys to tamper or fake signaling. The attacker can also use user’s identity and serving eNB’s address to locate and track user.

-
Threat relevance: to be done later
-

Editor’s Note: Threats’ relation to attacker model needs FFS.
5.4.2.4 Threat from the Internal attacks 

Threat Name:tba 

Threat Reference: to be done later 
-
Threat Category: to be done later 

-
Threatened Asset: MME data and traffic such as network management data, interface configuration data, mobility management data, OS and application software, hardware 
Threat Description: The malicious employee or his/her co-worker misuses the network access and management authorization to attack MME.
.
-
Threat relevance: tba.
-

5.4.2.5 Security threats on MME management and maintenance interfaces
Threat Name: tba 

Threat Reference: tba
Threat Category: tba
Threatened Asset: tba
Threat Description: 

-
attacker may gain unauthorized access through one of the management or maintenance interfaces

-
attacker may gain control of the MME and potentially the control of the system, resulting in compromise of sentitive user data, system data, and management data. 

-
Attacker may disrupt and disable normal system operations.  

-
Gaining access to the MME may also allow the attackers to gain access to other network elements such as HSS, S-GW, and eNB through S6a, S11, and S1 interfaces respectively. The results can be devastating.  

Threat relevance: tba
Editor’s Note: Threats needs to be mapped back to which assets are under threat.

Editor’s Note: Threats’ relation to attacker model needs FFS.

5.4.2.6 Security threats on MME user account and password management
Threat Name: tba 

Threat Reference: tba
Threat Category: tba
Threatened Asset: tba
Threat Description: 

One default user password may be provided on MME and may not be modified in time. The attacker can get this password for low clearance level user, even high clearance level user from document or other approach. With the default password, the attacker can accesss MME, modify configuration and interference the LTE network.
User password may have low level strength, with not enough character numbers, or comprosed of simple characters. The attacker can get such kind passwords with fewer attempts by brute force.
The attacker may get user password, and not detected by legal user. In the situation, security threats can be eliminated by modifiying passwords. For convenience, user may perform modification with historical password, known by the attacker, which would bring security theat.
The means for user password storage is important. The storage should use encryption techniques to avoid information leaking.
The attacker may use brute force to get passwords, which is simply a matter of time.
One user can login from several computers at the same time, which may cause collision configuration or other conflict, which would bring security threats.
Threat relevance: tba
5.4.2.7 Threats of User identities
Threat Name: tba 

Threat Reference: tba
Threat Category: tba
Threatened Asset: tba
Threat Description: 

Identities of mobile network subscribers are critical for user privacy. Leakage of these user’s identities can lead to loss of privacy, e.g., tracing of a user. Protection of user’s identities is also requirement from regulators. 
Threat relevance: tba
�not in 299, but deemed useful; note that a name is present in the requirement template


�added according to 299


�moved from below according to 299


�deleted according to 299


�These Editor’s Notes apply to all of 5.4.2





