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Abstract of the contribution:

This contribution proposes to use collection reminder technology for privacy threat mitigation (user consent).
1 Introduction 
This contribution proposes to use collection reminder (user consent) as a privacy threat mitigation method.
Firstly we briefly introduce the collection reminder and then give an example for it.
We kindly propose SA3 to agree the following PCR.

2 pCR 

***
BEGIN CHANGES
***
6. X Threat mitigation- collection reminder
6.x.1 Introduction

To accomplish the communication process or use services, some privacy related information may need to be collected. The unauthorized privacy collection will harm users’ privacy, thus the technology of collection reminder (user consent) can mitigate privacy threat. The implementations/practices of collection reminder technology are various and related to UE’s support and services design. The key point is for a certain service which needs to collect users’ privacy information to remind, to displayed, and to briefly explain it to the user.

According to collection reminder, user can choose whether deliver his/her privacy information to complete communication/service request, or to suspend it. 

6.x.2 Use case

When Alice requests a service A which needs to deliver identity and positioning information (e.g. MSISDN and location), the collection reminder technology is used to remind the user that: 

(1) Service A wants to collect use your phone number and your location. Do you accept? (Yes/No)
(2) Your phone number and your location is continuously used and collected for completing the registration process for service A (service A requires your  MSISDN as the regist id, the location information collected and used for giving you more customised service). Do you accept? (Yes/No)
So if the Alice accepts this collection, she will grant service A to use her MSISDN and location to continue the service request. If she denies, she will suspends the collection and hence prevent service A obtain her MSISDN and location.
***
END OF CHANGES
***
