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Abstract of the contribution:

This contribution proposes to extend the use of anonymity technology for privacy threat mitigation.
1 Introduction 
This contribution proposes to extend the use of anonymity technology as the privacy threat mitation method.
Anonymity technology can reduce the identifiability of personally identifiable information that to avoid the potential risk for privacy compromise.

This contribution gives the application of anonymity and summaried its procedures as follows.
· Analyze potential process/communication phase that may expose personally identifiable information;

· Analyze and select the key parameter KP which brings possible personally identifiable information expose risk;

· Use anonymity parameter A-KP replace the KP;

Futher more, take UMTS authentication procedure (TS 33.102 [x]) design as an example to explain the anonymity application in 3GPP system design.
1) Analysis of authentication process may expose the identity and location of the user;

2) Analysis and select sequence number as the key parameter KP which brings possible personally identifiable information expose risk;

3) Use Anonymity Key (A-KP) is as a part of the Authentication Token to conceal the sequence number (KP) as the latter may expose the identity and location of the user.

We kindly propose SA3 to agree the following PCR.

2 pCR 

***
BEGIN CHANGES
***
6. X Threat mitigation- anonymity
6.x.1 Introduction

Anonymity technology, or anonymization, can reduce the identifiability of personally identifiable information that to avoid the potential risk for privacy compromise.

To enable anonymity of an individual, there need existing a set of individuals that appear to have the same attribute(s) as the individual. The composition of the anonymity set depends on the knowledge of the observer or attacker. 
· Application of anonymity can be summarized as below. Analyze potential process/communication phase that may expose personally identifiable information;

· Analyze and select the key parameter KP which brings possible personally identifiable information expose risk;

· Use anonymity parameter A-KP replace the KP;

6.x.2 Use case

Take UMTS authentication procedure (TS 33.102 [x]) design as an example of anonymity application:

1) Analysis of authentication process may expose the identity and location of the user;

2) Analysis and select sequence number as the key parameter KP which brings possible personally identifiable information expose risk;
3) Use Anonymity Key (A-KP) is as a part of the Authentication Token to conceal the sequence number (KP) as the latter may expose the identity and location of the user.

***
END OF CHANGES
***
