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Abstract of the contribution:

This contribution analyzes threat and security requirement for MME management and maintenance access.
1 Introduction 
The contribution is based on S3-140431, postponed from SA3#74bis. 
If test/debug ports not disabled and physically removed from vendor, and if they left in place for servicing and local programming interface existing on the MME, it may be used by attacker to compromises and brings risk to MME.
According to this threat, this contribution analyzes the security requirements for MME as follows:

Test/debug ports should be disabled and physically removed from vendor, and they should not be left in place for servicing and there should be no local programming interface on the MME.
We kindly propose SA3 to agree the following PCR.

2 pCR 

***
BEGIN CHANGES
***
5.4.2.5 Security threats on MME management and maintenance interfaces
-  Threat name: MME management and maintenance interfaces
-  Threat Reference: Tx
-  Threat Category: other threats 
-  Threatened Asset: user data, configuration data, interfaces
-  Threat Description: 
-
attacker may gain unauthorized access through one of the management or maintenance interfaces

-
attacker may gain control of the MME and potentially the control of the system, resulting in compromise of sentitive user data, system data, and management data. 

-
Attacker may disrupt and disable normal system operations.  

-
Gaining access to the MME may also allow the attackers to gain access to other network elements such as HSS, S-GW, and eNB through S6a, S11, and S1 interfaces respectively. The results can be devastating.  
-   Attackers may use test/debug ports to compromise MME.
-  Threat relevance: yes
Editor’s Note: Threats needs to be mapped back to which assets are under threat.

Editor’s Note: Threats’ relation to attacker model needs FFS.

6.6 Security requirements on MME Management and Maintenance interfaces
-Requirement Name: MME Management and Maintenance interfaces 
-Requirement reference: to be done later
-Requirement Description: 
1)
RX-1: The MME shall support mechanisms to provide confidentiality and integrity protection of the communication between itself and the OAM network. 
2)  RX-2: Test/debug ports should be disabled and physically removed from vendor, and they should not be left in place for servicing and there should be no local programming interface on the MME.
-Threat  References: other threat: threat on MME Management and Maintenance interfaces
-Test Case: 
1) Check if MME support mechanisms to provide confidentiality and integrity protection of the communication between itself and the OAM network;

2) Check if test/debug ports disabled and physically removed from vendor, and there is no local programming interface on the MME.
Requirement evidences: A document in free form describing: MME support mechanisms to provide confidentiality and integrity protection of the communication between itself and the OAM network, test/debug ports disabled and physically removed from vendor, and there is no local programming interface on the MME.
***
END OF CHANGES
***
