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Abstract of the contribution: 
This contribution proposes to analyze security objective and security requirements for MME software package integrity.
1 Introduction 
The contribution is based on S3-140428, and its commenting contribution S3-140527, postponed from SA3 #74bis. 
According to threat analysis on MME software package integrity in current TR33.805, the first change of this contribution proposes to add security objective description for MME software package integrity as follows:

-
Security Objectives: 
The software update mechanism and management process shall be trustworthy/robust.
Software integrity shall maintain on the MME.
The second change focuses on security requirements with considering trusted software update source. The security requirements described as follows:
RX-1: There need a security mechanism to guarantee only authorized individuals can initiate and deploy a software update/the software update is originated from verified sources.
RX-2: The integreity of software package should be guranteed by technology method.
We kindly propose SA3 to agree the following PCR.

2 pCR 

***
BEGIN FIRST CHANGES
***
5.5.2 Other Objectives
5.5.2.x SO-X 
-  Security Objective name: MME software package integrity
Security Objective Reference: SO-X
- Security Objective Description:
- The software update mechanism and management process shall be trustworthy/robust.
- Software integrity shall maintain on the MME.
-
Threat References: Tx
***
END OF FIRST CHANGES
***
***
BEGIN SECOND CHANGES
***
6.X Security requirement for maintaining MME software package integrity 
-Requirement Name: MME software package integrity 
-Requirement reference: to be done later
-Requirement Description: 

1)
RX-1: There is need a security mechanism to guarantee only authorized individuals can initiate and deploy a software update/the software update is originated from verified sources.
2)  RX-2: The integrity of software package should be guaranteed by technology method.

Editor’s note: the specific technology method related to a vendor's working procedures.
Threat References: other threat: threat on maintaining MME software package integrity
-Test Case: 
1) Check if security mechanism is provided to guarantee only authorized individuals can initiate and deploy software update/the software update is originated from verified sources;

2) Check if technology method is provided to guarantee the integrity of software package.
Requirement evidences: A document in free form describing: security mechanism is provided to guarantee only authorized individuals can initiate and deploy software update/the software update is originated from verified sources, and technology method is provided to guarantee the integreity of software package.
***
END OF SECOND CHANGES
***
