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Abstract of the contribution: This contribution modifies the S-KeNB refreshing procedure by adding a KeNB update procedure.
1 Introduction 

In X.2.5 of SCE super-CR, when the SeNB request the MeNB to refresh the S-KeNB over the X2-C due to PDCP COUNTs are about to wrap around, and if the MeNB refreshes the S-KeNB based on the KeNB which is not updated, there will be a security leak that the security materials of some PDCP packets may be identical. Here is the specific scenario:
Firstly, there is a DRB in MeNB, such as DRB1. After some PDCP packets are transported by the DRB1, the DRB1 is teared down to a SeNB. When DRB1 is in the SeNB, the PDCP COUNT of the DRB1 is wraped around. According to the key refreshing method in X.2.5, S-KeNB will be updated, but KeNB is not updated. When DRB1 is still in the SeNB using the refreshed S-KeNB, there will be no security issue. But if the DRB1 is token back to MeNB, the KeNB will be used by DRB1 and the KeNB may be same as the KeNB used by DRB1 before DRB1 was teared down to the SeNB. So in this case, both the S-KeNB and PDCP COUNT may be identical for those PDCP packets that are transported before DRB1 was teared down and after its token back. 
If S-KeNB and PDCP COUNT are identical, there will be a security leak and the security level will be degraded. So we propose when the SeNB request the MeNB to refresh the S-KeNB over the X2-C due to PDCP COUNTs are about to wrap around, MeNB should firtly update KeNB and then refresh the S-KeNB.
It is proposed that SA3 accepts the pCR for inclusion in the super-CR.
2 pCR 
***
START OF CHANGES
***
X.2.5
Key refresh and re-keying procedures
The system supports S-KeNB refresh. The MeNB may refresh the S-KeNB for any reason using procedure defined in clause X.2.3 of the current specification. The SeNB shall request the MeNB to refresh the S-KeNB over the X2-C, when uplink or downlink PDCP COUNTs are about to wrap around, or any of the DRB IDs between UE and SeNB are about to be reused. Before the MeNB refreshes the S-KeNB, the MeNB should update the KeNB which is used to refresh the S-KeNB.
Whenever the UE or SeNB start using a fresh S-KeNB, they shall re-calculate the KUPenc from the fresh S-KeNB. 
Editor’s Note: If there is a key change on-the-fly of the KeNB in the MeNB (initiated by the MME), then it is ffs whether the MeNB shall also initiate a re-keying of the currently active S-KeNB. Requirement for immediate recomputation of the S-KeNB needs to be aligned with decision made regarding the same condition outlined in sec. X.2.4.1
***
END OF CHANGES
***
