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Abstract of the contribution: This contribution proposes a key issue on ProSe discovery security.
Discussion

This contribution proposes a key issue to cover protection of UE identity for ProSe direct discovery. 

It is proposed that SA3 accept the pCR for inclusion in the TR.
Proposed pCR
**************************************************start of change************************************************
5.X
Key Issue #X: Protection of UE identity for ProSe direct discovery
5.X.1
Key issue details

A ProSe enabled UE sends a Discovery Request message to announce, monitor and report match of direct discovery. As specified in the TS 23.303 (section 5.3.3), the Discovery Request message includes a UE identity parameter that identifies the UE subscription and can be the e.g. IMSI or MSISDN.

IMSI is the permanent identity of subscriber and is subject to privacy of subscriber. MSISDN is configurable by end user or applications of a UE (e.g. using OMA DM or user’s manual configuration).
5.X.2
Security threats 

If IMSI is used to identify the UE subscription , an attacker may intercept the data packets of Discovery Request messages and is able to obtain the IMSI of the requesting UE.

If MSISDN is used to identify the UE subscription, the end user or applications of the ProSe enabled UE may manipulate the MSISDN to be sent to the ProSe Function, thus causing improper Discovery Request.
5.X.3
Security requirements

The transmission of UE identity shall be confidentiality protected.

The transmission of UE identity shall be integrity protected.

The permanent identity of subscriber shall not be used as the UE identity parameter of the Discovery Request message.

The user configurable identity of subscriber shall not be used as the UE identity parameter of the Discovery Request message.


Editor’s Note: The solution of the protection of the UE identity is FFS.

**************************************************end of change*************************************************
