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Abstract of the contribution: This contribution proposes to clarify the text for Key Issue #3.2: One-to-many communications between Public Safety UEs in section 5.3.2.2 in TR 33.833.
1 Introduction 
There have been some proposals on SA3 mailing list to clarify the text for Key Issue #3.2: One-to-many communications between Public Safety UEs in section 5.3.2.2 in TR 33.833 for better readability and fixes of grammar. 
2 Proposal
It is proposed to include the pCR to SA3 ProSe TR 33.833. 
3 pCR
***
BEGIN CHANGES
***
5.3.2.2
Security threats 

The following threats are identified as data is exchanged between any of the UEs;

A passive attacker may intercept the data packets exchanged by the two UEs and may be able to obtain their true/original content.

An active attacker may modify the data packets sent by a UE without detection by either the sender UE or any of the receiver UEs.

Due to the one-to-many nature of the communication scenario at hand, it may not be possible to fully protect against replay attacks of one-to-many communications. For example, if a group member does not hear a particular transmission, then it may well be possible to replay that transmission later and have the UE accept this as a fresh transmission. 
The threats against data integrity in one-to-many configuration do not seem to be different from the threats for user plane between the UE and eNB.  In addition, encryption may also provide some additional level of protection against sensible modifications. If we assume that no integrity protection is used, and that the outsider attacker  does not have a correct encryption key used by the members in the one-to-many Group, then the received data packet will most likely be discarded after decryption as either corrupted, meaningless, or out-of-context, at the upper layers.

If NSPS organizations are not able to accept a one-to-many communication with no integrity protection on PDCP user plane, then required integrity protection should be provided at session layer (e.g. in SRTP) or at application layer.
***
END OF CHANGES
***
