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Abstract of the contribution: This contribution proposes to include the Discovery Type parameter in the MIC calculation.
1 Introduction 
3GPP CT1 has defined the PC5_DISCOVERY message in their TS 24.334 (see extract copied from TS 24.334 below). The Discovery Type parameter in the PC5 DISCOVERY message  indicates the type of the direct discovery (e.g. open or restricted discovery). Only open direct discovery is supported in Rel-12.
It is proposed that the Discovery Type parameter is included in the MIC calculation in order to identify attacks as an attacker tampering with the bits indicating type of discovery.
**** Extract copied from TS 24.334 in 3GPP CT1 *******
10.2.4
PC5_DISCOVERY

10.2.4.1
Message definition

This message is sent by the UE over the PC5 interface. See Table 10.2.4.1.

Message type:
PC5_DISCOVERY

Direction:


UE to UE

Table 10.2.4.1: PC5_DISCOVERY message content

	Information Element
	Type/Reference
	Presence
	Length (bits)

	Discovery Type
	Binary

11.2.2.11
	M
	4

	ProSe Application Code
	Binary

11.2.2.7
	M
	184

	MIC
	Binary

11.2.2.12
	M
	TBD


Editor’s Note: The length of the MIC will be defined by SA WG3. 

***********
2 Proposal
It is proposed to include the pCR to SA3 ProSe TS 33.cde. 
3 pCR
***
BEGIN CHANGES
***
6.1.3.3.2
Calculation of the MIC value

When calculating a MIC using the Discovery Key, the following parameters shall be used to form the input S to the KDF that is specified in Annex B of TS 33.220 [5].

-
FC = to be allocated if there is normative work here

-
P0 = Time parameter provided by the network for that discovery slot

-
L0 = length of above (which is FFS)

-
P1 = Contents of the announced code excluding the MIC

-
L1 = length of above (which is FFS)
-
P2 = Discovery Type

-
L2 = length of Discovery Type (which is FFS)
The Discovery Key, Time parameter, Discovery Type and ProSe App Code follow the encoding also specified in Annex B of TS 33.220 [5].

***
END OF CHANGES
***
