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Abstract of the contribution:

1, Introduction
This document proposes to add the security procedure for PC3 interface to the ProSe TS.
2, PCR
*****************Change 1 Begins********************
5.3
Security of UE to ProSe Function interface
5.3.1
General

The ProSe-enabled UEs have many interactions with the ProSe Function over the PC3 in the ProSe features described in TS 33.203[2] .

5.3.2
Security requirements

Only the ProSe function may provide configuration data impacting the ProSe related network operations to the ProSe-enabled UE. 3rd parties shall not be allowed to provide such parameters.

The ProSe-enabled UE and the ProSe Function shall mutually authenticate each other.

The transmission of configuration data between the ProSe Function and the ProSe-enabled UE shall be integrity protected. 

The transmission of configuration data between the ProSe Function and the ProSe-enabled UE shall be confidentiality protected. 

The transmission of configuration data between the ProSe Function and the ProSe-enabled UE shall be protected from replays. 

The configuration data shall be stored in the UE in a protected way to prevent modification/eavesdropping.

5.3.3
Security procedures


The ProSe UE and the ProSe function run an AKA procedure to negotiate the keys which are used to protect the PC3 interface. 

After receiving the ProSe registration request from the UE, the ProSe function sends to the HSS the authentication data request message to retrieve the authentication vector (AV). The authentication data request message includes the IMSI of the ProSe UE. HSS derives the CK, IK as described in the TS 33.102. The HSS then derives CK’, IK’ as described in Annex X. and sends to the ProSe function the authentication data response message which includes {RAND, AUTN, XRES, CK’, IK’}.

The ProSe function sends to the ProSe UE the authentication request message which includes RAND and AUTN. The UE authenticates the network, derives the CK, IK as described in the TS 33.102. The UE derives CK’, IK’ as described in Annex X. The UE sends the authentication response message to the ProSe function. The ProSe function authenticates the UE according to the authentication response message. The ProSe function sends the registration response message to the ProSe UE. 

The keys CK’ and IK’ shall be used by the ProSe function and the ProSe UE as the integrity protection and encryption keys for PC3 interface protection respectively. 
*****************Change 1 Ends********************

*****************Change 2 Begins********************
Annex X:

X.1
CK, IK to CK', IK' derivation

This input string is used when there is a need to derive CK' || IK' from CK|| IK, and ProSe function ID. The input parameter Key is the concatenation of CK||IK (which are 128 bits each), and the output is CK'||IK' (which are 128 bits each). The following input parameters shall be used.
-
FC = 0x10,

-
P0 = ProSe function id,

-
L0 = length of ProSe function id,

-
P1 = SQN ( AK

-
L1 = length of SQN ( AK (i.e. 0x00 0x06) 
*****************Change 2 Ends********************
