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Abstract of the contribution:

1, Introduction
This documents solves three editor’s notes in solution #6.2 in the ProSe security TR .
2, Discussion

The first resolved editor’s note is in the section 6.1.2.2 in the ProSe security TR:
Editor’s note: Relationship between AKA and IPsec needs to explained. Applicability to visited networks is FFS.
The relationship between AKA and IPSec can be refer to the IMS AKA procedure, which integrates the security algorithm (e.g. IPSec) negotiation procedure.

The applicability to visited networks can be referred to the TS 23.303 Figure 4.2-3 roaming reference architecture, and ProSe function in the visited network can retrieve the AV needed for AKA from the ProSe function in the home network.
Therefore it is proposed to delete this editor’s note in the PCR.

The other two resolved editor’s notes are in the section 6.1.2.3 in the ProSe security TR.

Editor’s note: The Benefits of this solution need to be provided.

Editor’s note: The content of the AV needs to be provided.
For security solution of the PC3 interface, the AKA-based solution and the GBA-based solution was discussed in the last meeting. To resolve the editor’s note, this PCR analizes the AKA-based solution, and gives the benefits of the AKA-based solution.

The PCR also provides the content of the AV to resolve the last editor’s note.

It is proposed to agree the change in the PCR in the ProSe security TR.
3, PCR

*****************Change 1 Begins********************

6.1.2
Solution #6.2: Security for configuration data transfer

6.1.2.1
General

This solution addresses key issue #1.1 in the current specification and and protects reference point PC3 in TR 23.303 [20]. The solution does hence not cover the case of provisioning ProSe APP configuration data directly from the ProSe APP server to the UE; a separate solution is needed to cover that case as well. This solution can solve the case when the ProSe APP server delegates the provisioning of its parameters to the ProSe Function. The ProSe APP server then transfers its ProSe APP configuration data to the ProSe Function over PC2, and the ProSe Function forwards also the ProSe APP configuration data to the UE over the PC3 reference points.

6.1.2.2
Overview of solution

The  UE is authenticated by using  Authentication and Key Agreement (AKA). The UE and ProSe Function are mutually authenticated using AKA procedures. After UE is authenticated, the reference point between UE and Prose Function is protected by IPSec. 

For Public-safety UEs that support certificates,  mutual certificate based authentication in TLS should be used. It is assumed that in this case the UE would be pre-provisioned with the relevant certificates to use with the local PDF.


The relationship between AKA and IPSec can be refer to the IMS AKA procedure, which integrates the security algorithm (e.g. IPSec) negotiation procedure.

The applicability to visited networks can be referred to the TS 23.303 Figure 4.2-3 roaming reference architecture, and ProSe function in the visited network can retrieve the AV needed for AKA from the ProSe function in the home network.
6.1.2.3
Solution description: keys establishment procedure for PC3 
The ProSe function can interact with the HSS to retrieve the authentication data in order to authenticate the UE for ProSe service. The ProSe function retrieves the ProSe AV from the HSS and performs AKA with ProSe UE to share IK’, CK’ with the Prose UE, and uses the IK’||CK’ as the integrity protection and encryption keys needed for PC3 security protection. The content of the ProSe AV includes {RAND, XRES, IK’, CK’, AUTN}.
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Figure 6.1.2.3-1: PC3 security protection keys establishment procedure
1, The ProSe UE sends its IMSI to the ProSe Function in the registration request message.

2, The ProSe Function includes UE’s IMSI and the ProSe Function’s ID in the ProSe authentication data request message to the HSS to retrieve the ProSe authentication vector.

3, After the HSS derives CK, IK, the HSS derives CK’||IK’ =KDF (CK||IK, Prose Function ID,SQN( AK).

4, The HSS sends the AV including CK’, IK’ to the ProSe Function. 
5, The ProSe function sends ProSe authentication request to the ProSe UE,

6, The ProSe UE authenticates the network, derives CK, IK, and then the UE derives CK’||IK’=KDF(CK||IK, Prose Function ID,SQN( AK)

7, The ProSe UE sends ProSe authentication response to the ProSe function, which authenticates the UE.

8, The ProSe Function sends the registration response message.
Editor’s note: The Synchronization issue of the SQN and the HSS load are FFS.



6.1.2.x
Solution Analysis 
The benefits of this solution are analized as the following:
1, No extra network entity is required for the AKA-based solution
As shown in the Fig. 6.1.2.y, on the network side, for the AKA-based solution, the key distribution is from the HSS to the ProSe Function utilizing the PC4a interface, but for the GBA-based solution, the BSF needs to be dolyed in addition for the purpose of the key distribution. 
Furthermore, the intention of the GBA is used to share key between the UE and the NAF, while the NAF does not have a direct interface to the HSS. While ProSe function has the PC4a interface to the HSS, then usage of the GBA here is not aligning with the intention of the GBA.
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Fig. 6.1.2.y Network eneities and interfaces involved for different solutions

2, No extra network interface is requested for the AKA-based solution
For the AKA-based solution, the ProSe Function utilizes the existing network interface. As described in the TS 23.303, the interface between the ProSe Function and the HSS is PC4a, and it is used to provide subscription information in order to authorise access for ProSe Direct Discovery and ProSe Direct Communication on a per PLMN basis. It is used by the ProSe Function (EPC-level ProSe Discovery Function) for retrieval of EPC-level ProSe Discovery related subscriber data. Therefore, for security purpose, the PC4a interface can be reused to provide key material for PC3 interface. 
For the GBA-based solution, the ProSe function entity needs to support the extra interface Zn to the BSF, in order to receive the keys, as shown in the Fig. 6.1.2.y.
3, Low latency and low complexity for AKA solution
For the AKA solution, the UE runs an AKA procedure with the ProSe function and the HSS to share the keys.

For the GBA solution, the UE has to run the Bootstrapping procedure with the BSF and the HSS, and only then it’s possible to run another Bootstrapping usage procedure with the ProSe function and the BSF to retrieve the shared key.
The AKA involves less network entities and less network interface, thus less signalling is needed. The latency and the complexity for key distribution are lower.
4, Hign efficient HSS handling for ProSe service for AKA solution
As described above, for the AKA-based solution, the authorisation information and the subscriber data for ProSe service is provided from the HSS to the ProSe Function, and the above information and data are high security related. For the HSS, it would be efficient if the HSS also derive keys from the subscriber data and distribute the keys to the ProSe function via PC4a interface. 
Otherwise for the GBA solution, the HSS has to handle the subscriber data separately and distribute the keys via BSF at the same time as the HSS handle and distribute subscriber data directly to the ProSe Function.
5, AKA solution supports flexible upper layer protocols and service

As described in in section 5.1.1.2 of TS 23.303, “PC3 may be realized with one or more protocols”.  The protocol of PC3 is not limited. 
For the GBA-based solution, the traffic between the UE and ProSe Function (PC3 interface) is protected by TLS.  Since usually the TLS protocol is above the transport layer protocol TCP, it means that the UDP protocol could not be used in the PC3 interface.
However, for the AKA-based solution, the traffic between the UE and ProSe Function (PC3 interface) is protected by IPSec, which means that both TCP and UDP could be used in PC3 interface. Moreover, in section 5.1.1.2 of TS 23.303 there is a NOTE which states that“PC3 may be realized with one or more protocols”. Therefore, giving that requirement, the AKA-based solution provides more flexiblility for PC3 protocol than the GBA-based solution. 

*****************Change 1 Ends********************
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