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Abstract of the contribution:
One way of mitigation of privacy threats is to avoid that data is sent or spread, if not necessary in the context of the current task/protocol/system. Overall objective should be to minimize data and the possibility of collecting data. This should always be taken into account when designing a communication system or any protocol within.
Introduction

If privacy is compromised, personally identifiable information gets available to unauthorized entities. But even if the entity is authorized to receive certain data, the connection of different sensible data may also result in a privacy threat. Therefore, as one of the most basic principles to privacy, avoiding that data occurs and is spread and therefore minimizing the possibility of collecting data should always be taken into account when designing a communication system or any protocol within such a system. This comes in addition to other threat mitigations listed in the study, such as the cross-check which data are stored about the user, access control, or to anonymize the data collected.
Pseudo-Change Request

6.X Threat mitigation – Data minimization
If privacy is compromised, personally identifiable information gets available to unauthorized entities. But even if the entity is authorized to receive certain data, the connection of different sensible data may also result in a compromise of the user privacy.
Therefore, as one of the most basic principles to privacy, avoiding that data occurs and is spread and therefore minimizing the possibility of collecting data should always be taken into account when designing a communication system or any protocol within such a system. Data should only be collected on a direct need basis.
