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Abstract of the contribution:

This contribution tries to explain why proper risk assessment is needed before the security controls can be decided for a specific 3GPP function/node. 

Security standards like ISO 27000 (and 31000 Risk Management) series, NIST SP 800-30 and  recently released NIST Cyber Security Framework and all basing the security controls (functions and assurance) on risk management. A key activity in in risk management is to perform a risk assessment of the target. In the current SECAM work that would mean that a risk assessment is needed for MME and security controls can’t be selected before we have the risk identified.
So why should a risk assessment be performed? All targets have risks, but we should focus on the high risks and try mitigating them. Another important thing is to weight the risk impact with the cost to mitigate the risk. For example why should one spend more to mitigate the risk than impact the risk will have when it materializes. So all risk shouldn’t (or can’t) be mitigated. Some risks one has to accept due to that the impact is low, or probability is low or the cost to mitigate is too high. In the end all security controls that are implemented do cost to and someone has to pay for it. So focus should be on the high risks and cost efficient security control shall be chosen.
So how can we use Risk Assessment in the SECAM work? It is an excellent tool to decide on the security controls (functionality and assurance activities) that are needed on a “3GPP node” (in the first case MME). Instead of adding new requirements (security controls) we need to identify the threats and risk. The risk should be rated (impact and probability) properly. After that we can decide on which risks that shall be mitigated and those that we have to accept. Those risk that shall be mitigated should result in new requirements on MME.
So how should we perform this risk assessment in the SECAM work for MME? Parts of the risk assessment are already done. Assets have been identified and different threats on these assets have been addresses. What is missing before the security controls (requirements) can be selected is to identify the potential vulnerabilities and the risks. These risks should then be rated according to its probability and impact.
Let’s take an example. The asset is user credentials for O&M access to the node and the target is a CLI interface based on Telnet. The threat could be that a malicious user eavesdrop the O&M interface and gets hold of the username and password. The vulnerability is that Telnet is used and the risk is that clear text protocol is used for O&M access.

So how high should this risk be rated? Rating is based on probability and impact. Probability could be that this is unlikely (to maybe likely) to happen due to that the interface is operator internal and in most cases O&M traffic is separated from user plane and signalling. Impact is based on what harm a malicious user could do by accessing the nodes O&M function. In 3GPP impact will differ based on the function (node in SECAM) that one have O&M access to. Impact will be much lower by accessing one eNodeB than with the HSS or OCS. When the risks are rated one have to decide on which to mitigate or just accept. As discussed before risk with low impact and high cost for mitigate probably should be accepted. Risk with high impact and low cost of mitigate shall of course be mitigated. In this example the security controls could be to change from Telnet to SSH. Another option would be to use an encrypted tunnel (IPsec, VPN or …) for the Telnet session.
The current work on the SECAM MME SCAS is based on risk assessment activities, but it only considers the treats and counter measurements (security requirements). This would mean that all threats (and potential risks) are treated with mitigations. Instead one have to rate all risks based on probability and impact before the treatment action can be decided.
