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Abstract of the contribution: this contribution proposes to relax a requirement. 
1. Introduction
In the scope of 3GPP TS 33.cde on Security Aspects of ProSe, this contribution proposes to relax a requirement related to the protecton of configuration data in the UE. 

2. Analysis 

Current version of 3GPP TS 33.cde on Security Aspects ofProSe proposes in section 5.3.2 the following requirement for configuration data stored on ProSe-enabled UEs

5.3.2 Security requirements

· (...)
· The configuration data shall be stored in the UE in a protected way to prevent modification/eaves-dropping.
We agree that the configuration data shall be stored in the UE in a protected way to prevent modification of those data. But, the requirement to prevent from eavesdropping should not be so strong. Some configuration data may not be confidential and do not require to be stored in the UE in a protected way to prevent eavesdropping. 

E.g., in case that configuration data are not confidential and stored in the UICC for ProSe-enabled ME usage, the requirement to store configuration data in the UE in a protected way to prevent eavesdropping is inadequate and adds useless complexity. 

Consequently, we propose to split the requirement mentioned above into two requirements: 

· The configuration data shall be stored in the UE in a protected way to prevent modification
· Some configuration data may require to be stored in the UE in a protected way to prevent eavesdropping. 
3. Proposal: pseudo-CR to 3GPP TS 33.cde on Security for ProSE

--------------------------------------------------------START of 1st CHANGE-----------------------------------------------------------

5.3
Security of UE to ProSe Function interface
5.3.1
General

The ProSe-enabled UEs have many interactions with the ProSe Function over the PC3 in the ProSe features described in TS 33.203[2] .

5.3.2
Security requirements

Only the ProSe function may provide configuration data impacting the ProSe related network operations to the ProSe-enabled UE. 3rd parties shall not be allowed to provide such parameters.

The ProSe-enabled UE and the ProSe Function shall mutually authenticate each other.

The transmission of configuration data between the ProSe Function and the ProSe-enabled UE shall be integrity protected. 

The transmission of configuration data between the ProSe Function and the ProSe-enabled UE shall be confidentiality protected. 

The transmission of configuration data between the ProSe Function and the ProSe-enabled UE shall be protected from replays. 

The configuration data shall be stored in the UE in a protected way to prevent modification.
Some configuration data may require to be stored in the UE in a protected way to prevent eavesdropping.

5.3.3
Security procedures

Editor’s note: The security procedures for PC3 interface are FFS.

--------------------------------------------------------END of 1st CHANGE--------------------------------------------------------------

4. Conclusion

We kindly ask SA3 to review and agree this contribution. 

