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Abstract of the contribution: this contribution proposes to relax a requirement. 
1. Introduction
In the scope of 3GPP TR 33.833 on ProSe security, this contribution proposes to relax a requirement related to the protecton of configuration data in the UE. 

2. Analysis 

Current version of 3GPP TR 33.833 on ProSe security  proposes in section 5.1.1 the following requirement for configuration data stored on ProSe-enabled UEs

5.1.1.3 Security requirements

· (...)
· The configuration data shall be stored in the UE in a protected way to prevent modification/eaves-dropping.
· (...)

We agree that the configuration data shall be stored in the UE in a protected way to prevent modification of those data. But, the requirement to prevent from eavesdropping should not be so strong. Some configuration data may not be confidential and do not require to be stored in the UE in a protected way to prevent eavesdropping. 

E.g., in case that configuration data are not confidential and stored in the UICC for ProSe-enabled ME usage, the requirement to store configuration data in the UE in a protected way to prevent eavesdropping is inadequate and adds useless complexity. 

Consequently, we propose to split the requirement mentioned above into two requirements: 

· The configuration data shall be stored in the UE in a protected way to prevent modification
· Some configuration data may require to be stored in the UE in a protected way to prevent eavesdropping. 
3. Proposal: pseudo-CR to 3GPP TR 33.833 on Security for ProSE

--------------------------------------------------------START of 1st CHANGE-----------------------------------------------------------

5.1.1.3
Security requirements

The only entities entitled to provide configuration data impacting the network operations (e.g. radio resource allocation) to the ProSe-enabled UE shall be operators. 3rd parties shall not be allowed to provide such parameters.

NOTE: The requirement above does not apply to all types of configuration data. For example, a parameter for how often an NSPS device shall poll a Certificate Revocation List server is something that indirectly impacts network operations: If there are many NSPS UEs in a certain area, the network may have to adapt to a higher traffic load at the times they request CRLs. The parameter setting this frequency may be an application layer parameter (ProSe APP parameter) and hence not directly related to the network operations, but it still may have impact on the network operation.

Editor’s Note: The scenario when the configuration data for the ProSe APP layer is provided by a provisioning server controlled by a different entity than the 3GPP operator, needs to be considered as well.

The ProSe-enabled UE and the entity providing the configuration data shall mutually authenticate each other.

The transmission of configuration data between the authorized ProSe configuration server in the network and the ProSe-enabled UE shall be integrity protected. 

The transmission of configuration data between the authorized ProSe configuration server in the network and the ProSe-enabled UE shall be confidentiality protected 

The transmission of configuration databetween the authorized ProSe configuration server in the network and the ProSe-enabled UE shall be protected from replays 

The configuration data shall be stored in the UE in a protected way to prevent modification.
Some configuration data may require to be stored in the UE in a protected way to prevent eavesdropping. 

--------------------------------------------------------END of 1st CHANGE--------------------------------------------------------------

4. Conclusion

We kindly ask SA3 to review and agree this contribution. 

