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Abstract of the contribution: This contribution discusses potential security threats in WLCP and proposes security requirements to mitigate the identified threats.
1. Background

In S3-140727, SA2 ask SA3 to analyse the security aspects of WLCP (WLAN Control plane Protocol).  WLCP is a signalling protocol used for management of PDN connections in the Trusted WLAN (TWAN) architecture when Multi-Connection mode is negotiated between the UE and the EPC (Multi-Connection mode supports single or multiple connections at a time between a UE and a trusted WLAN). TS 23.402 assumes that the TWAN consists of the functions identified in the figure below (copied from 23.402 for information), however, specification of detailed functional split within the TWAN is not in the scope of 3GPP.
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Figure 16.1.2-1 of (TS 23.402): Trusted WLAN Access Network functional split

WLCP can be used once the UE has been authenticated with the EPC using EAP-AKA’. WLCP is between the UE and the TWAG (Trusted WLAN Access Gateway) and is transported over UDP/IP. 
For the user plane, the TWAG relies on UE’s MAC address and TWAG’s MAC address to identify each PDN connection(s) / S2a tunnel(s) (i.e., the point-to-point link between UE and TWAG). The TWAG MAC address is sent to the UE during EAP authentication. For control plane, the UE IP address (obtained from the source IP address field of the IP packets) and the TWAG IP address  (sent to the UE during EAP authentication) are used by the TWAG and the UE, respectively, to identify the point-to-point WLCP IP connection. The UE obtains its IP address for WLCP in conventional ways via the WLAN interface.
2. Discussion
Since WLCP messages are sent only after successful EAP-AKA’ authentication, it can be assumed that the the WLCP messages over-the-air are encrypted and integrity protected between the UE and the AP in the WLAN AN using the 802.11i RSNA security using keys derived from successful EAP-AKA’ authentication.  

Since the WLCP messages are transported over UDP/IP between the UE and the TWAG,  the WLCP is in a different layer in the protocol stack than where 802.11i security is terminated at the TWAN. 
Furthermore, we assume that these two layers (L2 & WLCP) also terminate at different entities, e.g., L2 at the AP in the WLAN AN (possibly deployed at physically more vulnerable locations and/or accessible over untrusted interfaces such as the internet than the TWAG) and the WLCP at the TWAG (assumed to be deployed at a physically less vulnerable locations than the AP and is not accessible over untrusted interfaces). It should be noted that whether this assumption is valid is not clear from SA2/CT1 specifications.  However, for the purposes of security analysis, it seems prudent to make such an assumption.
There are two main classes of security threats to consider: 

A. Spoofing of identities at the WLCP layer (e.g., UE IP /MAC addresses)
B. Compromise of an AP at the WLAN AN

A) Spoofing of identities at the WLCP layer:
If a malicious UE (or a compromised AP) spoofs another UE’s identity, then it can lead to compromise of the PDN management procedures (e.g., establishment of PDN connection, release of existing PDN connection, etc). In order to protect agains this threat, mechansims must be specified so that spoofing of identities used at the WLCP layer is not possible.
Proposed Security Requirement #1): It shall not be possible to spoof the identities used at WLCP layer.
B)
Compromise of an AP at the WLAN AN:

Since WLAN APs may be deployed at physically vulnerable locations, they may be susceptible to invasive attacks. Additionally, if the AP is reachable over an untrusted IP interfacs (e.g., from the internet), they may be sucesptible to remote attacks as well. Compromise of the AP would lead to: 1) spoofing of the identities used at WLCP layer; 2) compromise of the confidentiality WLCP message contents 3) compromise of the integrity of the WLCP message contents. In order to protect agains this threat, mechansims must be specified so that the authenticity, integrity and confidentiality of WLCP messages is ensured.
Proposed Security Requirement #2): WLCP messages shall be protected against compromise of the WLAN AP at the TWAN.

Conclusion
We kindly request the SA3 to consider the threats identified in this contribution and agree on the two proposed security requirements for WLCP. 
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