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Abstract of the contribution: 
1 Introduction
This contribution provides two general industry privacy principles for reference. 
2 Analysis
There are two general privacy principles which is widely used in industry. They are the 7 foundational principles for Privacy by Design and
GSMA Privacy Principles. To include them into TR33.849 can help us to better provide and analyse principle guidelines.  
3 Proposal
It is proposed to add the following into the TR33.849.
***********************************Start the First Change****************************************
8 Privacy Guidelines
Editor's note: This section contains privacy guidelines to assist fulfilling the privacy requirements above.

NOTE: General industry privacy principles listed in annex should be referenced for this section.
*********************************End of the First change****************************************

***********************************Start the Second Change*************************************

Annex X The 7 foundational principles in Privacy by Design[x]
Proactive not Reactive; Preventative not Remedial

The Privacy by Design (PbD) approach is characterized by proactive rather than reactive measures. It anticipates and prevents privacy invasive events before they happen. PbD does not wait for privacy risks to materialize, nor does it offer remedies for resolving privacy infractions once they have occurred — it aims to prevent them from occurring. In short, Privacy by Design comes before-the-fact, not after.
Privacy as the Default Setting
We can all be certain of one thing — the default rules! Privacy by Design seeks to deliver the maximum degree of privacy by ensuring that personal data are automatically protected in any given IT system or business practice. If an individual does nothing, their privacy still remains intact. No action is required on the part of the individual to protect their privacy — it is built into the system, by default.
Privacy Embedded into Design
Privacy by Design is embedded into the design and architecture of IT systems and business practices. It is not bolted on as an add-on, after the fact. The result is that privacy becomes an essential component of the core functionality being delivered. Privacy is integral to the system, without diminishing functionality.
Full Functionality — Positive-Sum, not Zero-Sum
Privacy by Design seeks to accommodate all legitimate interests and objectives in a positive-sum “win-win” manner,not through a dated, zero-sum approach, where unnecessary trade-offs are made. Privacy by Design avoids the pretense of false dichotomies, such as privacy vs. security, demonstrating that it is possible to have both.
End-to-End Security — Full Lifecycle Protection

Privacy by Design, having been embedded into the system prior to the first element of information being collected, extends securely throughout the entire lifecycle of the data involved — strong security measures are essential to privacy, from start to finish. This ensures that all data are securely retained, and then securely destroyed at the end of the process, in a timely fashion. Thus, Privacy by Design ensures cradle to grave, secure lifecycle management of information, end-to-end.
Visibility and Transparency — Keep it Open

Privacy by Design seeks to assure all stakeholders that whatever the business practice or technology involved, it is in fact, operating according to the stated promises and objectives, subject to independent verification. Its component parts and operations remain visible and transparent, to users and providers alike. Remember, trust but verify.
Respect for User Privacy — Keep it User-Centric

Above all, Privacy by Design requires architects and operators to keep the interests of the individual uppermost by offering such measures as strong privacy defaults, appropriate notice, and empowering user-friendly options. Keep it user-centric.
Annex Y GSMA Privacy Principles[y]
Openness, Transparency and Notice
Responsible persons shall be open and honest with users and will ensure users are provided with clear, prominent and timely information regarding their identity and data privacy practices. Users shall be provided with information about persons collecting personal information about them, the purposes of an application or service, and about the access, collection, sharing and further use of a users’ personal information, including to whom their personal information may be disclosed, enabling users to make informed decisions about whether to use a mobile application or service.
Purpose and Use

The access, collection, sharing, disclosure and further use of users’ personal information shall be limited to meeting legitimate business purposes, such as providing applications or services as requested by users, or to otherwise meet legal obligations.
User Choice and Control

Users shall be given opportunities to exercise meaningful choice, and control over their personal information
Data Minimisation and Retention

Only the minimum personal information necessary to meet legitimate business purposes and to deliver, provision, maintain or develop applications and services should be collected and otherwise accessed and used. Personal information must not be kept for longer than is necessary for those legitimate business purposes or to meet legal obligations and should subsequently be deleted or rendered anonymous.
Respect User Rights

Users should be provided with information about, and an easy means to exercise, their rights over the use of their personal information.
Security

Personal information must be protected, using reasonable safeguards appropriate to the sensitivity of the information.
Education

Users should be provided with information about privacy and security issues and ways to manage and protect their privacy.
It is important that users can understand how best to manage their privacy and protect their personal information, by providing them with clear and simple information about privacy options.
Children and Adolescents

An application or service that is directed at children and adolescents should ensure that the collection, access and use of personal information is appropriate in all given circumstances and compatible with national law.
Accountability and Enforcement

All responsible persons are accountable for ensuring these principles are met.
For these guidelines to have an impact, they must apply to all contributors to the mobile application ecosystem and be built by design into the application platform. All involved in the development, provision, sale and supply of applications, who access, collect and use personal information, or who make it possible for others to access, collect and use personal information, must work to create the tools and interfaces that make these guidelines possible.
********************************End of the Second Change**************************************

***********************************Start the third Change*************************************
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********************************End of the third Change**************************************

