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Abstract of the contribution:

This contribution analyzes the security options of MB2-C interface.
1 Introduction
CT3 has had a discussion on Protocol Selection of GCSE MB2 application layer and two options of XML and Diameter protocol are proposed. After the conference call on MB2-C protocol selection, it has been decieded that Diameter is selected as the protocol for MB2-C. Thus the Diameter security mechanisms as specified in IETF RFC 6733 shall apply to MB2-C reference point.
  2 Analysis 
  2.1 Diameter security mechanism
As defined in Diameter Base Protocol [RFC6733], the Diameter base protocol messages SHOULD be secured by using TLS/TCP [RFC5246] or DTLS/SCTP [RFC6083]. Additional security mechanisms such as IPsec [RFC4301] MAY also be deployed to secure connections between peers. However, all Diameter base protocol implementations MUST support the use of TLS/TCP and DTLS/SCTP, and the Diameter protocol MUST NOT be used without one of TLS, DTLS, or IPsec.

If a Diameter connection is to be protected via TLS/TCP and DTLS/SCTP or IPsec, then TLS/TCP and DTLS/SCTP or IPsec/IKE SHOULD begin prior to any Diameter message exchange. All security parameters for TLS/TCP and DTLS/SCTP or IPsec are configured independent of the Diameter protocol. All Diameter messages will be sent through the TLS/TCP and DTLS/SCTP or IPsec connection after a successful setup.
  2.2 Security options on MB2-C

In current SA3 TR 33.888v030, only NDS/IP is described as security mechanism on MB2-C. Since Diameter is selected as the protocol for MB2-C by CT3, it is proposed to add a security option of TLS/TCP and DTLS/SCTP on MB2-C.
Thus two feasible security options on MB2-C are proposed.

Option A: secured by TLS/TCP and DTLS/SCTP on MB2-C

Option B: secured by NDS/IP on MB2-C
The support of TLS/TCP and DTLS/SCTP on MB2-C is mandatory. The support of IKE/IPsec is optional.
3 Proposal
It is proposed to agree the following proposals.

Proposal 1: The Diameter security mechanisms as specified in IETF RFC 6733 shall apply to MB2-C reference point. The support of TLS/TCP and DTLS/SCTP on MB2-C is mandatory. The support of IKE/IPsec is optional.
Proposal 2: It is proposed to agree the following PCR.
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6.6.4
Solutions

Editor's Note: Collecting solutions how to solve the key issue. Mark dependencies to other key issues and also any stage 2 solution that is part of.
The Diameter security mechanisms as specified in IETF RFC 6733 shall apply to MB2-C reference point. The support of TLS/TCP and DTLS/SCTP on MB2-C is mandatory. The support of IKE/IPsec is optional.
The GCSE AS is merely perceived of as a third party application server by each serving PLMN according to 3GPP TS 23.468 [8].
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