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Abstract of the contribution: While it is assumed that user data are protected on MB2-U by using application layer security between UE and UE or UE and GCS AS, signalling data on MB2-C need to be taken care of. This pCR proposes a solution for MB2-C.
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9
Security solution

GCSE security requirements are listed in Clause X. Most of them are not resulting in the need of specifying new GCSE security solutions. Only the MB2 interface between GCS AS and BM-SC needs to be protected and therefore specified in the following. 

While it is assumed that user data are protected on MB2-U by using application layer security between UE and UE or UE and GCS AS, signalling data on MB2-C need to be taken care of. 

The Diameter security mechanisms as specified in IETF RFC 3588 shall apply to MB2-C reference point. 
Editor’s note: It is to be decided by CT3 whether Diameter security mechanisms as specified in IETF RFC 3588 or 6733 are to be used. For the Tsp interface, CT3 decided in favour of 3588. 

TLS/TCP and DTLS/SCTP shall be supported on MB2-C. IKE/IPsec may be supported on MB2-C. The profiles for TLS and IKE/IPsec shall be identical to the ones defined in TS 29.368, clause 6.3.3, for the Tsp interface. 

Editor’s note: DTLS is not mentioned in TS 29.368, clause 6.3.3. The profile for DTLS therefore remains to be defined for DTLS, in close alignment with that of TLS. 
For mutual authentication between GCS AS and BM-SC the provision in TS 29.368, clause 6.3.2, shall apply analoguously. 

Editor’s note: this formulation is too vague, and a more detailed adaptation of TS 29.368, clause 6.3.2, to the needs of the MB-2 interface is needed. 
TLS or IKE and IPsec may be used to protect MB2-C. 

If IKE and IPsec are used then the profiles for IPsec ESP and IKE described in TS 33.210 [XX] and for certificates described in TS 33.310 [YY] shall be used to provide protection for all signalling messages transferred via the MB2 reference point. The GCS AS is merely perceived of as a third party application server by each serving PLMN according to 3GPP TS 23.468 [8]. 

If the operator does not use these mechanisms from TS 33.210 [XX] and TS 33.310 [YY], then other adequate security measures shall be taken to ensure security on that interface.

NOTE 1:
In case control plane interfaces are trusted (e.g. physically protected), there is no need to use (D)TLS or IKE/IPsec .
