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Abstract of the contribution: This pCR proposes adding the missing parts for addition and modification of DRBs in the SeNB.
1 Introduction 
The text is based on the agreements from SA3#74bis as documented in S3-140583 and the LS reply from RAN2 in R2‑141844. In particular, the replies to questions 2 and 3 in R2‑141844 shows that RAN2 intend to perform key refresh by releasing and then re-establishing DRBs in the SeNB.
Since RAN2 and RAN3 have not finally concluded on the exact messages used to transfer the information, the text is written in such a way to leave the messages somewhat open. 

An editor's note is inserted to remind SA3 to verify that the text is still in line with RAN2 and RAN3 when they have agreed on the stage 3 details.

Deleted text in the pCR shows deletion compared to the super-CR in S3-140613.

It is proposed that SA3 agrees the CR below for inclusion in the super CR for dual connectivity for small cell enhancements.

2 pCR 

***
BEGIN CHANGES
***
X.2.2
Addition and modification of DRB in SeNB



When executing the SCG addition procedure (i.e. the initial offload of one or more DRBs to the SeNB), the MeNB shall derive an S-KeNB as defined in clause X.2.4. The MeNB shall forward the generated S-KeNB to the SeNB during the SCG addition procedure. 
The SeNB shall derive a key KUPenc from the received S-KeNB as defined in clause X.2.4 of the present specification and use it for all DRBs that were being added. 
At any point of time, the same KUPenc is used for encrypting all DRBs between the SeNB and the UE. Once the KUPenc has been derived from the S-KeNB, the SeNB and UE may delete the S-KeNB.
The MeNB shall provide the value of the SCC used in the derivation of the S-KeNB to the UE in the RRC procedure adding the DRB(s) in the UE. The UE shall derive the S-KeNB and KUPenc as described in clause X.2.4
.
When executing the SCG modification procedure for adding subsequent DRB(s) to the same SeNB, the MeNB shall, for each new DRB, assign a radio bearer identity 
th
at has not previously been used since the last S-KeNB 
change. 

If the MeNB cannot allocate an unused radio bearer identity for a new DRB in the SeNB, due to radio bearer identity space exhaustion, for a SCG modification procedure, the MeNB shall not perform an SCG modification procedure. The MeNB may instead release all DRBs in the SeNB, and then perform an SCG addition procedure, adding all DRBs just released as well as the new DRB to the SeNB. Since the SCG addition procedure results in a fresh S-KeNB  being derived, radio bearer identities used before the last S-KeNB  change can be re-used.
Editor's note: According to the reply to question 2 and 3 in the LS from RAN2 in R2-141844, the working assumption in RAN2 is that rekeying is performed by releasing all DRBs and then adding them again. Under this working assumption there can be no existing DRBs active in the SeNB when the MeNB includes a new S-KeNB when adding a new SCG. It is FFS whether RAN2 changes the WA and hence the above statement needs updating to explain that a rekeying is performed at the same time as the addition. 
Since the SeNB does not receive a new S-KeNB from the MeNB during the SCG modification procedure, the SeNB shall use the KUPenc derived from the current S-KeNB as encryption key also for the newly added DRB(s).
If the last DRB on the SeNB is released, the SeNB and the UE shall delete the KUPenc. The SeNB and UE 
shall also delete the S‑KeNB, if it was not deleted earlier.

If the MeNB receives a request for S-KeNB refresh from the SeNB or decides on its own to perform S-KeNB refresh (see clause X.2.5), the MeNB shall release all DRBs in the SeNB, and then the MeNB may perform an SCG addition procedure, adding all DRBs just released.
***
END OF CHANGES
***
�X.2.4 refers to Annex A.Y so we get that reference indirectly. Further X.2.4 explains how to derive both S-KeNB and KUPenc. If we are to refer to A.Y we should also refer to A.7 for KUPenc. So I prefer the original text for simplicity. 


�the term 'DRB ID' does not occur in the super CR 613 nor in 33.401. 


�You are right that DRB ID is not used in 33.401. However, BEARER seems to only be used in 33.401 when it refers to the input parameter of the encryption function, whereas the term radio bearer identity seems to be mostly used when referring to the argument to the encryption function. 





For example, look at 7.4.2: " The input parameters to the 128-bit EEA algorithms as described in Annex B are an 128-bit cipher Key KRRCenc as KEY, a 5-bit bearer identity BEARER which corresponds to the radio bearer identity "


�when the MeNB as been refreshed, but the SCC is again the same, it is OK to repeat the DRB ID. 


�I think Guenther is correct here. Are you OK with changing this back to S-KeNB from the previous SCC, Semyon?


�S-KeNB needs to be deleted in UE, if it was not deleted earlier.





