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This contribution proposes:
· To update an Editors’s note, replacing the existing reference to the TR 33.805 with the corresponding one in TR 33.916. .

· To add new security requirements related to Hardening. These security requirements are related to the threats porposed in TD S3-140750.
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------------------------------------------------- Beginning of first change -----------------------------------------------------
7       Security Requirements related to Hardening

Editor's note: An example is given in TR 33.916, clause 5.2.3.

Editor's note: The description of Security Requirements related to Hardening shall follow the template given here, cf. TR 33.916, clause 5.2.-.3.3:






7.1 Services-Interfaces Binding

-
Requirement Name: Service-Interface Binding.

-
Requirement reference: H-SIB
-
Requirement Description: the services shall be not bound to any interface i.e. the services shall be in listening mode only on the expected interface where  i.e. the mobility management service shall be in listening only on the  signalling interfaces while the management protocols like SSH only on the management interfaces.

-
Threat References: T3, T8, T9, T11, T12.
-
Test Case: defines how the requirement shall be tested, the expected skills and tools to be used to produce the test outputs.

-
Requirement evidences: the expected test results

7.2 Unnecessary Service Shutdown
-
Requirement Name: Unneeded Service Shutdown

-
Requirement reference: H-USS

-
Requirement Description: All unneeded service shall be shutdown.

-
Threat References: T3, T8, T9, T11, T12.
-
Test Case: defines how the requirement shall be tested, the expected skills and tools to be used to produce the test outputs.

-
Requirement evidences: the expected test results

7.3 Configuration File Protection
-
Requirement Name: Configuration File Protection

-
Requirement reference: H-CFP

-
Requirement Description: Configuration files shall be protected by unauthorized access. 

-
Threat References: T2, T3, T4, T8

-
Test Case: defines how the requirement shall be tested, the expected skills and tools to be used to produce the test outputs.

-
Requirement evidences: the expected test results

7.4 Unused Physical Interface Shutdown
-
Requirement Name: Unused Physical Interface Shutdown
-
Requirement reference: H-UPIS

-
Requirement Description: All unused interface shall be shutdown.  In particular in the default configuration all the physical interface shall be shutdown.

-
Threat References: T2, T4, T11

-
Test Case: defines how the requirement shall be tested, the expected skills and tools to be used to produce the test outputs.

-
Requirement evidences: the expected test results

7.4 Secure Management Protocols
-
Requirement Name: Secure Management Protocols
-
Requirement reference: H-SMP

-
Requirement Description: Only use secure management protocols (SSHv2, IKEv2/IPSEC, TLS1.0+) to perform the node remote management.

-
Threat References: T2, T3, T4, T5

-
Test Case: Verify that FTP, Rlogin and Telnet Server RPMs are not installed on the machine.

-
Requirement evidences: the expected test results

7.4 SNMP Usage
-
Requirement Name: SNMP Usage

-
Requirement reference: H-SU

-
Requirement Description: If  SNMP is supported, the default protocol version shall be v3 with encryption enabled.

-
Threat References: T2, T3, T4, T5
-
Test Case: defines how the requirement shall be tested, the expected skills and tools to be used to produce the test outputs.

-
Requirement evidences: the expected test results
7.5 Anonymous Access Disabling
-
Requirement Name: Anonymous Access Disabling
-
Requirement reference: H-AAD

-
Requirement Description: Anonymous or Guest Access shall be not allowed.

-
Threat References: T2, T5, T6, T7, T8, T9, T10, T11

-
Test Case: defines how the requirement shall be tested, the expected skills and tools to be used to produce the test outputs.

-
Requirement evidences: the expected test results

7.6 File Shares Disabling
-
Requirement Name: Unnecessary File Shares Disabling
-
Requirement reference: H-UFSD

-
Requirement Description: By default file shares on the system shall not be enabled. 

-
Threat References: T2, T3.

-
Test Case: defines how the requirement shall be tested, the expected skills and tools to be used to produce the test outputs.

-
Requirement evidences: the expected test results

7.7 Unused Software Packages Removing
-
Requirement Name: Unused Packages Removing
-
Requirement reference: H-UPR

-
Requirement Description: Remove all the unused packages.

-
Threat References: T3, T8, T9, T11, T12.

-
Test Case: defines how the requirement shall be tested, the expected skills and tools to be used to produce the test outputs.

-
Requirement evidences: the expected test results7.8 Boot From External Device Disabling
-
Requirement Name: Boot From External Device Disabling
-
Requirement reference: H-BFED

-
Requirement Description: By default, the ability to boot from floppy or other devices shall be disabled.

-
Threat References:T2, T3, T8, T9

-
Test Case: defines how the requirement shall be tested, the expected skills and tools to be used to produce the test outputs.

-
Requirement evidences: the expected test results

7.9 Boot Loader Config Files Protection

-
Requirement Name: Boot Loader Config Files Protection
-
Requirement reference: H-BLCFP

-
Requirement Description: By default, the boot loader config files shall be protected by setting their mode to 600 (read/write for root only)
-
Threat References: T2, T3, T8, T9.

-
Test Case: defines how the requirement shall be tested, the expected skills and tools to be used to produce the test outputs.

-
Requirement evidences: the expected test results

7.10 System Patching

-
Requirement Name: System Patching

-
Requirement reference: H-SP

-
Requirement Description: All the recommended and security patches available for the OS and the applications/services running on the system shall be installed.

-
Threat References: T2, T3, T8, T9, T11, T12.

-
Test Case: defines how the requirement shall be tested, the expected skills and tools to be used to produce the test outputs.

-
Requirement evidences: the expected test results
7.11 Unnecessary Network Port Closing

-
Requirement Name: Unneeded Network Port Closing
-
Requirement reference: H-UNPC

-
Requirement Description: All the network ports that are not needed shall be closed

-
Threat References: T3, T8, T9, T11, T12.

-
Test Case: defines how the requirement shall be tested, the expected skills and tools to be used to produce the test outputs.

-
Requirement evidences: the expected test results
7.12 Runlevel Service Disabling

-
Requirement Name: Runlevel Service Disabling
-
Requirement reference: H-RSD

-
Requirement Description: Remove any network services from a systems start-up (init) process that are not needed
-
Threat References: T3, T8, T9, T11, T12.

-
Test Case: defines how the requirement shall be tested, the expected skills and tools to be used to produce the test outputs.

-
Requirement evidences: the expected test results
7.13 Unneeded XInetd Service Disabling

-
Requirement Name: XInetd Service Disabling
-
Requirement reference: H-XSD

-
Requirement Description: Disable all the xinetd services and remove their packages if they are not needed. 
-
Threat References: T3, T8, T9, T11, T12.

-
Test Case: defines how the requirement shall be tested, the expected skills and tools to be used to produce the test outputs.

-
Requirement evidences: the expected test results
7.14 World-Writable Directories Disabling

-
Requirement Name: World-Writable Directories Disabling
-
Requirement reference: H-WWDD

-
Requirement Description: By default do not configure on the system world-wide directories. 
-
Threat References: T3, T4, T8, T10.

-
Test Case: on Linux run command “find / -path /proc -prune -o -perm -2 ! -type l –ls”

-
Requirement evidences: the expected test results

7.15 Unused/Unowned Files

-
Requirement Name: Unused/Unowned Files
-
Requirement reference: H-UUF

-
Requirement Description: Unused/unowned files shall be not present on the system. 
-
Threat References: T3, T4, T11.

-
Test Case: on Linux run command “find / -path /proc -prune -o -nouser -o -nogroup”

-
Requirement evidences: the expected test results
------------------------------------------------- End of first change -----------------------------------------------------
