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Abstract of the contribution: This pCR harmonizes some terminology, corrects SeNB behaviour related to DRB ID allocation since RAN2 has decided that the MeNB allocates the DRB IDs for the SeNB. The pCR further proposes to retain two-hop security by requiring the MeNB to update the S-KeNB if the MeNB has re-keyed the KeNB. The pCR also proposes that the MeNB is left to choose whether to update the S-KeNB if the MeNB has only performed a refresh of the KeNB. 
1 Introduction 
The term "key refresh" is used in single connectivity LTE to denote changing the KeNB in an eNB without including a new NH value or establishing a new KeNB from a new KASME. That is, at key refresh the KeNB is not derived from a key closer to the root of the key hierarchy; the new KeNB is derived from the old one. In contrast, the term "re-keying" refers to when the KeNB is derived from a key closer to the root of the key hierarchy. The S-KeNB used for dual connectivity is always derived from a key closer to the root of the key hierarchy, namely the KeNB. Therefore there is no concept corresponding to a key re-fresh. It is proposed that we stick to the general term "update" to avoid confusion. This also affects the title of the clause. 
The first paragraph ends with stating that the SeNB shall request a refresh of the S-KeNB when a DRB ID is about to be re-used. This cannot happen after RAN2 agreed that the MeNB shall assign the DRB IDs. The MeNB is responsible to assign unused DRB IDs.

It is proposed that the MeNB is not required to update the S-KeNB if the KeNB is only refreshed. The MeNB may do so if it wishes. This resolves the editor's note at the end of clause X.2.4.1. 
It is proposed that two-hop security is retained. Therefore the MeNB is required to update the S-KeNB if the MeNB has re-keyed the currently active KeNB. This resolves the editor's note at the end of clause X.2.5.
In the pCR below, the text from the super-CR is shown as normal text, and the modifications are shown using tracked changes.

The Word-comments clarify some of the changes. They can be removed before adding the pCR to the super-CR.

It is proposed that SA3 agrees the CR below for inclusion in the super CR for dual connectivity for small cell enhancements.

2 pCR 

***
BEGIN CHANGES
***
X.2.4.1
Small Cell Counter maintenance
The MeNB shall associate a 16-bit counter, Small Cell Counter (SCC), with the AS SC security context. 

Editor’s Note: Awaiting more info from RAN2 regarding the size of the SCC.

The SCC is used when computing the S-KeNB. The UE and the MeNB shall treat the SCC as a fresh input to S-KeNB derivation. That is, the UE assumes that the MeNB provides a fresh SCC each time and does not need to verify the freshness of the SCC.

NOTE: An attacker cannot, over the air modify the SCC and force re-use of the same SCC. The reason for this is that the SCC is delivered over the RRC connection between the MeNB and the UE, and this connection is both integrity protected and protected from replay. The MeNB that supports the DRB offload shall set the SCC to ‘0’ when the KeNB in the associated AS security context is established. The MeNB shall set the SCC to ‘1’ after the first calculated S-KeNB, and monotonically increment it for each additional calculated S-KeNB..  The SCC value '0' is hence used to calculate the first S-KeNB. 

If the MeNB decides to turn off the offload connection and later decides to re-start the offloading to the same SeNB, the SCC value shall keep increasing, thus keeping the computed S-KeNB fresh.

Editor’s Note: Any dependency on RAN2/RAN3 for this functionality is FFS.

The MeNB shall refresh the KeNB of the AS security context associated with the SCC before the SCC wraps around. Re‑freshing the KeNB is done using intra cell handover as described in clause 7.2.9.3 of the present specification. When this KeNB is refreshed, the SCC is reset to '0' as defined above.


***
NEXT CHANGE
***
X.2.5
S-KeNB update triggers
The system supports update of the S-KeNB. The MeNB may update the S-KeNB for any reason using procedure defined in clause X.2.3 of the current specification. Whenever the UE or SeNB start using a fresh S-KeNB, they shall re-calculate the KUPenc from the fresh S-KeNB.
The SeNB shall request the MeNB to update the S-KeNB over the X2-C, when uplink or downlink PDCP COUNTs are about to wrap around for any of the DRBs. 



If the MeNB re-keys its currently active KeNB  in an AS security context (either by deriving it from a fresh NH value, or by receiving a new KeNB from the MME in an S1AP UE CONTEXT MODIFICATION procedure), the MeNB shall update any S-KeNB associated with that AS security context. This retains the two-hop security property for X2-handovers. 


***
END OF CHANGES
***
�It is proposed that the it shall not be required for the MME to update the S-KeNB if the KeNB is only refreshed. The MME may do so as described in clause X.2.5.


�Moved to first paragraph.


�It is proposed to retain two-hop security.





