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Abstract of the contribution: In SECAM each requirement shall have an associated test case to be able to verify whether the requirement is fulfilled or not. The level of detail in the requirements proposed so far has been quite different. This pCR proposes to clarify how to write verifiable and repeatable tests for SECAM.
1 Introduction 
1.1 General

Requirements must be testable. That is, they must be specific enough so that a test can be written that effectively decides whether the requirement is fulfilled or not.
1.2 Verifiability and repeatability

Tests must be verifiable. That is, after the test is executed there cannot be any doubt whether the test passed or failed. If there is doubt, it is a matter of opinion whether the test passed or failed which may result in unnecessary disputes. One of the purposes of the tests in SECAM is to remove opinion based verdicts of test outcome.
Tests must be repeatable. That is, given the network product and the corresponding SCAS, a third party should be able to repeat the tests and verify whether the network product passes or fails the test.

For a test to be verifiable, it needs to clearly specify the starting state of the system, pre-requisites for the tester, what actions are taken by the tester, and what the expected results are. The actions taken by the tester must be sufficiently detailed to enable someone else to repeat the test. The expected outcome must be sufficiently detailed to unambiguously determine whether the test passed or failed.
There is no need to deeply formalize how the tests shall be written in SECAM, but the three identified pieces of information need to be present, and they need to be clear and unambiguous:
-
The initial state of the network product and pre-requisites for the tester;
-
The steps taken to perform the test;

-
The expected results of a successful test.

Specifying the tests clearly also helps in formulating clear requirements.
1.3 System under test

The SCAS applies to a network product. In particular, the security requirements in the SCAS apply to the network product. It is therefore important that the tests that verify whether a security requirement is met or not, test behavior of the network product. More precisely, the expected results of the test must show that the network product is acting as expected. The expected results cannot describe behavior of other network entities or personnel in the environment of the network product.
1.4 Example of a test case
Below follows an example showing a test case following the above guidelines. To put the test case into context, a threat and a corresponding requirement are given as part of the example, but they are not intended to be part of what should be included in the requirements template. What would be added to the requirements template would be the structured way of writing the test cases. Note that the threat given probably would result in further security requirements such as requirements on modification of the password policy, but that is not included here since this is just an example.
Threat: A careless administrator uses a weak password used as login for OAM.
Requirement: The network product shall reject setting a password for an OAM account to a password that does not comply with the current password selection policy.
Test case: 
-
Pre-conditions: The network product is powered on and the tester is able to access the interface for setting the password for an administrator account. 
-
Steps taken to perform the test: The tester selects a new password that violates the password policy and attempts to set it for the administrator account. 
-
Expected results: The network product shall reject the attempt.
1.5 Conclusion and proposal

It is proposed that SA3 agrees the pCR below into TR 33.916.
2 pCR 

***
BEGIN CHANGES
***

5.2.3.x
Requirement test writing guideline

5.2.3.X.1
General
Requirements must be testable. That is, they must be specific enough so that a test can be written that effectively decides whether the requirement is fulfilled or not.
5.2.3.X.2
Verifiability and repeatability

Tests must be verifiable. That is, after the test is executed there cannot be any doubt whether the test passed or failed. If there is doubt, it is a matter of opinion whether the test passed or failed which may result in unnecessary disputes. One of the purposes of the tests in SECAM is to remove opinion based verdicts of test outcome.

Tests must be repeatable. That is, given the network product and the corresponding SCAS, a third party should be able to repeat the tests and verify whether the network product passes or fails the test.

For a test to be verifiable, it needs to clearly specify the starting state of the system, pre-requisites for the tester, what actions are taken by the tester, and what the expected results are. The actions taken by the tester must be sufficiently detailed to enable someone else to repeat the test. The expected outcome must be sufficiently detailed to unambiguously determine whether the test passed or failed.

There is no need to deeply formalize how the tests shall be written in SECAM, but the three identified pieces of information need to be present, and they need to be clear and unambiguous:

-
The initial state of the network product and pre-requisites for the tester;

-
The steps taken to perform the test;

-
The expected results of a successful test.

Specifying the tests clearly also helps in formulating clear requirements.
5.2.3.X.3
System under test
The SCAS applies to a network product. In particular, the security requirements in the SCAS apply to the network product. It is therefore important that the tests that verify whether a security requirement is met or not, test behavior of the network product. More precisely, the expected results of the test must show that the network product is acting as expected. The expected results cannot describe behavior of other network entities or personnel in the environment of the network product.

5.2.3.X.4
Example of a test case
Below follows an example showing a test case following the above guidelines. To put the test case into context, a threat and a corresponding requirement are given as part of the example, but they are not intended to be part of what should be included in the requirements template. What would be added to the requirements template would be the structured way of writing the test cases. Note that the threat given probably would result in further security requirements such as requirements on modification of the password policy, but that is not included here since this is just an example.
Threat: A careless administrator uses a weak password used as login for OAM.
Requirement: The network product shall reject setting a password for an OAM account to a password that does not comply with the current password selection policy.
Test case: 

-
Pre-conditions: The network product is powered on and the tester is able to access the interface for setting the password for an administrator account. 
-
Steps taken to perform the test: The tester selects a new password that violates the password policy and attempts to set it for the administrator account. 
-
Expected results: The network product shall reject the attempt.

***
END OF CHANGES
***
