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Secure application distribution framework for communication devices

Summary
This Recommendation provides requirements for application distribution sites to enhance safety of the communication environment for users and secure application distribution framework for communication devices.
Draft Recommendation ITU-T X.msec-8
Secure application distribution framework for communication devices

1. 	Scope
This Recommendation provides secure application distribution framework for communication devices. The communication devices include smartphone, tablet PC, set-top-box (STB), and similar devices, which have capability to download applications from managed application distribution sites and execute downloaded applications. This Recommendation also includes security requirements for application distribution sites.
1. 	References
The following ITU-T Recommendations and other references contain provisions which, through reference in this text, constitute provisions of this Recommendation. At the time of publication, the editions indicated were valid. All Recommendations and other references are subject to revision; users of this Recommendation are therefore encouraged to investigate the possibility of applying the most recent edition of the Recommendations and other references listed below. A list of the currently valid ITU-T Recommendations is regularly published. The reference to a document within this Recommendation does not give it, as a stand-alone document, the status of a Recommendation.
1. 	Definitions
3.1	Terms defined elsewhere
This Recommendation uses the following terms defined elsewhere:
3.1.1	access control [b-ITU-T X.800]: The prevention of unauthorized use of a resource, including the prevention of use of a resource in an unauthorized manner.
3.1.2	authentication [b-ITU-T X.800]: The corroboration that the source of data received is as claimed.
3.1.3	authentication information [b-ITU-T X.800]: Information used to establish the validity of a claimed identity.
3.1.4	data integrity [b-ITU-T X.800]: The property that data has not been altered or destroyed in an unauthorized manner.
3.1.5	data signature [b-ITU-T X.800]: Data appended to, or a cryptographic transformation (see cryptography) of a data unit that allows a recipient of the data unit to prove the source and integrity of the data unit and protect against forgery e.g. by the recipient.
3.1.6	privacy [b-ITU-T X.800]: The right of individuals to control or influence what information related to them may be collected and stored and by whom and to whom that information may be disclosed.
[bookmark: OLE_LINK23][bookmark: OLE_LINK22]3.1.7	smartphone [b-ITU-T X Suppl. 19]: A mobile phone with powerful computing capability, heterogeneous connectivity and advanced operating system providing a platform for third-party applications.
3.2	Terms defined in this Recommendation
This Recommendation defines the following terms:
3.2.1	application distribution site: application distribution platform that can buy and sell the applications online. It also referred to as an app market, or variations. They are usually operated by the owner of operating system, manufacturers of communication device and telecommunication service providers.
3.2.2	communication device: a computing device that has capability to download application from managed application distribution sites and execute the downloaded applications. They include smartphone, tablet PC and set-top-box (STB), etc. It can be distinguished from feature phone which cannot download and use application depending on user preference.
4.	Abbreviations and acronyms
This Recommendation uses the following abbreviations and acronyms:
STB	Set-top-box
5.	Conventions
In this Recommendation:
The keywords "is required to" indicate a requirement which must be strictly followed and from which no deviation is permitted, if conformance to this Recommendation is to be claimed.
The keywords "is recommended" indicate a requirement which is recommended but which is not absolutely required. Thus, this requirement need not be present to claim conformance.
The keywords "is prohibited from" indicate a requirement which must be strictly followed and from which no deviation is permitted, if conformance to this Recommendation is to be claimed.
The keywords "can optionally" indicate an optional requirement which is permissible, without implying any sense of being recommended. This term is not intended to imply that the vendor's implementation must provide the option, and the feature can be optionally enabled by the network operator/service provider. Rather, it means the vendor may optionally provide the feature and still claim conformance with the specification.
6.	Introduction
Many kinds of communication devices, such as smartphone, PC, set-top-box (STB), have capability to execute applications. Users can install favorite applications to their own devices, and new functions are added to those devices. However there are problematic applications that steal personal information or execute malicious activities. Because almost applications are installed from applications distribution sites, secure application distribution from such sites is one of the important elements. This Recommendation presents the phases of application deployment and the framework of secure application distribution. In addition, application distribution sites’ secure requirements have provided for secure use of communication devices.
7.	Application deployment
7.1	Lifecycle of application deployment
Figure 1 shows a lifecycle of application deployment. This consists of five phases, Design/Development, Evaluation, Deployment, Update and Removal.
	



Figure 1 – Lifecycle of application deployment

7.2	General security considerations
This clause specifies security considerations for each phase in the lifecycle of application.
7.2.1	Design/Development
Design and development is a phase that developers design and develop their application. In this phase, developers need to design applications considering security and make secure coding. To achieve this, application distribution sites need to educate developers to think about security and support them to develop secure mobile applications.
7.2.2	Evaluation
Evaluation is a phase that applications are reviewed by application reviewers in application distribution sites. The applications submitted in application distribution sites are evaluated whether the applications are secure or not before posting on application distribution sites. In this process, application distribution sites need to verify developer’s identity and review the submitted application in security perspective. After the evaluation, in case the application reviewer judges that the application is secure, the application is posted on the application distribution sites. If not, application distribution sites need to give feedback to the application developer.
7.2.3	Deployment
Deployment is a phase that applications are distributed and used by users. As some of application distribution sites are reviewed the application security with minimum policies, a large number of applications may not be secure. Therefore, application users need to t take care not to download and use the unsecure application. The application distribution sites need to apply a reputation system and educate users to download and use applications carefully.
7.2.4	Update
Update is a phase that developers update their applications. In this case, an application reviewer needs to review the applications at the application distribution sites again.
7.2.5	Removal
Removal is a phase that applications are removed from application distribution sites. In case an application is identified as a harmful or malicious application after distribution, the application distribution sites need to remove the application from their sites.. Additionally the application distribution sites need to recommend its application users to remove the application from their communication devices. The application distribution sites may apply a remote removal system that enables the application distribution sites to remove the dangerous application remotely depending on user consent or regulation.
8.	Secure application distribution framework for communication devices
Figure 2 shows a secure application distribution framework for communication devices. This clause defines processes of each element in this framework.
	



Figure 2 –Secure application distribution framework for communication devices

8.1	Developer authentication
Application distribution sites authenticate the existence and identity of developers, regardless of company or individual. Authentication of the developer existence can prevent malicious attacks in early stage for the secure application distribution. Furthermore, developer should be clearly identified to convince application user as well as application distribution sites.
8.2	Application review
Application distribution sites review received applications from developers before admitting them to the sites. This enables to reject malwares, spywares and insecure applications. The sites can check applications with automatic (static or dynamic) analysis tools. Manual (human) review can also be used. As the procedure of checking application can be advantageous for application user to execute the secure and proper application, this mechanism can be processed by application distribution sites.
8.3	Reputation
Application distribution sites manage a reputation mechanism to enable users to choose secure applications. The reputation mechanism may be useful to find problematic applications. For activating application distribution, the application distribution sites can give an overall reputation information to application user. The reputation mechanism can be related to application user for purchasing an application, so application distribution sites can rigorously manage the reputation system.
8.4	Revocation
Application distribution sites have an application revocation mechanism for malwares and insecure applications. The revocation system for rejecting harmful application can protect the normal application user from malicious attack. The harmful application can be reflected to user’s smartphone, so application user can maintain the smartphone securely by using the revocation process.
8.5	Access control based on user’s attribute
Applications that are not appropriate for youth or children are needed to be distributed carefully. Therefore, application distribution sites have a mechanism to control access to applications based on user’s attribute. By the access control mechanism based on user’s attribute, application distribution sites can distribute an appropriate application to the right application user.
8.6	Education and support for users
Application distribution sites provide a customer support for question, claim, or inappropriate application reporting from application user. That contact information is specified by local language. When harmful application is found, application distribution sites introduce ways of handling the harmful application to application user. Application user, who has downloaded the application from application distribution sites, also be provided support mechanism for the correct use of application.
8.7	Education and support for developers
Application distribution sites provide a developer support for question or request. The information from a user, education about application development, etc. is shared as useful information to the developer. Application distribution sites provide educational guideline for application developer to ensure development of a secure application. There would be various feedbacks about the developed application from application user, and the process of “education and support for developers” can be helpful for application developer to develop more proper application.
8.8	Secure payment system
For the paid application, application distribution sites use secure payment system that provides safe user’s information management and quick response of accident. Application distribution sites are typically interested in creating profit from distributing the paid application to users, except for free application. For this aspect, secure payment system should be prepared for application distribution sites to protect user’s crucial paying information, and the crucial information (i.e. credit related information) should be protected securely. Application distribution sites corporate security task with “payment company” to manage the secure payment system.
9.	Security requirements for secure application distribution
9.1	Developer authentication
The application distribution sites are recommended to check the real existence of application developer and the developer of applications. The developer authentication is processed in early stage, and application developer can be authenticated by various identification mechanisms. There are the following two elements to realize these items.
1. The application distribution sites provide a developer registration mechanism. During registration phase, they need to check the real existence of developer. They can use several kinds of information to identify the developers, such as credit card authentication, a certificate issued by TTP (trusted third party).
2. The application distribution sites provide a mechanism to identify a developer of applications. Normally the developer generates digital signatures to the developed applications, and the application distribution sites and users verify them to check who developed its applications.

9.2	Application review
The application distribution sites are recommended to check applications before distributing them. The purpose of this check is to avoid harmful or dangerous applications from users of application distribution sites. The harmful or dangerous application may include malicious behaviour, collection of privacy information, transfer of sensitive information without encryption, etc. The criteria of harmful and dangerous are decided at the application distribution sites. The criteria also can be classified in detail, such as no excessive use of network bandwidth, supporting secure transfer of sensitive data, no collection of unnecessary information in service scenario, etc. Appendix I provides examples of checking items for application review.

9.3	Reputation
The application distribution sites can optionally provide a mechanism that the users can check the reputation of applications distributed by their sites. The reputation is gathered from application users. In order to increase reliability of reputation, the application distribution sites need to authenticate users who submitted the comments on the applications. It is advisable for application distribution sites to hear various reputation opinions from application users.
9.4	Revocation
The application distribution sites are recommended to provide a revocation mechanism. As an improper revocation can be harmful for communication devices, application distribution sites are recommended to provide online revocation securely. The followings are examples of revocation mechanisms.
· If a problematic or malicious application is found, application distribution sites remove installed application from the application distribution sites.
· If a problematic or malicious application is found, application distribution sites send the information to communication devices, and the communication devices remove its installed application under the user’s consent.
· If a problematic or malicious application is found, application distribution sites send a request removing the installed application to users.
9.5	Access control based on user’s attribute
The application sites are recommended to provide an access control mechanism for applications based on user’s attribute. Secure access control mechanism is also recommended to apply for the application distribution sites. This mechanism is composed of the following three elements:
· Attribution setting based on several kinds of information, such as user’s information and preference, accessing country/region, etc.
· Access control setting for each application. Both application developer and application distribution sites can assign setting of access control for each application.
· Access control to applications based on user’s attribute.
9.6	Education and support for users
The application distribution sites can optionally provide information and support for users to inform the dangerousness of application use, in secure application promotion.
[Editors’ Note] This clause will be considered to remove from the main body for avoidance of any regulatory and policy implications. 
9.7	Education and support for developers
The application distribution sites can optionally provide guideline of application development that contributes to exclude suspicious activities from applications, for secure application use.
[Editors’ Note] This clause will be considered to remove from the main body for avoidance of any regulatory and policy implications. 


Appendix I

Application Review
(This appendix does not form an integral part of this Recommendation.)

I.1 Examples of checking items
The below Table lists examples of checking items for application review.
	Classification
	Examples of criteria

	Network aspect
	Excessive network load should not be caused by frequent network access attempts.
Network capacity should not be used excessively, or excessive loads should not be applied to the device, using the alarm service.

	Data aspect
	Important information should not be displayed directly. Important information, such as a password or financial information, should be displayed as “●●●●●●” or “********”.
All packets should be encrypted when important information is transferred.
All important information should be saved in an encrypted terminal.

	Virus and malicious code infection aspect
	The application should not be infected with malicious code.

	Login security
	The application should be logged out automatically if the service is not used for a certain period of time.
The user should not be allowed to log in more than one time.

	Right management
	The user’s right for the screen that handles important information should be assigned properly.
A use of the right that is not notified to the user in advance should be prohibited.
The application should not be able to use the unauthorized rights according to the service scenario.

	Device damage
	The application should not consume the device battery drastically or generate excessive heat.

	Push alarm service
	The application should not send sensitive personal information or confidential information using the push alarm service.
The application should not send an unsolicited message, or phishing or spam email, using the push alarm service.

	Miscellaneous
	The application should not provide an unspecified false or fake function.
The application should not be used for illegal file sharing.
The application should not be able to identify the user’s password or personal information, using an illegal method.




I.2 Testing and evaluation mechanism
The operators of application distribution sites need to have testing and evaluation capabilities to implement the security check of apps. In some cases, the operators can also entrust the third-party testing institution to implement the security check of apps. Testing and evaluation capabilities should include but not limited to:
	Classification
	Examples of criteria

	Specification examination
	The examination that is performed to identify the functions of the software, the API used, the qualification of developers, etc.
If the examination is failed, the applications will not be accepted by the online application store.

	Static analysis
	The analysis of software that is performed without actually executing programs built from that software.
In most cases, the analysis is performed on the object code by an automated tool, which also called program understanding, program comprehension or code review.
Usually, static analysis is used for scanning malicious URL and viruses based on specific signature.
In addition, some APIs can only be used by the OS owners.
Therefore, APIs misused can also be detected by static analysis.

	Dynamic analysis
	The analysis of software that is performed by executing programs built from that software system on a real or virtual processor.
For dynamic program analysis to be effective, the target program must be executed with sufficient test inputs to produce interesting behavior.
Use of software testing techniques such as code coverage helps ensure that an adequate slice of the program's set of possible behaviors has been observed.
Also, care must be taken to minimize the effect that instrumentation has on the execution of the target program.

	Vulnerability scanning
	Performed by scanning based on Common Vulnerabilities and Exposures (CVE) database, to find the potential vulnerabilities in apps.

	Manual check
	The real practice with software on smartphones, which can be used for malware based on human engineering and other malware which couldn’t be detected by the above automatic analysis.

	Security Support Database
	Include sample database of malicious codes, signature database of malicious behaviors, vulnerability database of apps, etc.
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