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Abstract of the contribution: This contribution aligns text in Section 6.2.5.3.3.1 with SA#74-BIS decision and corresponding Reply LS to RAN1/RAN2 on parameter synchronization (S3-140566).

Introduction 
[bookmark: _GoBack]In its reply LS (S3-140566) to RAN1 and RAN2, based on the agreement at SA3#74-BIS, SA3 is asking RAN1 and RAN2 to provide
 “… a counter value to supply freshness for the protection of discovery message. The counter would need the following properties.
The counter value is current UTC time based and is known to both announcing and monitoring such that each UE has the same value of counter.  Also the counter value must be different for each discovery period and should wrap around over a long period of time, say one year.”
Current text in Section 6.2.5.3.3.1 of TR 33.833 v. 0.5.0 does not mention such counter nature of this freshness parameter.
This contribution proposes to harmonize text in Section 6.2.5.3.3.1 of TR 33.833 v. 0.5.0 with the decision of SA3#74-BIS
Proposal 
It is proposed that SA3 agree the inclusion of the below pCR in the TR.

Proposed pCR
******* FIRST CHANGE ***********


6.2.5.3.3.1	Open discovery security flows
The announced code is integrity protected as shown in the following flow which includes only the additional security parameters. The system is assumed to ensure that there is a UTC based time counter parameter that is known to both the announcing and monitoring UEs, as clarified in the latest LS (see S3-14xxxx140566) . The message flows apply when both the UEs are roaming or when one or both are in the HPLMN.
Note that integrity protection via this MIC furthermore enables the ProSe Function to verify that the announcing UE was indeed authorized to announce this ProSe App Code at that time instance.



Figure: 6.2.5.3.3.1-1: Integrity protection of the transmitted code
1.	The Announcing UE sends a Discovery Request message containing the ProSe Application ID name to the ProSe Function in its HPLMN in order to be allowed to announce a code on its serving PLMN(either VPLMN or HPLMN).
2./3. The ProSe Functions in the HPLMN and VPLMN of the announcing UEs exchange Announce Auth. messages. There are no changes to these messages for the purpose of protecting the transmitted code for open discovery.  If the Announcing UE is not roaming, these steps do not take place.
4.	The ProSe Function in HPLMN of the announcing UE returns the ProSe App Code that the announcing UE can announce and a 128-bit Discovery Key associated with it. The ProSe Function stores the Discovery Key with the ProSe App Code. In addition, the ProSe Function provides the UE with a CURRENT_TIME parameter, which contains the current UTC-based time counter at the ProSe Function and a MAX_OFFSET parameter, which indicates the maximum time counter difference between the time counter held in the UE (“UE clock”) and the time UTC based counter value associated with the discovery slot. The UE sets its clock to the value of CURRENT_TIME UTC based counter and stores the MAX_OFFSET parameter, overwriting any previous values.
Note: The MAX_OFFSET defines the size of the window during which the announced code could be replayed
5.	The UE starts announcing. In each slot that it announces, , if the time UTC based counter provided by the system for the discovery slot is within the MAX_OFFSET of the announcing UE’s clock,  the announcing UE calculates a 32-bit Message Integrity Check (MIC) to include with the ProSe App Code in the discovery message. The MIC is calculated as described in subclause 6.2.5.3.3.2.
6.	The Monitoring UE sends a Discovery Request message containing the ProSe Application ID name to the ProSe Function in its HPLMN in order to get the ProSe App Code(s) that it wants to listen for.
7/8. The ProSe Functions in the HPLMN of the monitoring UE and VPLMN of the announcing UEs exchange Monitor Req./Resp. messages. There are no changes to these messages for the purpose of protecting the transmitted code for open discovery.
9.	The ProSe Function returns the ProSe App Code(s) along with the CURRENT_TIME, UTC based counter, and the MAX_OFFSET parameters. The UE sets its clock to CURRENT_TIME and stores the MAX_OFFSET parameter, overwriting any previous values.
10.	The Monitoring UE listens for a discovery message that contains a ProSe App Code that it is interested in.
11.	On hearing such a discovery message, if the time UTC based counter provided by the system for that discovery slot is within the MAX_OFFSET of the monitoring UE’s clock, the Monitoring UE sends a Match Report message to the ProSe function containing the time UTC based counter parameter related to the slot where it heard the announcement and the discovery message including the ProSe App Code and MIC.
12. The ProSe Function in the HPLMN of the monitoring UE passes the discovery and associated time UTC based counter parameter to the ProSe Function in the VPLM of the announcing UE in the Match Report message.
13.	The ProSe Function in the HPLMN of the announcing UE checks the MIC is valid. The relevant Discovery Key is found using the ProSe App Code.
14. The ProSe Function in the HPLMN of the announcing UE acknowledges a successful check of the MIC to the ProSe Function in the HPLMN of the monitoring UE in the Match Report Ack message.
15.	The ProSe Function in the HPLMN of the monitoring UE returns an acknowledgement that the integrity checked passed to the Monitoring UE. The ProSe function returns the parameter ProSe Application ID name to the UE. It also provides the CURRENT_TIME, UTC based counter parameter, by which the UE (re)sets its clock.

******* END OF FIRST CHANGE ***********
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