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X.3
Authentication of WebRTC IMS Client with IMS subscription using web credentials

X.3.3 Procedures
The details of the signalling flows are as follows:
Note: If the WAF resides in the operator domain, we can use the WAF control to authorize the WWSF. If WAF is not in the operator domain, then we can use the authorization of the WWSF by S-CSCF and HSS. 
0. Token request (WWSF to WAF)
If the WAF resides in the operator domain, when the WAF receives a token request, it can either authenticate the user itself as part of the token issuance process, or it trusts the user identity supplied by the WWSF which is assumed to have authenticated the user prior to sending the token request. Only if this check is successful will the WAF return the authorization token; otherwise, the WAF rejects the request of the WWSF. And if a WWSF is suspected of a security breach the WAF will block all token requests originating from that WWSF.
4. Cx: S-CSCF Registration Notification

Based on the presence of the "integrity-protected" directive set to indicate that authentication has already been performed, the S-CSCF knows that the subscriber has already been authenticated by the Trusted Node. The S-CSCF informs the HSS that the user has been registered. Upon being requested by the S-CSCF, the HSS will also include the user profile in the response sent to the S-CSCF. For detailed message flows see TS 29.228 [16].
If WAF is not inside of the operator domain, the HSS further includes a list of identities of WWSFs outside the IMS provider’s domain allowed for this IMS subscription. When the S-CSCF received an identity of the WWSF from the eP-CSCF, it checks whether the WWSF identity received from the eP-CSCF and the HSS respectively match. If it is, the S-CSCF proceeds with the next step; otherwise, it rejects the registration. And if a WWSF is suspected of a security breach the S-CSCF will block all registration attempts involving assertions from that WWSF.
Editor’s note: Adapt material from TR 33.871
X.4       Assignment of IMS identities to WebRTC IMS Client from pool of IMS subscriptions held by WWSF

X.4.3 Procedures
The details of the signalling flows are as follows:
Note: If the WAF resides in the operator domain, we can use the WAF control to authorize the WWSF. If WAF is not in the operator domain, then we can use the authorization of the WWSF by S-CSCF and HSS. 
0. Token request (WWSF to WAF)
If the WAF resides in the operator domain, when the WAF receives a token request, it can either authenticate the user itself as part of the token issuance process, or it trusts the user identity supplied by the WWSF which is assumed to have authenticated the user prior to sending the token request. Only if this check is successful will the WAF return the authorization token; otherwise, the WAF rejects the request of the WWSF. And if a WWSF is suspected of a security breach the WAF will block all token requests originating from that WWSF.
4. Cx: S-CSCF Registration Notification

Based on the presence of the "integrity-protected" directive set to indicate that authentication has already been performed, the S-CSCF knows that the subscriber has already been authenticated by the Trusted Node. The S-CSCF informs the HSS that the user has been registered. Upon being requested by the S-CSCF, the HSS will also include the user profile in the response sent to the S-CSCF. For detailed message flows see TS 29.228 [16].
If WAF is not inside of the operator domain, the HSS further includes a list of identities of WWSFs outside the IMS provider’s domain allowed for this IMS subscription. When the S-CSCF received an identity of the WWSF from the eP-CSCF, it checks whether the WWSF identity received from the eP-CSCF and the HSS respectively match. If it is, the S-CSCF proceeds with the next step; otherwise, it rejects the registration. And if a WWSF is suspected of a security breach the S-CSCF will block all registration attempts involving assertions from that WWSF.
Editor’s note: Adapt material from TR 33.871
