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1
Opening of the Meeting

Anand (NEC) welcomed the delegates to Taipei. This was his first meeting as Chairman.

2
Approval of Agenda and Meeting Objectives

S3-140000
Agenda





Source: WG Chairman

Abstract: 

-

Decision: 

The document was approved.



3
IPR Reminder

The attention of the delegates to the meeting of this Technical Specification Group was drawn to the fact that 3GPP Individual Members have the obligation under the IPR Policies of their respective Organizational Partners to inform their respective Organizational Partners of Essential IPRs they become aware of.

The delegates were asked to take note that they were thereby invited:

    to investigate whether their organization or any other organization owns IPRs which were, or were likely to become Essential in respect of the work of 3GPP.

    to notify their respective Organizational Partners of all potential IPRs, e.g., for ETSI, by means of the IPR Information Statement and the Licensing declaration forms

4
Meeting Reports

4.1
Approval of the Report from SA3 #73

S3-140003
Report from last SA3 meeting





Source: ETSI Secretariat

Abstract: 

-

Discussion: 

131199: Change fifth line in ust pairing

918 revised to 1161

1048 was not left for email approval (remove last sentence)

924 was approved with modifications

1135 Draft TR not TS

PWS security conclusion and way forward: no conclusion will be contained in the TR,stated by Vodafone. Otherwise other companies will bring in more contributions.

NSN disagreed with that. There should be a neutral conclusion, not excluding anything. A TR could show what it has been discussed and the reasons for stopping.

Vodafone: No conclusion will be contained in the TR 900. Individual evaluation of each solution will be contained in the TR. Therefore we agree.

Alf(NTT-DoCoMo) agreed.

NSN: we can discuss this during this meeting, it seems there is no agreement now. Let's do it in A.I. 7.10

Alf: Include the Vodafone comment in the report as a comment from Vodafone.

NSN: no solution will be recommended in the conclusion. That would be a fair statement to be added.

Vodafone: we still need individual evaluation of each solution.

It was agreed to add VF's sentence.

1179: the source should be Rapporteur

1179 needs to be uploaded to the 3GPP website

1080 was noted, not approved.

Review and update of Work Plan: please remove VLAN and Tuat and put:

WLAN-NS

TUAK

Delete Network Selection

Decision: 

The document was revised to S3-140207.



S3-140207
Report from last SA3 meeting





Source: ETSI Secretariat

(Replaces S3-140003)

Decision: 

The document was approved.



4.2
Report from SA #62

S3-140001
Report from last SA meeting





Source: WG Chairman

Abstract: 

-

Discussion: 

Motorola commented that in Slide 19: The spec should be a TR not a TS.

NSN commented that according to the previous SA3 Chairman, it could be possible to do the small cell work during this meeting week. ALU commented that if this handled with a CR, a new security WID is not needed.

Decision: 

The document was noted.



4.3
Report from SA3-LI 

They will meet in 2 weeks time.

5
Items for early consideration

On the different proposals for small security enhancements:

NSN: we should first agree we only need a user plane protection.

ALU: When SKeNodeB is generated then you can generate other keys.

NSN: we only need to standardize one key.

ALU agreed with this.

Ericsson: an integrity key could be added later if needed.

NSN: About Algorithm type distinguishers. Better Not introducing any new ones, we don't really need them. We use the same for the lowest level keys.

Ericsson: do we need to consider the relay nodes?

NSN: I see no impact as we should be able to rule out that the SeNodeB has donor functionality. If the master has donor functionality there is no impact on the secondary and small cell procedures.

Qualcomm: the SeNodeB should have optional integrity.

Ericsson agreed.

NSN: Can the SeNodeB have an air interface with a relay node? We can ask RAN2.

Alf: if someone wants connectivity with relay nodes we would go with it to Rel-13.

ALU replied that it is possible to do it now.

NTT-DoCoMo wasn't opposed to asking RAN2, but we make the decision that this will go for Rel-13 (dual connectivity for Relay Nodes).

Ericsson: we can assume that we don't need to support it in Rel-12.

It was agreed to include this in the LS response to RAN2.

It was agreed to use the term SKeNodeB.

Qualcomm: we have a freshness parameter, why do we need the frequency parameter?

ALU: the UE needs it for computation (it receives it from the master eNodeB). We also need it for multiple cells. This is not transmitted.

Qualcomm: it complicates things and it is not really necessary. NSN supported this.

Four agreements on this issue were included in the living document in S3-140211. 

It was agreed to note all the small cell documents since agreements will be captured in 211. The RAN WID will gather the work, so no WID will be created in SA3. It was proposed that the RAN WID will be revised to include the security work.

Eventually it was concluded to perform work on Small Cells enhancements through CRs with WID code SEC12. No revision to the RAN2 WID will be done.

S3-140069
Reply LS on security aspects of protocol architectures for small cell enhancements





Source: R2-134586

Abstract: 

-

Discussion: 

NSN: There is a mistake cause we setup IPSEC and everything is encrypted in X2 interface. 

Qualcomm: they may be referring to PDCP encryption.

Decision: 

The document was replied to in S3-140209.



S3-140209
Reply to: Reply LS on security aspects of protocol architectures for small cell enhancements





Source: Ericsson

Decision: 

The document was approved.



S3-140072
LS on Small Cell Enhancement work in RAN





Source: RP-132115

Abstract: 

-

Decision: 

The document was noted.



S3-140179
Response to: LS on Small Cell Enhancement work in RAN





Source: SP-130720

Abstract: 

-

Decision: 

The document was replied to in S3-140210.



S3-140210
Reply to: Response to: LS on Small Cell Enhancement work in RAN





Source: Samsung

Decision: 

The document was approved.



S3-140029
WID for SCE





Source: Huawei, HiSilicon

Abstract: 

-

Discussion: 

ALU: not sure whether if this WID is needed. Maybe a CR is enough.

There isn't any impact on UICC application.

Huawei: there may be some key management impact, but not sure.

ALU questioned the impact on the core network. We have already described the impact on network nodes on our LS to RAN2.

NSN: impact on NAS protocol is not ensured. 

Ericsson: NEC describes some impact on their paper. We need to add X2 as possible impact.

Qualcomm: we may just need a CR.

Huawei: this is a new security feature, we need a WID.

Alf: why do we need a new TS if we can put it in TS 33.401?

NSN: we have had other occasions where we added lots of text in 33.401 instead of creating a new spec.

The Chairman suggested to decide about the WID later after the discussions.

Huawei believed that there could be impact on the core network according to some contributions.

Decision: 

The document was noted.



S3-140025
Security analysis for SCE





Source: Huawei, HiSilicon

Abstract: 

-

Discussion: 

Alf: It is about user plane and confidentiality?

Huawei: yes.

NEC: the requirements is to have keys for the ciphering for the new user plane interface. 

Huawei: you can ignore that. The solutions will be detailed in the other two contributions and this doesn't impact the proposals.

NSN: Proposal One is specific to scenario 1A, please add this.

The Chairman commented that the proposals are agreed in principle.

These discussions will go into the 211 document. It is a living document that will compile our conclusions on small cell enhancements.

Decision: 

The document was noted.



S3-140026
Security for SCE architecture 1A





Source: Huawei, HiSilicon

Abstract: 

-

Decision: 

The document was noted.



S3-140027
Security for SCE architecture 3C





Source: Huawei, HiSilicon

Abstract: 

-

Decision: 

The document was noted.



S3-140065
Small Cell Enhancement Security Solution





TS 33.401 v..





Source: Alcatel-Lucent

Abstract: 

This paper analyses the Small Cell Enhancement architecture 1A and propose a solution for the security key computation.

Decision: 

The document was noted.



S3-140066
draft_CR-Small Cell Offload Key derivation





TS 33.401 v..





Source: Alcatel-Lucent

Abstract: 

propose incorporating small cell enhancement security solution to TS 33.401

Discussion: 

BT:  What modifications are modified in the UE? IF we have a LTE UICC will we need new key derivations?

ALU: no impact on the UICC.

The UE needs to know what it needs to compute at first, from the SeNodeB.

Decision: 

The document was noted.



S3-140079
Small cell enhancements security aspects





Source: NEC Corporation

Abstract: 

-

Decision: 

The document was noted.



S3-140042
small cell solution





Source: China Mobile

Abstract: 

-

Decision: 

The document was noted.



S3-140043
CR for small cell





33.401
  CR-0524  (-) v..





Source: China Mobile

Abstract: 

-

Decision: 

The document was noted.



S3-140118
Dual connectivity algorithm negotiation





Source: Ericsson

Abstract: 

-

Decision: 

The document was noted.



S3-140125
Discussion on Security Solution for 1A SCE UP Architecture





Source: Samsung

Abstract: 

-

Decision: 

The document was noted.



S3-140142
The key derivation solution for small cell enhancement





Source: Nokia Corporation

Abstract: 

-

Decision: 

The document was noted.



S3-140189
Comments on small cell key derivation freshness inputs (S3-140125, S3-140142, S3-140065, S3-140026)





Source: Ericsson

Abstract: 

-

Decision: 

The document was noted.



S3-140028
Reply LS to SP-130720 on Small Cell Enhancement work in RAN





Source: Huawei, HiSilicon

Abstract: 

-

Decision: 

The document was noted.



S3-140080
Reply LS on security impact for small cell enhancements





Source: NEC Corporation

Abstract: 

-

Decision: 

The document was noted.



S3-140068
LS on Electronic Signatures in Mobile Environment





Source: ETSI ESI

Abstract: 

-

Discussion: 

The Chairman invited companies to look at the attachment. There was no initial intention of replying to the LS at the meeting so the LS was noted.

Decision: 

The document was noted.



S3-140211
Small cell enhancements discussions





Source: Ericsson

Decision: 

The document was approved.



S3-140248
Presentation sheet for TR on spoof call





Source: Rapporteur

Decision: 

The document was withdrawn.



S3-140259
Revision of RAN2 WID on Small cell enhancements





Source: Huawei

Decision: 

The document was withdrawn.



6
Reports and Liaisons from other Groups

6.1
3GPP Working Groups

S3-140075
LS to SA3 on securing Gy/Gyn interfaces for EPC Roaming LBO scenario





Source: S5-132105

Abstract: 

-

Decision: 

The document was replied to in S3-140067.



S3-140067
Reply LS to SA5 on securing Gy/Gyn





Source: Alcatel-Lucent

Abstract: 

Reply LS to SA5(S5-132105)on securing Gy/Gyn interfaces for EPC Roaming LBO scenario, confirms Network Domain Security (NDS)/IP Network Layer security specified in TS 33.210 is appropriate to secure Gy.

Decision: 

The document was revised to S3-140208.



S3-140208
Reply LS to SA5 on securing Gy/Gyn





Source: Alcatel-Lucent

(Replaces S3-140067)

Decision: 

The document was approved.



6.2
IETF

Nothing to report.

6.3
ETSI SAGE

Vodafone commented that it is likely that they will be able to share with SA3 their Evaluation Report before Sapporo meeting (SA3#75).

6.4
GSMA

Vodafone: GSMA embedded SIM fast track project is completed and they will release their first specification.

Ericsson: ETSI SCP is also working on the project. What's the relation?

VF: GSMA created the requirements and use cases  for ETSI SCP. They agreed on the first set of requirements. The scope is only on the UICC and the interface, no specification of network elements, like subscription manager. GSMA has done some initial work on this but ETSI has still to do their part.

Ericsson: any overlap? 

VF: They complement and overlap.

BT: It's a shame that there is no work about this in 3GPP.

NSN: there was an attempt in SA1 to work on that but it was kicked out.

NSN: Their SECAM mirror group (NESAG) will kick off their activities shortly.

6.5
3GPP2

Anand (Qualcomm): 

The document S.S0152 (Security Framework for Binding of Access Subscription with Devices), that specifies a network based enforcement solution based on MEID authentication, has been published by 3GPP2 and is now available on the 3GPP2 web site at http://www.3gpp2.org/Public_html/specs/SS0152v1.0_20131206.pdf

6.6
OMA

No updates

6.7
TCG

Second week of next month will have their meeting

6.8
oneM2M

Nothing to report

6.9
Other Groups

7
Work Areas

7.1
IP Multimedia Subsystem (IMS) Security

7.1.1
Media Plane Security

7.1.1.1
Study on Extended IMS media plane security features

7.1.1.2
Extended IMS media plane security features

S3-140116
Correction of an erroneous implementation of agreed CR in section 7.2.1





33.328
  CR-0058  (-) v..





Source: NSN

Abstract: 

-

Decision: 

The document was withdrawn.



S3-140175
Correction of an erroneous implementation of agreed CR in section 7.2.1





33.328
  CR-0058  rev 1 (Rel-12) v12.5.0





Source: NSN

Abstract: 

update of 116 due to obtaining CR number late, no other changes

Decision: 

The document was agreed.



7.1.2
  Security Aspects of Web Real Time Communication (WebRTC) Access to IMS

S3-140074
LS on Security aspects of IMS_WebRTC





Source: S2-134427

Abstract: 

-

Discussion: 

The Joint Meeting will bring feedback from SA3

Decision: 

The document was noted.



S3-140008
Use of SIP Digest authentication in WebRTC access to IMS





33.871 v..





Source: Ericsson

Abstract: 

-

Decision: 

The document was noted.



S3-140009
pCR WebRTC: Security considerations for the use of SIP Digest authentication





33.871 v..





Source: Ericson

Abstract: 

-

Discussion: 

Huawei commented that the protection of the password in WWSF needs more studying and should be left for further study. 

ALU: it is not stored in the WWSF, the text doesn't say so. It is made available in WWSF. The current architecture does not have thee WWSF.

NSN: this should be a recommendation, not mandating. We support the separation of the subscriptions.

BT: if the password is stolen any IMS service using it will be compromised. We support the basis of the paper as the password is for a single service.

Qualcomm: this should be a recommendation.

Ericsson: there are two options: user enters the password, or it is done by the WWSF. Huawei was concerned about the password being compromised in the WWSF.

Andreas (NEC): IMS WebRTC subscription should be different from the normal IMS subscription. In the second case there is normal authentication and authorization; the first case is an special case of subscription. Not sure if it is beneficial to separate the subscriptions.

Telia Sonera didn’t agree with modifying the NOTE.

AT&T supported the contribution. It answers scenario 1 in SA2 architecture and it fulfils SA1 requirements.

Telecom Italia supported Telia Sonera. The TR is already a set of exceptions including non 3GPP scenarios. We shouldn't add more exceptions to WebRTC.

Gemalto supported keeping the initial version as well.

Some rewording on the note was agreed by the group.

Decision: 

The document was revised to S3-140213.



S3-140213
pCR WebRTC: Security considerations for the use of SIP Digest authentication





33.871 v..





Source: Ericson

(Replaces S3-140009)

Decision: 

The document was approved.



S3-140038
Analysis on SIP password protection





Source: China Mobile,Huawei

Abstract: 

-

Discussion: 

Ericsson: it should be an editor's note, not a note.

ALU: We haven't agreed with storing it in the WIC.

NSN: for usability reasons there needs to be a storage.

ALU: when the session is over, the password doesn't need to be there anymore. NSN agreed.

NEC: we also need re-registration to say that we are still connected.

Ericsson: the usability problem is not a big issue.

Alf: Can we mandate more secure storage than the current browsers require? It is not. This will be never implemented.

ALU: storage of password is a question of configuration.

The document was noted, no conclusion could be agreed.

Decision: 

The document was noted.



S3-140039
IMS AKA usage analysis





Source: China Mobile, Ericsson, Huawei

Abstract: 

-

Discussion: 

Telecom Italia didn’t support this. Mauro wasn’t in favour of going for this without performing an analysis.

BT: We are talking about Rel-12.

NSN: let's not mention the Release and use of IMS AKA will be for further study. Period. This was agreed.

Decision: 

The document was revised to S3-140215.



S3-140215
IMS AKA usage analysis





Source: China Mobile, Ericsson, Huawei

(Replaces S3-140039)

Decision: 

The document was approved.



S3-140193
Comments on S3-140039: IMS AKA usage analysis





3GPP TR 33.abc on Security Aspects of WebRTC Access to IMS v..





Source: Gemalto

Abstract: 

Comments on S3-140039: IMS AKA usage analysis

Discussion: 

Genalto doesn't support the  view on 0039.

NSN pointed out the complications of having any IMS AKA mechanism implemented on a terminal. 

Gemalto: with the existing mechanisms we would like to have it in the evaluation, later on we can decide if it will be supported or not.

Telecom Italia supported this. If we continue to create opportunities of not using IMS AKA the possibility of having implementations of IMS AKA will decrease. Telia Sonera agreed.

Telecom Italia: the standards mandate the implementation. We cannot hope that Rel-13 will take over these issues.

Decision: 

The document was noted.



S3-140124
WebRTC authentication: re-use of IMS AKA credentials





3GPP TR 33.abc on v..





Source: Gemalto, Morpho Cards

Abstract: 

-

Discussion: 

ALU: we need a special browser. We would have to ask the Googles of the World to implement this solution.

Gemalto: this is feasible for standards point of view. The evaluation would study whether this is possible to implement.

ALU: this is solution 2.

Gemalto: it addresses the SA3 technical report.

NSN agreed with ALU.

ALU: this is an example of IMS AKA authentication (fig 6.1.1.x-1).

Blackberry: shouldn't we note that the feasibility of this solution should be studied?(browser limitations)

Gemalto: questions regarding implementation are part of evaluation. In any case they agreed on having such a note.

Telecom Italia: this applies to all solutions.

It was discussed to put the note on top of all solutions (below 6.1) so as to carry on towards the evaluation.

Decision: 

The document was revised to S3-140214.



S3-140214
WebRTC authentication: re-use of IMS AKA credentials





3GPP TR 33.abc on v..





Source: Gemalto, Morpho Cards

(Replaces S3-140124)

Decision: 

The document was approved.



S3-140140
WebRTC security: standardisation of security mechanisms - pCR to TR 33.871





Source: Nokia Corporation, NSN

Abstract: 

-

Discussion: 

Ericsson: there is no standardized signalling protocol. The interoperability part should refer only to the security point of view.

Some  discussions on whether the signalling communication should be mandatory. It was clarified that SA2 is currently discussing this.

NSN: should 3GPP provide a security mechanism for the interface? Should it be for Rel-12? For NSN the answer is yes.

Ericsson liked the idea, but it would be difficult to complete in two meetings.

NSN pointed out that an example of a security mechanism will be described when the full interface is not standardised.

Ericsson: what happens if the signalling mechanisms are specified in later releases? 

NSN: hopefully they will be described generic enough. If it is an example there will be no backwards compatibility.

The note was reworded and agreed by the group.

Decision: 

The document was revised to S3-140216.



S3-140216
WebRTC security: standardisation of security mechanisms - pCR to TR 33.871





Source: Nokia Corporation, NSN

(Replaces S3-140140)

Decision: 

The document was approved.



S3-140037
TNA usage





Source: China Mobile,Huawei

Abstract: 

-

Discussion: 

Alu: WWSF is authorized to give authorization with an availability period.

Huawei: WWSF and HSS have no interface. How can they authenticate?

Ericsson: the mapping is not stored in HSS.

NSN: how can the WWSF can be updated with the status of the subscription without an interface to the HSS? They agreed with Huawei. 

NSN: In section 3, the token is still valid, so no security flaw is clear.

NSN: we should ask SA2 what happens when something in the subscription changes. Is there any sync between the HSS and WWSF?

It was agreed to ask this to SA2.

Decision: 

The document was noted.



S3-140061
Discussion WebRTC: Use of OAuth together with Trusted Node Authentication (TNA)





33.871 v..





Source: Ericsson

Abstract: 

-

Decision: 

The document was noted.



S3-140062
pCR WebRTC: Use of OAuth together with Trusted Node Authentication (TNA)





33.871 v..





Source: Ericsson

Abstract: 

-

Discussion: 

NEC: there is a need of the e-PCSCF communication with the WWSF.

This is explained in NEC's contribution.

NSN: TLS is needed for w1 and w2 interfaces. It was agreed to add text stating this. Also some other comments from NSN.

Decision: 

The document was revised to S3-140217.



S3-140217
pCR WebRTC: Use of OAuth together with Trusted Node Authentication (TNA)





33.871 v..





Source: Ericsson

(Replaces S3-140062)

Decision: 

The document was approved.



S3-140159
WebRTC WIC Authentication Using web credentials





TR 33.abc: Study on Security for WebRTC IMS Client access to IMS v..





Source: Alcatel-Lucent

Abstract: 

Content for section 6.1.2 (Authentication of WebRTC IMS Client using web credentials)

Discussion: 

Ericsson: this is overlapping with issues that have just been approved (062).

ALU: both are in the same line, but with few differences.

A separate auth server can have issues. 

Ericsson: the WWSF controls the mapping between the external identity and the IMS identity,

The ALU delegate proposed to look at Ericsson's solution and comment on it.

The document was noted so as to open Ericsson's pCR (217) for comments.

Decision: 

The document was noted.



S3-140141
WebRTC security: risk mitigation in scenarios with authentication using web credentials





Source: Nokia Corporation, NSN

Abstract: 

-

Decision: 

The document was noted.



S3-140143
WebRTC security: security requirements on risk mitigation - pCR to TR 33.871





Source: Nokia Corporation, NSN

Abstract: 

-

Decision: 

The document was revised to S3-140218.



S3-140218
WebRTC security: security requirements on risk mitigation - pCR to TR 33.871





Source: Nokia Corporation, NSN

(Replaces S3-140143)

Decision: 

The document was approved.



S3-140144
WebRTC security: security countermeasures - pCR to TR 33.871





Source: Nokia Corporation, NSN

Abstract: 

-

Discussion: 

ALU: the entity creating the token doesn't have to be necessarily in the operator's network.

Ericsson had a preference on the countermeasures for REQ2.

NSN: we don't need to decide between the options now.

ALU responding to Ericsson's comments: checking the nonce even generated outside 3GPP would imply a bog change on the IMS core.

ALU: e-PCSCF does not have to do their check, it can be done in the HSS.

NSN: we have seen that there may be other possibilities for countermeasures, these could be examples, so we can just mention this and come back to this during the next meeting.

Also replace IMPU with IMS identity and leave registration for third party services.

This was agreed by the group

Decision: 

The document was revised to S3-140219.



S3-140219
WebRTC security: security countermeasures - pCR to TR 33.871





Source: Nokia Corporation, NSN

(Replaces S3-140144)

Decision: 

The document was approved.



S3-140078
WebRTC security consideration





Source: NEC Corporation

Abstract: 

-

Discussion: 

BT and NSN: why do we need a token if there is a secure connection with the WWSF and the e-PCSCF?

Huawei: in roaming scenario, it is not clear how the WWSF knows the assigned e-PCSCF.

ALU agreed with 5 and 6 not being needed.

There was no conclusion on this issue.

Decision: 

The document was noted.



S3-140167
pCR WebRTC: Media security for RTP (resolution of Editor's Notes)





33.871 v..





Source: Ericsson

Abstract: 

-

Decision: 

The document was revised to S3-140220.



S3-140220
pCR WebRTC: Media security for RTP (resolution of Editor's Notes)





33.871 v..





Source: Ericsson

(Replaces S3-140167)

Discussion: 

Added a note clarifying the recommendation of using MKI as proposed by NSN.

Decision: 

The document was approved.



S3-140063
pCR WebRTC: Media security for WebRTC data channels





33.871 v..





Source: Ericsson

Abstract: 

-

Discussion: 

ALU: the protocol stack is not aligned with the stage 2.

MSRP should be included in the diagram.

T.38 is not mentioned in stage 2.

Decision: 

The document was revised to S3-140221.



S3-140221
pCR WebRTC: Media security for WebRTC data channels





33.871 v..





Source: Ericsson

(Replaces S3-140063)

Decision: 

The document was approved.



S3-140146
FW/NAT traversal for the Web RTC





Source: HuaWei,ChinaMobile

Abstract: 

This P-CR discuss the firewall traversal issue for WebRTC signalling and media.

Discussion: 

NSN:The HTTP Proxy case could be included in the Editor's note.

Decision: 

The document was revised to S3-140222.



S3-140222
FW/NAT traversal for the Web RTC





Source: HuaWei,ChinaMobile

(Replaces S3-140146)

Decision: 

The document was approved.



S3-140212
Input for Joint meeting





Source: Ericsson

Decision: 

The document was noted.



S3-140064
WebRTC WIC Authentication using web credentials





TR 33.abc: Study on Security for WebRTC IMS Client access to IMS v..





Source: Alcatel-Lucent

Abstract: 

Update to Sec 6.1.2
Authentication of WebRTC IMS Client using web credentials

Decision: 

The document was withdrawn.



S3-140086
FW/NAT traversal for the Web RTC





Source: Huawei,China Mobile

Abstract: 

This P-CR discuss the firewall traversal issue for WebRTC signalling and media

Decision: 

The document was withdrawn.



S3-140224
WebRTC draft spec





Source: Rapporteur

Decision: 

The document was approved.



S3-140234
Minutes of Joint meeting SA2-SA3 on IMS webRTC





Source: MCC

Decision: 

The document was noted.



S3-140264
Minutes of Joint meeting with SA2 on WebRTC





Source: SA2 WG Chairman

Decision: 

The document was noted.



7.1.3
Other Common IMS Issues

7.2
Network Domain Security

S3-140030
CR-Multiple operator certificates enrolment





33.310
  CR-0070  (Rel-12) v..





Source: Huawei, HiSilicon

Abstract: 

-

Discussion: 

Postponed for the next meeting.

Decision: 

The document was postponed.



S3-140087
Discussion on certificate enrolment in the scenario with multiple operator RA/CAs





Source: Huawei, HiSilicon

Abstract: 

-

Decision: 

The document was noted.



S3-140190
Comments on S3-140087 Discussion on certificate enrolment in the scenario with multiple operator RA/Cas





Source: NSN

Abstract: 

-

Decision: 

The document was noted.



S3-140258
Way forward of certificate enrolment in case of RAN sharing





Source: Huawei,HiSilicon,NSN,TeliaSonera,Deutsche Telekom,France Telecom,Ericsson,Vodafone

Discussion: 

It was agreed by SA3 to follow the way forward described in this document.

Decision: 

The document was noted.



7.3
UTRAN Network Access Security

7.4
GERAN Network Access Security

S3-140049
Kc128 derivation at intra GERAN mobility (Rel-12)





43.020
  CR-0031  (Rel-12) v12..0.0





Source: Ericsson,NSN

Abstract: 

-

Decision: 

The document was revised to S3-140268.



S3-140268
Kc128 derivation at intra GERAN mobility (Rel-12)





43.020
  CR-0031  rev 1 (-) v12..0.0





Source: Ericsson,NSN

(Replaces S3-140049)

Decision: 

The document was agreed.



S3-140050
Kc128 derivation at intra GERAN mobility (Rel-11)





43.020
  CR-0032  (-) v..





Source: Ericsson,NSN

Abstract: 

-

Decision: 

The document was revised to S3-140269.



S3-140269
Kc128 derivation at intra GERAN mobility (Rel-11)





43.020
  CR-0032  rev 1 (-) v..





Source: Ericsson,NSN

(Replaces S3-140050)

Decision: 

The document was agreed.



S3-140051
Kc128 derivation at intra GERAN mobility (Rel-10)





43.020
  CR-0033  (-) v..





Source: Ericsson,NSN

Abstract: 

-

Decision: 

The document was revised to S3-140270.



S3-140270
Kc128 derivation at intra GERAN mobility (Rel-10)





43.020
  CR-0033  rev 1 (-) v..





Source: Ericsson,NSN

(Replaces S3-140051)

Decision: 

The document was agreed.



S3-140052
Kc128 derivation at intra GERAN mobility (Rel-9)





43.020
  CR-0034  (-) v..





Source: Ericsson,NSN

Abstract: 

-

Decision: 

The document was revised to S3-140271.



S3-140271
Kc128 derivation at intra GERAN mobility (Rel-9)





43.020
  CR-0034  rev 1 (-) v..





Source: Ericsson,NSN

(Replaces S3-140052)

Decision: 

The document was agreed.



S3-140053
Kc128 derivation at UTRAN to GERAN mobility (Rel-9)





33.102
  CR-0258  (-) v..





Source: Ericsson,NSN

Abstract: 

-

Decision: 

The document was revised to S3-140272.



S3-140272
Kc128 derivation at UTRAN to GERAN mobility (Rel-9)





33.102
  CR-0258  rev 1 (-) v..





Source: Ericsson,NSN

(Replaces S3-140053)

Decision: 

The document was agreed.



S3-140054
Kc128 derivation at UTRAN to GERAN mobility (Rel-10)





33.102
  CR-0259  (-) v..





Source: Ericsson,NSN

Abstract: 

-

Decision: 

The document was revised to S3-140273.



S3-140273
Kc128 derivation at UTRAN to GERAN mobility (Rel-10)





33.102
  CR-0259  rev 1 (-) v..





Source: Ericsson,NSN

(Replaces S3-140054)

Decision: 

The document was agreed.



S3-140055
Kc128 derivation at UTRAN to GERAN mobility (Rel-11)





33.102
  CR-0260  (-) v..





Source: Ericsson,NSN

Abstract: 

-

Decision: 

The document was revised to S3-140274.



S3-140274
Kc128 derivation at UTRAN to GERAN mobility (Rel-11)





33.102
  CR-0260  rev 1 (-) v..





Source: Ericsson,NSN

(Replaces S3-140055)

Decision: 

The document was agreed.



S3-140056
Kc128 derivation at UTRAN to GERAN mobility (Rel-12)





33.102
  CR-0261  (-) v..





Source: Ericsson,NSN

Abstract: 

-

Decision: 

The document was revised to S3-140275.



S3-140275
Kc128 derivation at UTRAN to GERAN mobility (Rel-12)





33.102
  CR-0261  rev 1 (-) v..





Source: Ericsson,NSN

(Replaces S3-140056)

Decision: 

The document was agreed.



7.5
GAA

7.5.1
 Security enhancements for usage of GBA from the browser

7.5.2 
GBA extensions for re-use of SIP Digest credentials

7.5.3
 Other GAA Issues

7.6
Multimedia Broadcast/Multicast Service (MBMS)

7.7
SAE/LTE Security

7.7.1
TS 33.401 Issues

7.7.2
TS 33.402 Issues

S3-140117
Correction of reference





33.402
  CR-0117  (-) v..





Source: Nokia Corporation, NSN

Abstract: 

-

Decision: 

The document was withdrawn.



S3-140176
Correction of reference





33.402
  CR-0117  rev 1 (Rel-12) v12.2.0





Source: Nokia Corporation, NSN

Abstract: 

update of 117 due to obtaining CR number late, no other changes

Decision: 

The document was agreed.



7.7.3
Other SAE/LTE Security Issues

7.8
Security Aspects of Home (e)NodeB

7.8.1
TS 33.320 Issues

7.8.2
TR 33.820 Issues

7.9
Security Aspects related to Machine-Type Communication

It was agreed to send for approval both the TR and TS.

Ericsson asked what the baseline is for the next meeting:

Rel-13 WID?

The Chairman asked whether it was acceptable to send them for information instead of approval.

Samsung answered that the TR must fulfil the deadline, the TS is ok for information only.

Samsung wanted to create a new TR in Rel-13.

The Chairman asked the companies if this clean slate approach was acceptable for everyone. There were some doubts in the group.

The Chairman commented that by the next meeting there should a new Rel-13 WID and a new TR skeleton to start the work. This WID depends on the SA1,SA2,SA3 discussions and the Plenary.

The Rapporteur proposed to send via email the parts that can be agreed for the Rel-13 version of the spec. The text will come from the existing TR and applied to the new version via copy/paste.

S3-140040
Security Requirements for Device triggering





Source: China Mobile, NSN, Samsung

Abstract: 

-

Decision: 

The document was approved.



S3-140090
Triggering message filtering in SMS router





Source: ZTE Corporation

Abstract: 

-

Discussion: 

Huawei: this sentence is not necessary here. ALU supported that.

Decision: 

The document was noted.



S3-140119
Proposed conclusion for USIM-device binding solution





Source: Alcatel-Lucent, BT Group, Ericsson, Gemalto, Morpho Cards, Orange, Qualcomm Incorporated

Abstract: 

Proposed conclusion for USIM-device binding solution

Decision: 

The document was noted.



S3-140191
Comments on S3-130119 'Proposed conclusion for USIM-device binding'





Source: Nokia Corporation, NSN

Abstract: 

-

Discussion: 

ALU had a contribution with their comments on NSN's comments.

Samsung: the assumption that MTC devices are  low cost doesn't correspond to reality. We are addressing the requirements.

Alf: let's not discuss billing/pricing, not decisive point.

ALU: the key storage is in fact, very small.

Samsung: It is not true that most terminals do not support secure environments.

NSN:additional cost is needed for the secure environment.

ALU: it is a security mechanism where the device reports to the operator that it is secure.

Vodafone: no need for a complicated enhanced AKA protocol.

BT: MTC devices are unattended, not smart phones. There must be a secure channel anyway. In ETSI M2M it is mandated.

Alex(BT): the IMEI is not necessarily unique. The 3GPP specs do not mandate that the IMEI must be unique. They require an unique identifier for the devices.

There were extensive discussions and agreement

Decision: 

The document was noted.



S3-140135
The way forward for restricting the USIM to specific MEs/MTC Devices





Source: Nokia Corporation, NSN, Teliasonera, China Unicom, ZTE Corporation

Abstract: 

-

Discussion: 

ALU objected the terms for the show of hands. What solutions will be chosen for the election.

The Chairman asked the companies to agree on the choices for the show of hands.

ALU pointed out that Tdoc 119 proposes new choices as well. It should be taken into account.

SA3 Chairman: Whatever solutions are approved will enter Rel-12. In case there is no agreement we will miss the Release.

It was decided to have one vote per company (e.g. Orange, ALU, HiSilicon,Huawei, NSN, Nokia…)

Results:

-
Network based solution: Simple check IMEI/IMSI in HSS vs. Kme

- 
UE based solution: PIN paring vs. USAT

Pin Pairing(8): NSN, Samsung, Docomo, Telia Sonera,Nokia,ITRI, Balckberry,Vodafone

USAT: (14) Huawei, HiSilicon, Alu, Orange, Morpho,Telecom Italia, Intel, Sprint,Qualcomm,BT,Gemalto, Ericsson,Docomo,Vodafone

Simple check solution(11): Samsung, Intel, NSN, ITRI,Vodafone,Blackberry,Telia Sonera,ZTE,Nokia,Huawei,HiSilicon

Bundle (11): Interdigital, HiSilicon,Huawei,BT,ALU,Gemalto,Orange,Morpho,Ericsson,Qualcomm,Sprint

China Unicom not present in the meeting, would support the Simple and PIN paring solution. They asked to be this pointed out.

DoCoMo stated that this needs offline discussion, given that there is no agreement on the Bundle solutions for Rel-12.

The Chairman decided that for Rel-12 there will be only a UE based solution.

Telia Sonera: let's include all options as optional. Only USAT does not reflect the market status.

Chairman: another option is not including anything if there is no consensus.

NSN supported this.

Qualcomm:I would go for including everything.

It was decided to move on with USAT. No consensus for a network based solution in Rel-12.

Decision: 

The document was noted.



S3-140120
pCR to TR 33.868: Conclusion for USIM-device binding





3GPP TR 33.868 v..





Source: Alcatel-Lucent, BT Group, Ericsson, Gemalto, Morpho Cards, Qualcomm Incorporated

Abstract: 

pCR to TR 33.868: conclusion for USIM-device binding solution

Decision: 

The document was noted.



S3-140121
pCR to TS 33.187





3GPP TS 33.187 v..





Source: Alcatel-Lucent, BT Group, Ericsson, Gemalto, Morpho Cards, Qualcomm Incorporated

Abstract: 

pCR to TS 33.187: addition of USAT application pairing

Decision: 

The document was approved.



S3-140128
PCR for TS 33.187 on network-based solution for USIM- device restriction





Source: Alcatel-Lucent, BT, Ericsson, Gemalto, Morpho Cards, Qualcomm Incorporated

Abstract: 

-

Decision: 

The document was noted.



S3-140132
Adding AMF bit usage for binding vectors to Kme





33.102
  CR-0263  (-) v..





Source: Alcatel-Lucent, Ericsson, Gemalto, Morpho Cards, Qualcomm Incorporated

Abstract: 

-

Decision: 

The document was noted.



S3-140133
Adding FC value for MTC work





33.220
  CR-0179  (-) v..





Source: Alcatel-Lucent, Ericsson, Gemalto, Morpho Cards, Qualcomm Incorporated

Abstract: 

-

Decision: 

The document was noted.



S3-140022
Update the architecture for Machine-Type Communication





Source: Huawei, HiSilicon

Abstract: 

-

Decision: 

The document was approved.



S3-140130
Restructuring Section 6 in TS 33.187





Source: Samsung

Abstract: 

-

Decision: 

The document was approved.



S3-140131
Deleting SA WG3 specific texts from TS 23.682





23.682 v..





Source: Samsung

Abstract: 

-

Decision: 

The document was revised to S3-140261.



S3-140261
Deleting SA WG3 specific texts from TS 23.682





23.682
  CR-0083  rev 1 (Rel-12) v12.0.0





Source: Samsung

(Replaces S3-140131)

Discussion: 

Added CR number

Decision: 

The document was agreed.



S3-140020
Deletion of editor's note for SDT NAS solution in clause 5.7.4.1.2





Source: Huawei, HiSilicon

Abstract: 

-

Decision: 

The document was noted.



S3-140021
Deletion of editor's note for SDT NAS solution in clause 5.7.6.7





Source: Huawei, HiSilicon

Abstract: 

-

Decision: 

The document was noted.



S3-140127
Update to SDT evaluation





Source: NEC Corporation

Abstract: 

-

Decision: 

The document was noted.



S3-140185
Comments on S3-140127





Source: China Mobile, NSN, Nokia Corporation

Abstract: 

-

Decision: 

The document was noted.



S3-140223
Comments from ALU on the comments from NSN for S3-140119





Source: Alcatel-Lucent

Decision: 

The document was noted.



S3-140225
MTC draft spec





Source: Rapporteur

Decision: 

The document was approved.



S3-140260
Draft TR on MTC





Source: Rapporteur

Discussion: 

This spec is going for information and approval to SA Plenary.

Decision: 

The document was approved.



S3-140262
Cover sheet for MTC TR





Source: Rapporteur

Decision: 

The document was approved.



S3-140263
Cover sheet for MTC TS





Source: Rapporteur

Decision: 

The document was approved.



S3-140288
LS to SA2 on removal of SA3 text in TS 23.682





Source: Samsung

Decision: 

The document was approved.



7.10 
Security Aspects of Public Warning System

S3-140005
pCR 33.869 - Conclusions





33.869 v..





Source: Ericsson

Abstract: 

-

Decision: 

The document was withdrawn.



S3-140174
pCR 33.869 - Conclusions (Update to S3-140005)





33.869 v..





Source: Ericsson

Abstract: 

-

Discussion: 

Has been discussed together with S3-140194. For discussion refer to S3-140194

Decision: 

The document was revised to S3-140280.



S3-140194
Comments on S3-140174 - PWS conclusion





Source: Nokia Corporation, NSN

Abstract: 

Grouping the solutions in 3GPP infrastructure related, i.e. network entity impacting, and not-3GPP infrastructure impacting. Adding the essential questions essential questions a regulator would need to decide on when designing a PWS security solution:. “How is the PWS root keys distributed to UEs? What key management (update, revocation) is needed? What security information and length restrictions in warning messages apply? What key infrastructure is wanted? Which digital signature system can be used? What are the relevant domain parameters? How can one mitigate the PWS security circumvention attack? How can it be mitigated in the case of roaming and limited service state situations?” 
Discussion: 

NSN proposed to add that solutions can be grouped and that key issues should be mentioned; they stated that in last meetings several times proposals were made to follow the path that allows separation of PWS security functionality from 3GPP operator network functions; solutions can be grouped in either relying on 3GPP infrastructure (Solution 1-5) or being independent from infrastructure (Solution 6-9) in terms of transporting the public key securely.

Huawei: we never discussed how to group the solutions.

Blackberry: keep it simple, list different approaches and move on.

NSN:there are solutions that provoke network impact and some that don't, we want to reflect this by grouping them.

Vodafone supported Huawei: we should be as neutral as possible, just enumerate the solutions.

Ericsson: I like the grouping.

BT: I agree with the grouping.

Huawei: there are many ways of grouping the solutions, we never discussed it before. Why now?

NSN: we just want to clarify the status after last meeting where SA3 didn't support the NAS solution anymore.

NTT-DoCoMo: VF said we have no conclusion, all solutions are back in the table. We agreed on that, also on not leaning towards any solution in particular.

Sprint: what's the decision? Not clear.

NSN: the key issues on PWS security clarify this. Sprint agreed.

NSN: we can state that some solutions rely on 3GPP infrastructure some don't. This is neutral.

Vodafone: what's the value of this?

NSN: Vodafone  stated in the last 2 meetings that they did not wanted to go for NAS based for solutions because of the impact on the infrastructure.

Vodafone agreed to have said this

VF:, that was for delivering the a solution as fast as possible. 

VF didn’t agree with grouping solutions..

BT: who's the audience? I thought it was the regulators who take the decision when deploying this. It's for the regulators to make an opinion. Leave it as it is.

The key issues document was revised and approved.

A reference for these key issues was agreed.

Reference to any grouping was removed.

The Chairman proposed to delete the whole part about grouping and listing of solutions.

There was no agreement, although companies like BT and Ericsson supported the grouping proposed by NSN

After agreeing on another NSN contribution about key issues (S3-140279), the NSN proposal on adding paragraph on key issues was agreed with modifications. Reference to new  section added. Huawei also wanted to reference the section on security features. 

Last sentence replaced by original text proposal from S3-140174

Decision: 

The document was revised to S3-140280.



S3-140280
Comments on S3-140174 - PWS conclusion





Source: Nokia Corporation, NSN

(Replaces S3-140194)

Discussion: 

NSN commented that the TR is not complete, not only for the regulators' issue but also due to SA3 disagreement on several issues.

Decision: 

The document was approved.



S3-140007
Update of PWS_SEC WID





Source: Ericsson

Abstract: 

-

Discussion: 

It was agreed to make the TR a 900 series instead of a 800 series. Ericsson will send an email to MCC to request a number for the spec.

Decision: 

The document was noted.



S3-140006
pCR 33.869 - Restrictions on signature length in PWS security





33.869 v..





Source: Ericsson, Nokia Corporation, NSN

Abstract: 

-

Decision: 

The document was approved.



S3-140011
Solving editor's notes in solution 1 and solution 3





Source: Huawei, HiSilicon

Abstract: 

-

Discussion: 

Approved with modifications

Decision: 

The document was approved.



S3-140012
Solving the editor's notes in clause 8.3.2 of PWS TR33.869





Source: Huawei, HiSilicon

Abstract: 

-

Decision: 

The document was revised to S3-140282.



S3-140282
Solving the editor's notes in clause 8.3.2 of PWS TR33.869





Source: Huawei, HiSilicon

(Replaces S3-140012)

Decision: 

The document was approved.



S3-140114
Clarifications on PWS Implicit Certificate approach





Source: BlackBerry UK Ltd.

Abstract: 

-

Decision: 

The document was noted.



S3-140115
pCR: Clarifications on PWS Implicit Certificate approach





Source: BlackBerry UK Ltd.

Abstract: 

-

Decision: 

The document was approved.



S3-140098
pCR PWS - key issues





Source: Nokia Corporation, NSN

Abstract: 

Adding key issues important for designing a PWS security system. It is proposed to place this section under the evaluation clause as a final resume.

Discussion: 

BT supported this.

Vodafone: management of PWS root keys to UE is not the key issue. 

NSN proposed to align with Vodafone: When selecting the mechanism of distribution of PWS keys, the impact on the network operators, device manufacturers, needs to be taken into account.

Vodafone agreed.

NSN: we are trying to summarize, to have a section to help the regulator establishing their requirements.

Vodafone: I cannot accept this section, comparing the solutions in key issue "Security information and length restriction..". It should be deleted.

NSN: if we take out every hint of comparison, what is left of the TR?

The Chairman asked the delegates about having these key issues.

Telia Sonera found it good to have these key issues.

Blackberry: my preference is not to have the key issues, but I will go with whatever is decided.

BT supported the key issues as something useful for the regulators.

Vodafone: fine with having key issues.

NSN: if there's text that favours a solution we are fine with modifying whatever is necessary.

It was agreed not to have the infrastructure considerations as a key issue.

On circumvention attacks key issue,VF: does this conflict with SA1 requirements on roaming?

Blackberry: there are no requirements on roaming.

Ericsson: there are but they are incomprehensible.

The discussions went offline and the document was revised.

Decision: 

The document was revised to S3-140279.



S3-140279
pCR PWS - key issues





Source: Nokia Corporation, NSN

(Replaces S3-140098)

Decision: 

The document was approved.



S3-140099
pCR PWS - Summarizing requirements





Source: Nokia Corporation, NSN

Abstract: 

The aim is to clean up the TR if SA3 wants to give an outside reference (33.9xx series). PWS security requirements are summarized and collected from several places within the TR and sorted after importance.

Discussion: 

Telia Sonera: is this needed? Requirements at the end instead of the beginning.

BT: there are conclusions again. Vodafone agreed.

NSN: These are requirements already stated in the TR, nothing new.
Decision: 

The document was noted.



S3-140100
pCR PWS - Editorial - rephrasing to the general section





Source: Nokia Corporation, NSN

Abstract: 

-

Decision: 

The document was approved.



S3-140101
pCR PWS - Editorial - rephrasing to section 6.2.5.1





Source: Nokia Corporation, NSN

Abstract: 

-

Decision: 

The document was approved.



S3-140103
pCR PWS - Note on risk analysis





Source: Nokia Corporation, NSN

Abstract: 

It has been decided to stop the WID with a TR. However, some aspects of risk analysis may need to be considered in case the TR is re-opened again one day. Therefore an editor's note is added wrt risk analysis. In addition it is proposed to swap some text.
Discussion: 

Vodafone preferred to delete the new editor's note.

NSN: it's missing from the TR.

TeliaSonera liked the text of the Editor's note.

Ericsson: let's keep it as a note.

The Chairman proposed to have it as a note.

Sprint: PWS doesn’t discriminate among users. Why to do something for a particular user?

NSN: PWS security addresses attacks both large crowds and individual users. The latter is more difficult to solve and it hasn't been solved in the TR.

Decision: 

The document was revised to S3-140283.



S3-140283
pCR PWS - Note on risk analysis





Source: Nokia Corporation, NSN

(Replaces S3-140103)

Decision: 

The document was approved.



S3-140104
pCR PWS - Missing text to solution section





Source: Nokia Corporation, NSN

Abstract: 

One solution is missing in the general section of the solution section. Missing text added and clarification made: Solutions 1-5 rely on the 3GPP infrastructure and therefore impact 3GPP network entities. Solutions 6-9 rely on 3GPP independent infrastructure
Decision: 

The document was revised to S3-140284.



S3-140284
pCR PWS - Missing text to solution section





Source: Nokia Corporation, NSN

(Replaces S3-140104)

Decision: 

The document was revised to S3-140298.



S3-140298
pCR PWS - Missing text to solution section





Source: Nokia Corporation, NSN

(Replaces S3-140284)

Decision: 

The document was approved.



S3-140105
pCR PWS - Evaluation on 3GPP network impacting solution





Source: Nokia Corporation, NSN, Ericsson

Abstract: 

In SA3#73 and #72 clear statements to not make use of security functionality provided by the 3GPP operator network and therefore to narrow the solution scope accordingly. SA3#73 had several proposals for concluding the TR within this scope. Thus, the solution scope can be narrowed to 6-9 considering the means against circumvention attacks. Therefore, the final conclusion on 3GPP network impacting solutions should be stated in the relevant evaluation sections
Discussion: 

NSN presented the document and proposed to add the following clause to Solution 3,4, and 5: “3GPP SA3 decided to not make use of security functionality provided by the 3GPP operator network, i.e. ruling out solutions 1 through 5. One reason was the desire for a clear separation of PWS security functionality from 3GPP operator network functions so that PWS security becomes an over-the-top application. Another reason was that the solutions 1, 2, 3, and 5 have security problems when the warning messages are transported over GERAN, even when the user has a USIM. Solution 4 has not been fully developed.”
Huawei: why do we have several conclusions for every solution if we have one for the whole TR?

NSN: as it stands now, the conclusion needs some evaluations.

Vodafone supported Huawei.

Blackberry supported Huawei and Vodafone.

Decision: 

The document was revised to S3-140285.



S3-140285
pCR PWS - Evaluation on 3GPP network impacting solution





Source: Nokia Corporation, NSN, Ericsson

(Replaces S3-140105)

Discussion: 

NSN proposes to simplify the text of 105 to: “This solution impacts the 3GPP network entities and makes use of security functionality provided by the 3GPP operator network. Apart from security problems with regard to the circumvention attack that apply to all solutions, this solution has also security problems when the warning messages are transported over GERAN, even when the user has a USIM.”
Vodafone: 285 and 286 are still about grouping. I disagree with them. It's not about splitting into impact and not impact on the network.

Ericsson: it's a fact that there is an impact in the solution.

NSN: it's also denying a fact on the GERAN issue.

Blackberry: emphasizing on how to judge the solution is not correct.

Decision: 

The document was noted.



S3-140106
pCR PWS - Evaluation of non-3GPP network impacting solutions





Source: Nokia Corporation, NSN, Ericsson

Abstract: 

Evaluation clause for solution 6,7,8, and 9 (i.e. clause 7.10) are added and a combined conclusion on non-3GPP network impacting solutions is given.
Discussion:

NSN proposed to add the following text as conclusion and ruling out network impacting solutions for PWS security: “PWS security has been studied in SA3 in TR 33.869. In SA3#73 and #72 clear statements to not make use of security functionality provided by the 3GPP operator network and therefore to narrow the solution scope accordingly. SA3#73 had several proposals for concluding the TR within this scope. Thus, the solution scope can be narrowed to 6-9 considering the means against circumvention attacks and the usage of non-PKI infrastructure as described in Section 7.10.”
Decision: 

The document was revised to S3-140286.



S3-140286
pCR PWS - Evaluation of non-3GPP network impacting solutions





Source: Nokia Corporation, NSN, Ericsson

(Replaces S3-140106)

Discussion: 

NSN: Candidates solutions have been evaluated in here.

Some sections in the TR have no evaluation.

NSN proposes to simplify the statement of 106 by “Solutions 6, 7, and 9 do not make use of security functionality provided by the 3GPP operator network for provisioning the public key. Solution 6 and 7 use a PKI based approach and Solution 9 a non-PKI based approach. All of them consider means against circumvention attacks.” 

NSN: table captures important findings on non-network impacting solutions.
The Chairman commented that we cannot go on without a consensus.

NSN is concerned that the conclusion section includes a false statement: “candidate solutions have been evaluated.”
Vodafone: I don't agree with the evaluation of solution 9, like the impact on the UICC that is not clear. I don't agree with the table, but I would like to move it to other section. 
NSN agreed to move the content into a different section, but then VF didn't agree with most of the sections either.

Ericsson supported the original contribution.

Blackberry: put the table in the section that Vodafone suggests.

Vodafone: it's a fundamental issue on the text about grouping things.

Decision: 

The document was noted.



S3-140107
pCR PWS - was S3-131074 Evaluation - Signing proxy compared to IMPCERT





Source: Nokia Corporation, NSN, Teliasonera

Abstract: 

This pCR was not discussed in the last meeting due to the general discussion on the way forward of PWS WID. After it has now been decided that the WID will stop at a TR, we suggest capturing important findings of the discussion. This will enable to gain a full picture of the WID status in the case of re-opening the WID again one day.
Discussion under commenting contribution S3-140187
Decision: 

The document was revised to S3-140287.



S3-140287
Comments on S3-140107: PWS security: Comparison of the use of signing proxies and implicit certificates





Source: Nokia Corporation,NSN.

(Replaces S3-140107)

Discussion: 

This document includes the comments from 187

Blackberry thought that more changes were necessary.

NSN commented that due to time restrictions this was all they could do, this addresses 187 comments at least.

Blackberry: more comments were welcome and they way it looks this shouldn't be included in the TR.

NSN: too many comments on the last day of meeting during lunch break are not proper. Blackberry is welcome to come with a contribution in the next meeting.
Blackberry: a lot of this looks technically incorrect and I provided NSN with my comments. I gave my comments when the NSN document was presented and I wrote them in an email.

The Chairman commented that the decision was to take it offline, including Blackberry's comments. The Chairman proposed the companies involved in the discussion to work on this offline before the next meeting.

Decision: 

The document was noted.



S3-140187
Comments on S3-140107: PWS security: Comparison of the use of signing proxies and implicit certificates





Source: BlackBerry UK Ltd.

Abstract: 

-

Discussion: 

Blackberry commented that this document is against the general agreement from last meeting. 

TeliaSonera: it is not a strict evaluation.

During the discussion NSN raised the question, whether the agreed way forward proposal from VF (clean up of TR with no conclusion and become TR900) means, that now no evaluation of solutions shall be included. NSN stated: “NSN would like to clarify what is meant by the VF text to have no conclusion in the TR. This seems to be important for continuation with the clean up of the TR. NSN’s understanding of the agreement was to have a neutral conclusion section without recommending any solution, but, as understood from VF’s statement in the last meeting : nevertheless evaluation of solutions should be done.“ 

NSN further pointed out, that in their understanding cleaning up a TR which has been stopped but not completed also means “capturing the status of discussion” in the TR.

Vodafone: In the summary, 112 bit level security is sufficient for PWS security. We don't agree it has a benefit.

TeliaSonera: it's worth mentioning it.

Rewording was needed, update of 107 in S3-140287
Decision: 

The document was noted.



S3-140295
PWS TR





Source: Rapporteur

Discussion: 

When the TR is ready, MCC will convert it to 900 series and upload it to the 3GPP Website. Content will be identical.

ACTION:
Send an email letting the delegates know about the 900 series spec uploaded to the 3GPP website

(action on: MCC / due by: 2014-04-14)

Decision: 

The document was left for email approval and approved.



7.11
Firewall Traversal

7.11.1
Study on Firewall Traversal

7.11.2
Tunnelling of UE Services over Restrictive Access Networks

S3-140010
The mechanism for the IMS client to determine when TURN over TCP/TLS can be used





33.203
  CR-0205  (-) v..





Source: Huawei

Abstract: 

propose a mechanism for the IMS client to determine when TURN over TCP/TLS can be used

Decision: 

The document was withdrawn.



S3-140177
The mechanism for the IMS client to determine when TURN over TCP/TLS can be used





33.203
  CR-0205  rev 1 (Rel-12) v12.3.0





Source: Huawei

Abstract: 

-

Decision: 

The document was revised to S3-140276.



S3-140276
The mechanism for the IMS client to determine when TURN over TCP/TLS can be used





33.203
  CR-0205  rev 2 (Rel-12) v12.4.0





Source: Huawei

(Replaces S3-140177)

Decision: 

The document was agreed.



7.12 
Security Aspects of WLAN Network Selection for 3GPP Terminals

The Chairman asked the Rapporteur if the draft TR was ready to send it to the Plenary.

Huawei replied that it needed more work.

BT pointed out that an extension would be refused since this doesn't affect any other work.

NSN commented that we need feedback from CT1. Not sure whether this can be done in Rel-12.

MCC clarified that if the TR is not completed in time for Rel-12 it is automatically upgraded to Rel-13. No need to update the WID unless new technical work is added. In this case, the WID would have to be revised.

The Chairman asked about the possibility of sending the LS. Some companies needed to discuss this offline. There was no consensus.

S3-140032
Deletion of editor's note 2 in clause 5.2.1





Source: Huawei, HiSilicon

Abstract: 

-

Decision: 

The document was revised to S3-140265.



S3-140265
Deletion of editor's note 2 in clause 5.2.1





Source: Huawei, HiSilicon

(Replaces S3-140032)

Decision: 

The document was approved.



S3-140031
Deletion of editor's notes 1 in clause 5.2.1





Source: Huawei, HiSilicon

Abstract: 

-

Decision: 

The document was noted.



S3-140041
Discussion on the threats of solution 2





Source: China Mobile, China Unicom

Abstract: 

-

Decision: 

The document was noted.



S3-140266
Discussion on the threats of solution 2





Source: Huawei,HiSilicon,China Mobile

Decision: 

The document was approved.



S3-140033
Discussion on the solutions of key issues in TR33.865





Source: Huawei, HiSilicon

Abstract: 

-

Decision: 

The document was noted.



S3-140034
CR-Provision of Trusted status information by ANDSF server





33.402
  CR-0116  (Rel-12) v12.2.0





Source: Huawei, HiSilicon

Abstract: 

-

Discussion: 

NSN: We need a more grained definition of access network identity and bring it to CT1. Also to modify TS 23.401.

Ericsson: this  is related to document 0041.

Huawei: We can send a LS to CT1.

The Chairman proposed to note the CR and asked the companies to discuss the possibility of a LS.

Decision: 

The document was noted.



S3-140267
New draft TR on WLAN_NS





Source: Rapporteur

Decision: 

The document was approved.



7.13
Security Aspects of Proximity-based Services

S3-140178
LS on Group Communication Security in LTE





Source: ETSI TCCE

Abstract: 

-

Discussion: 

The pCRs are input for the meeting and will be considered separately.

Decision: 

The document was noted.



S3-140070
LS on discovery message size





Source: R2-134591

Abstract: 

-

Decision: 

The document was replied to in S3-140226.



S3-140226
Reply to: LS on discovery message size





Source: Qualcomm

Decision: 

The document was approved.



S3-140071
Reply LS on ProSe Lawful Interception





Source: RP-132107

Abstract: 

-

Decision: 

The document was noted.



S3-140091
Definitions for the TR of ProSe security





Source: ZTE Corporation

Abstract: 

-

Decision: 

The document was approved.



S3-140139
Proposed key issue on security between network entities in ProSE





Source: Qualcomm Incorporated

Abstract: 

-

Decision: 

The document was revised to S3-140227.



S3-140227
Proposed key issue on security between network entities in ProSE





Source: Qualcomm Incorporated

(Replaces S3-140139)

Decision: 

The document was approved.



S3-140102
Configuration data for ProSe UEs





Source: Ericsson

Abstract: 

-

Decision: 

The document was approved.



S3-140138
Protecting the configuration exchanges between ProSe Servers and UE in both directions





Source: Qualcomm Incorporated

Abstract: 

-

Decision: 

The document was approved.



S3-140172
Security solution for ProSe communication





Source: Samsung

Abstract: 

-

Discussion: 

ALU didn't see a solution here.

Decision: 

The document was noted.



S3-140126
Security threat and requirement for Network Controlled ProSe Discovery





Source: Samsung

Abstract: 

-

Discussion: 

The DoS attack seemed not to be feasible to some companies like Telecom Italia. Telecom Italia preferred to have the contribution noted and realize a further study on the DoS.

BT commented that this attack has been studied.

Decision: 

The document was revised to S3-140229.



S3-140229
Security threat and requirement for Network Controlled ProSe Discovery





Source: Samsung

(Replaces S3-140126)

Decision: 

The document was approved.



S3-140045
Solution against DOS attack in registration procedure





Source: China Mobile, Intel

Abstract: 

-

Discussion: 

ALU: the MME should be aware of a specific request made to the ProSe server. May requests would need an overload control.

Motorola advised that the 2nd option Captcha would not be a good option for public safety as it would delay emergency communications and distract public safety users who may be in harm’s way.

It was agreed to add an editor's note.

Decision: 

The document was revised to S3-140230.



S3-140230
Solution against DOS attack in registration procedure





Source: China Mobile, Intel,Alcatel-Lucent

(Replaces S3-140045)

Decision: 

The document was approved.



S3-140092
Proposed solution for security for ProSe discovery for Public Safety





TR 33.cde v..





Source: Motorola Solutions

Abstract: 

This contribution explains how ProSe discovery (primarily direct) for Public Safety is different from the ProSe discovery for commercial applications. Text is proposed for the solutions section in the TR 33.cde to cover the Public Safety paradigm.

Discussion: 

Telecom Italia: If we agree, there are two possible solutions whereas we should have one.

Telecom Italia also asked for alignment with SA2 terms, since the ones used here are different and we must use the same.

Qualcomm: what are the public safety use cases we are working with? We need to ask SA2.

ALU: the validity of the use cases is for further study.

Decision: 

The document was noted.



S3-140134
Security for direct discovery with network checking





Source: Qualcomm Incorporated

Abstract: 

-

Discussion: 

Some of the content depends on resolution from SA2, as pointed out by Telecom Italia.

Nokia also pointed out the roaming case, that will be included in the revision.

Decision: 

The document was revised to S3-140231.



S3-140231
Security for direct discovery with network checking





Source: Qualcomm Incorporated

(Replaces S3-140134)

Decision: 

The document was approved.



S3-140129
Potential security threat on the Solution #2.1 Security for discovery





Source: Samsung

Abstract: 

-

Discussion: 

Intel supported this and commented we had agreed on this editor's note before but somehow it got lost in the way.

Interdigital warned about the danger of replicating the messages.

ALU: it cannot be replayed because it is time limited.

Interidigital: we agreed on freshness, not time limit. Samsung supported this.

Decision: 

The document was revised to S3-140232.



S3-140232
Potential security threat on the Solution #2.1 Security for discovery





Source: Samsung

(Replaces S3-140129)

Decision: 

The document was approved.



S3-140044
Security analysisfor restricted ProSe discovery





Source: China Mobile, Intel

Abstract: 

-

Discussion: 

Qualcomm: This is hard to do because there is no ACK.

Intel: we send the discovery info with the signature. When deleting the discovery info to find what you look for.

Qualcomm: it is inefficient to check every discovery message.

In restricted discovery there are more than two messages to be protected.

ALU: this doesn’t resolve the problem of restricted discovery.

Decision: 

The document was revised to S3-140233.



S3-140233
Security analysisfor restricted ProSe discovery





Source: China Mobile, Intel

(Replaces S3-140044)

Decision: 

The document was approved.



S3-140077
Security in ProSe Discovery





Source: NEC Corporation

Abstract: 

-

Discussion: 

ALU didn’t see why this was needed. They commented that this is already described in the spec.

Intel: we are reinventing the wheel. We have mechanisms for this already.

Decision: 

The document was revised to S3-140235.



S3-140235
Security in ProSe Discovery





Source: NEC Corporation

(Replaces S3-140077)

Decision: 

The document was approved.



S3-140093
Advisory on S3-140070 (incoming LS on discovery message size from RAN2)





N/A v..





Source: Motorola Solutions

Abstract: 

This contribution proposes concrete answers as well as a way forward to respond in a meaningful fashion to the RAN2 liaison inspired by a corresponding RAN1 liaison and sent by RAN2 to both SA2 and SA3.  The liaison asks guidance about the ProSe discovery

Decision: 

The document was noted.



S3-140023
Key issue for one-to-many communication in ad-hoc mode





Source: Huawei, HiSilicon

Abstract: 

-

Decision: 

The document was revised to S3-140236.



S3-140236
Key issue for one-to-many communication in ad-hoc mode





Source: Huawei, HiSilicon

(Replaces S3-140023)

Decision: 

The document was approved.



S3-140196
Comments on S3-140023





Source: CESG

Abstract: 

-

Decision: 

The document was noted.



S3-140046
ProSe: Clarification of Key Issue 3.1





Source: ETSI TC TCCE

Abstract: 

-

Discussion: 

Qualcomm: should we mirror the same key issue into one-to-one communication?

Decision: 

The document was approved.



S3-140047
ProSe: Addition of session keys to Key Issue 3.4





Source: ETSI TC TCCE

Abstract: 

-

Discussion: 

BT: in certain scenarios we may have to keep expired keys.

EADS: this is UE-UE communication without collaboration of the network.

Decision: 

The document was revised to S3-140238.



S3-140238
ProSe: Addition of session keys to Key Issue 3.4





Source: EADS

(Replaces S3-140047)

Decision: 

The document was approved.



S3-140048
ProSe: Scalability of Solution 3.4





Source: ETSI TC TCCE

Abstract: 

-

Discussion: 

BT: the authentication could be done in parallel or sequentially, it's not clear to me.

Intel: it's a timing problem, not scaling problem. It's not the call setup it's the group setup. Mutual authentication is a requirement from SA1.

There were many concerns and it was decided to note the document and wait for more clarification from ETSI TC TCCE

Decision: 

The document was noted.



S3-140024
Security for one-to-many communication in ad-hoc mode





Source: Huawei, HiSilicon

Abstract: 

-

Discussion: 

BT: you can't meet the requirement without mandating a secure channel. You attack one mobile you attack everyone in the group.

Gemalto: there's no secure channel in MBMS.

Ericsson: if we have the key in the UICC at some point it will have to leave the UICC and it needs a secure channel for that if the group key is a session key, and you want to fulfil the requirement you propose that the key shall never leave secure environment in UICC or ME. I agree with BT.

Where the key is stored will need to be clarified. Also whether it is a pre-configured key.

It was also questioned whether OMA-DM could be used here.

Motorola opined that though in general the emphasis of this contribution is key management and securely storing keys, the wording too strongly emphasizes storing keys in the UICC (SIM card) and using OMA-DM for key management. The language needs to be more generic (e.g. use the term ‘secure element’ which is inclusive of embedded chip, microSD card, UICC, TEE , etc.).

Editor's notes were added to address these comments.

Decision: 

The document was revised to S3-140237.



S3-140237
Security for one-to-many communication in ad-hoc mode





Source: Huawei, HiSilicon

(Replaces S3-140024)

Decision: 

The document was approved.



S3-140060
Discussion Doc: A Unified Approach to Public Safety Security





Source: CESG

Abstract: 

-

Discussion: 

Intel: how is authentication is dome?

CESG: this is open in the paper. We would like to see it here eventually. We want to avoid multiple layers and push forward to a end-to-end security solution.

Intel: What will we lose when GBA is not available when out of coverage?

CESG: provision will not be possible.

Decision: 

The document was noted.



S3-140059
pCR ProSe: Update to IDENTITY Solution for ProSe Group Communications





Source: CESG

Abstract: 

-

Discussion: 

Intel: not in the definition part.

Decision: 

The document was revised to S3-140239.



S3-140239
pCR ProSe: Update to IDENTITY Solution for ProSe Group Communications





Source: CESG

(Replaces S3-140059)

Decision: 

The document was approved.



S3-140136
Using a single group key and bearer level security for ProSe one-to-many communication





Source: Qualcomm Incorporated

Abstract: 

-

Discussion: 

Add sender's id was the modification suggested.

Motorola opined that this is a fairly generic key management solution that places security at the bearer level. The proposed solution would tie the bearer to a specific group. They believed that security needs to be at the application level which, if pre-established bearers were to be used, then the GCSE AS could map any group communication to the bearer. This solution could be made more generic so as to apply to the application layer. The solution appears to mandate interdependency between application layer group identities and keys within the ProSe Key Management Function. The recommendation ties security to L2 technology. If IP layer makes a routing decision to move communication from LTE to WiFi, it would require new security keys. Different security solutions would be required for unicast versus MBMS group communication. An application should not care about these lower layer details. In the end, this solution cannot support e2e application security (e.g. tethered devices).

Decision: 

The document was revised to S3-140240.



S3-140240
Using a single group key and bearer level security for ProSe one-to-many communication





Source: Qualcomm Incorporated

(Replaces S3-140136)

Decision: 

The document was approved.



S3-140137
Using a one-to-many security solution for ProSe UE to network relays





Source: Qualcomm Incorporated

Abstract: 

-

Discussion: 

ALU: this doesn't fulfil the requirement on communication between group members. The relay is not the destination, it is between two UE.

Decision: 

The document was revised to S3-140241.



S3-140241
Using a one-to-many security solution for ProSe UE to network relays





Source: Qualcomm Incorporated

(Replaces S3-140137)

Decision: 

The document was approved.



S3-140173
Security for ProSe group communication





Source: Samsung

Abstract: 

-

Discussion: 

Nokia: what is the reason for an interface with HSS? why can’t ProSe server generate key?, we propose to delete the HSS sentence

Nokia: last sentence – why needs key to be delivered?

Samsung: the key is used for long term session

Nokia: UE can derive key also itself
Intel: all details are missing. It needs to be back with more details.

The Chairman considered that the document needed reformulation all around and for that reason needed to be noted.

Decision: 

The document was noted.



S3-140088
Network assisted algorithm negotiation for one-to-one communication





Source: Huawei, HiSilicon

Abstract: 

-

Discussion: 

Qualcomm: I don't think this case fits into Rel-12.

Alu: I see no network control.

Decision: 

The document was noted.



S3-140089
Network assisted key establishment for one-to-one communication





Source: Huawei, HiSilicon

Abstract: 

-

Decision: 

The document was revised to S3-140245.



S3-140245
Network assisted key establishment for one-to-one communication





Source: Huawei, HiSilicon

(Replaces S3-140089)

Decision: 

The document was approved.



S3-140195
Comments on S3-140023





Source: CESG

Abstract: 

-

Decision: 

The document was withdrawn.



S3-140246
Preparation for Joint meeting on ProSe





Source: Rapporteur

Decision: 

The document was approved.



S3-140247
Draft TR on ProSe





Source: Rapporteur

Decision: 

The document was left for email approval and approved

7.14
Security Aspects of Group Communication System Enablers for LTE

S3-140081
pCR GCSE - Discussion paper on security focus in Rel.12





Source: Nokia Corporation, NSN

Abstract: 

SA3 needs to take decisions on security for GCSE_LTE WID. The following discussion paper summarizes the idea of GCSE and discusses the security options feasible for Rel.12.

Decision: 

The document was noted.



S3-140171
GCSE_LTE security between the UE and GCSE AS





Source: Ericsson

Discussion: 

BT: It's not SA3 responsibility to treat the overload control.

Decision: 

The document was revised to S3-140249.



S3-140249
GCSE_LTE security between the UE and GCSE AS





Source: Ericsson

(Replaces S3-140171)

Decision: 

The document was approved.



S3-140082
pCR GCSE - Level of applying security - solution options





Source: Nokia Corporation, NSN

Abstract: 

List reasonable options of functional split between applying security in GCSE_AS and using MBMS security, demanding at least one 3GPP security solution apart from application layer security.

Discussion: 

Gemalto found statements that were more in the scope of SA2 than in SA3.

It was decided that feedback from SA2 will proceed the work with the solutions.

Decision: 

The document was revised to S3-140250.



S3-140250
pCR GCSE - Level of applying security - solution options





Source: Nokia Corporation, NSN

(Replaces S3-140082)

Decision: 

The document was approved.



S3-140014
Comparison of EPS bearer layer security and application layer security





Source: Huawei, HiSilicon

Abstract: 

-

Discussion: 

BT questioned turning off the under layer security.

CESG: MBMS security is application layer security. Not bearer layer security. NSN supported this.

NSN: there are statements that cannot be done without knowing about the application layer security.Ericsson supported this.

Decision: 

The document was noted.



S3-140013
Solution and evaluation on key issue: Security across unicast and multicast modes





Source: Huawei, HiSilicon

Abstract: 

-

Discussion: 

The Chairman commented that the evaluation could be clearer when the work is more advanced.

There was no support for this document.

Decision: 

The document was noted.



S3-140083
pCR GCSE - key issue GC2 interface - details





Source: Nokia Corporation, NSN

Abstract: 

Adding explanation and proposal to this key issue.

Discussion: 

Tdoc 0016 intends to change the same action.

Merged with 0016.

Decision: 

The document was revised to S3-140251.



S3-140251
pCR GCSE - key issue GC2 interface - details





Source: Nokia Corporation, NSN

(Replaces S3-140083)

Decision: 

The document was approved.



S3-140016
Solution to key issue Communication between GCSE AS and BM-SC





Source: Huawei, HiSilicon

Abstract: 

-

Discussion: 

NSN: the phrase "GCSE AS can be located inside the operator domain or outside the operator domain" is not true. Not allowed in SA2.

Qualcomm: GCSE AS can be both inside and outside.

NSN acknowledged the clarification of Qualcomm.
NSN:MBMS can be used to provided protection, we will decide later on this. Don't agree with the use of proprietary mechanisms.

Merged with 083

Decision: 

The document was revised to S3-140251.



S3-140017
Solution to key issue Transmitter Group Member identification





Source: Huawei, HiSilicon

Abstract: 

-

Discussion: 

NSN: your solution doesn't fully address the key issue.

Decision: 

The document was revised to S3-140252.



S3-140252
Solution to key issue Transmitter Group Member identification





Source: Huawei, HiSilicon

(Replaces S3-140017)

Decision: 

The document was approved.



S3-140018
Analysis of adding and removing group members





Source: Huawei, HiSilicon

Abstract: 

-

Decision: 

The document was revised to S3-140253.



S3-140253
Analysis of adding and removing group members





Source: Huawei, HiSilicon

(Replaces S3-140018)

Decision: 

The document was approved.



S3-140188
GCSE: Comments on S3-140018





Source: ETSI TC TCCE

Abstract: 

-

Decision: 

The document was noted.



S3-140058
pCR GCSE: IDENTITY Solution for GCSE Security





Source: CESG

Abstract: 

-

Decision: 

The document was revised to S3-140255.



S3-140255
pCR GCSE: IDENTITY Solution for GCSE Security





Source: CESG

(Replaces S3-140058)

Discussion: 

It is for further study how identities are managed.

Decision: 

The document was approved.



S3-140084
pCR GCSE key issue - Group key compromise





Source: Nokia Corporation, NSN

Abstract: 

Description of key issue; adding threats and first ideas, which could lead to requirements.

Decision: 

The document was approved.



S3-140085
pCR GCSE - Key issue: UE-to-Network Relay





Source: Nokia Corporation, NSN

Abstract: 

ProSe UE-to-Network Relay: is a form of relay in which a Public Safety ProSe-enabled  UE acts as a ProSe E-UTRA communication relay between a Public Safety ProSe-enabled UE and the ProSe-enabled network using E-UTRA. This contribution discusses GCSE_LTE interaction with ProSe UE-to-Network Relays and threats.
Decision: 

The document was approved.



S3-140019
Corrections to GCSE TR





Source: Huawei, HiSilicon

Abstract: 

-

Decision: 

The document was approved.



S3-140015
Solution to key issue Communication between GCSE AS and BM-SC





Source: Huawei, HiSilicon

Abstract: 

-

Decision: 

The document was withdrawn.



S3-140228
Joint session with SA2 on GCSE (internal version of SA3)





Source: NSN,Ericsson

Decision: 

The document was noted.



S3-140254
Joint session with SA2 on GCSE (version for SA2)





Source: Rapporteur

Decision: 

The document was noted.



S3-140256
Draft TR on GCSE





Source: Rapporteur

Decision: 

The document was left for email approval and approved.



S3-140294
Minutes from the Joint Session SA2-SA3 on GCSE and ProSe





Source: MCC

Decision: 

The document was noted.



7.15
Security Assurance Specification for 3GPP Network Products

S3-140154
pCR for clause 1 'Scope' of TR 33.916





Source: NSN

Abstract: 

-

Discussion: 

merged with 155

Decision: 

The document was revised to S3-140198.



S3-140155
pCR 33.916 Scope





Source: NTT DOCOMO

Abstract: 

This document proposes the scope section for 33.916

Discussion: 

merged with 154

Decision: 

The document was revised to S3-140198.



S3-140149
pCR 33.916 Moving text from 33.805 to 33.916





Source: NTT docomo

Abstract: 

This is the agreed skeleton for TR33.916 from last meeting with the text from TR33.805 as stipulated in the editor's notes. Some editorials are added (as a different user), so one can see which text was agreed to in 33.805 and what has been changed.:

Decision: 

The document was noted.



S3-140158
pCR for clause 4 Overview of TR 33.916





Source: NSN

Abstract: 

-

Decision: 

The document was revised to S3-140199.



S3-140160
pCR for clause 5 'SAS Creation' of TR 33.916





Source: NSN

Abstract: 

-

Discussion: 

merged with 149

Decision: 

The document was revised to S3-140200.



S3-140161
Text for clause 6 'Vendor and third-party laboratory accreditation' of TR 33.916





Source: NSN

Abstract: 

-

Decision: 

The document was revised to S3-140201.



S3-140162
Text for clause 7 'Evaluation and SAS instantiation' of TR 33.916





Source: NSN

Abstract: 

-

Decision: 

The document was revised to S3-140202.



S3-140166
Text for Annex A 'Summary of SECAM documents' of TR 33.916





Source: NSN

Abstract: 

-

Decision: 

The document was approved.



S3-140169
Text for Annex B 'Summary of actors involved in SECAM' of TR 33.916





Source: NSN

Abstract: 

-

Decision: 

The document was revised to S3-140296.



S3-140296
Text for Annex B 'Summary of actors involved in SECAM' of TR 33.916





Source: NSN

(Replaces S3-140169)

Decision: 

The document was approved.



S3-140156
pCR for clause 2 'References' of TR 33.916





Source: NSN

Abstract: 

-

Decision: 

The document was noted.



S3-140157
pCR for clause 3 'Definitions and abbreviations' of TR 33.916





Source: NSN

Abstract: 

-

Decision: 

The document was noted.



S3-140147
First outline version of TR 33.806 Pilot development of Security Assurance Specification for MME Network Product class





Source: NSN

Abstract: 

-

Discussion: 

Discussed together with 148.

Huawei proposed to move Section 8.

Alf(NTT-DoCoMo) answered that this is possible, but with a pCR for the next meeting.

Orange: there is no Security Compliance Testing section. This should be added.

NSN: Section 6.X would contain that.

Orange: I would like to point out better, maybe changing the title.

Alf: In 33.805 Security Compliance testing appears in high level of the document's structure and when you open this spec it doesn’t appear the same way.

An editor's note was agreed to do this further on.

Orange: a description of threats was already present in 33.805. 

It was agreed to add something about this.

.

Decision: 

The document was revised to S3-140299.



S3-140299
First outline version of TR 33.806 Pilot development of Security Assurance Specification for MME Network Product class





Source: NSN

(Replaces S3-140147)

Decision: 

The document was approved.



S3-140148
Templates for clauses in TR 33.806





Source: NSN

Abstract: 

-

Discussion: 

merged with 147 into 299

Decision: 

The document was revised to S3-140299.



S3-140150
Network Product Class Description in TR 33.806





Source: NSN

Abstract: 

-

Decision: 

The document was left for email approval and revised to S3-140311

S3-140311
Network Product Class Description in TR 33.806





Source: NSN

(Replaces S3-140150)

Decision: 

The document was approved.

S3-140094
Assets and external interfaces of MME





Source: China mobile, China Unicom, TeliaSonera

Abstract: 

-

Decision: 

The document was left for email approval and revised to S3-140303

.S3-140303
Assets and external interfaces of MME





Source: China mobile, China Unicom, TeliaSonera

(Replaces S3-140094)

Decision: 

The document was approved

S3-140184
Comments on Contribution S3-140094





Source: Alcatel-Lucent

Abstract: 

-

Decision: 

The document was left for email approval and revised to S3-140303



S3-140192
Comments on S3-140094 'Assets and external interfaces of MME'





Source: NSN

Abstract: 

-

Decision: 

The document was left for email approval and revised to S3-140303.



S3-140145
SECAM MME attacker model





Source: Ericsson

Abstract: 

-

Decision: 

The document was left for email approval and revised to S3-140318.

S3-140318
SECAM MME attacker model





Source: Ericsson

(Replaces S3-140145)

Decision: 

The document was approved.

S3-140186
Comments on Contribution S3-140145





Source: Alcatel-Lucent

Abstract: 

-

Decision: 

The document was left for email approval and revised to S3-140318.



S3-140151
Text for Security Problem Definition in TR 33.806





Source: NSN

Abstract: 

-

Decision: 

The document was left for email approval and revised to S3-140312.



S3-140312
Text for Security Problem Definition in TR 33.806





Source: NSN

(Replaces S3-140151)

Decision: 

The document was  approved.


S3-140152
Text for Security Functional Requirements in TR 33.806





Source: NSN

Abstract: 

-

Decision: 

The document was left for email approval and revised to S3-140313.

S3-140313
Text for Security Functional Requirements in TR 33.806





Source: NSN

(Replaces S3-140152)

Decision: 

The document was approved.

S3-140097
Security threats on MME from the compromised or misbehaving UE and related requirements





Source: China mobile, China Unicom

Abstract: 

-

Decision: 

The document was left for email approval and revised to S3-140305.



S3-140305
Security threats on MME from the compromised or misbehaving UE and related requirements





Source: China mobile, China Unicom

(Replaces S3-140097)

Decision: 

The document was approved.

S3-140095
Security threat and requirements with respect to internal attacks on MME





Source: China mobile, China Unicom, TeliaSonera

Abstract: 

-

Decision: 

The document was left for email approval and approved.



S3-140165
OM User Authorization





Source: Huawei, HiSilicon

Abstract: 

-

Decision: 

The document was left for email approval and revised to S3-140308.

S3-140308
OM User Authorization





Source: Huawei, HiSilicon

(Replaces S3-140165)

Decision: 

The document was approved.
S3-140182
Comments on Contribution S3-140165





Source: Alcatel-Lucent

Abstract: 

-

Decision: 

The document was revised to S3-140243.



S3-140243
Comments on Contribution S3-140165





Source: Alcatel-Lucent

(Replaces S3-140182)

Decision: 

The document was left for email approval and revised to S3-140308.



S3-140168
MME Management and Maintenance Access





Source: Huawei, HiSilicon

Abstract: 

-

Decision: 

The document was left for email approval and revised to S5-140309.



S3-140309
MME Management and Maintenance Access





Source: Huawei, HiSilicon

(Replaces S3-140168)

Decision: 

The document was approved.


S3-140183
Comments on Contribution S3-140168





Source: Alcatel-Lucent

Abstract: 

-

Decision: 

The document was revised to S3-140244.



S3-140244
Comments on Contribution S3-140168





Source: Alcatel-Lucent

(Replaces S3-140183)

Decision: 

The document was left for email approval and revised to S3-140309.



S3-140170
MME User Account Management





Source: Huawei, HiSilicon

Abstract: 

-

Decision: 

The document was left for email approval and revised to S3-140310.

S3-140310
MME User Account Management





Source: Huawei, HiSilicon

(Replaces S3-140170)

Decision: 

The document was approved.
S3-140163
User Identity Requirement





Source: Huawei, HiSilicon

Abstract: 

-

Decision: 

The document was left for email approval and revised to S3-140306.

S3-140306
User Identity Requirement





Source: Huawei, HiSilicon

(Replaces S3-140163)

Decision: 

The document was approved.

S3-140180
Comments on Contribution S3-140163





Source: Alcatel-Lucent

Abstract: 

-

Decision: 

The document was left for email approval and revised to S3-140306.



S3-140096
Security threats of disclosure of sensitive information and security requirement on MME





Source: China mobile, China Unicom

Abstract: 

-

Decision: 

The document was left for email approval and revised to S3-140304.



S3-140304
Security threats of disclosure of sensitive information and security requirement on MME





Source: China mobile, China Unicom

(Replaces S3-140096)

Decision: 

The document was approved.


S3-140164
Software Integrity and Anti-virus





Source: Huawei, HiSilicon

Abstract: 

-

Decision: 

The document was left for email approval and revised to S3-140307.

S3-140307
Software Integrity and Anti-virus





Source: Huawei, HiSilicon

(Replaces S3-140164)

Decision: 

The document was approved.


S3-140181
Comments on Contribution S3-140164





Source: Alcatel-Lucent

Abstract: 

-

Decision: 

The document was revised to S3-140242.



S3-140242
Comments on Contribution S3-140164





Source: Alcatel-Lucent

(Replaces S3-140181)

Decision: 

The document was left for email approval and revised to S3-140307.



S3-140198
TR 33.916 Clause 1





Source: NTT-DoCoMo

(Replaces S3-140154)

Discussion: 

Alf clarified to Telecom Italia that:

SECAM: methodology

SCAS:new acronym for the old SAS

Alf: The methodology described in 33.805 is the chosen one.

Decision: 

The document was revised to S3-140289.



S3-140289
TR 33.916 Clause 1





Source: NTT-DoCoMo

(Replaces S3-140198)

Decision: 

The document was approved.



S3-140199
TR 33.916 Clause 2





Source: NTT-DoCoMo

(Replaces S3-140158)

Decision: 

The document was revised to S3-140290.



S3-140290
TR 33.916 Clause 2





Source: NTT-DoCoMo

(Replaces S3-140199)

Decision: 

The document was approved.



S3-140200
TR 33.916 Clause 3





Source: NTT-DoCoMo

(Replaces S3-140160)

Decision: 

The document was revised to S3-140292.



S3-140292
TR 33.916 Clause 3





Source: NTT-DoCoMo

(Replaces S3-140200)

Decision: 

The document was approved.



S3-140201
TR 33.916 Clause 4





Source: NTT-DoCoMo

(Replaces S3-140161)

Decision: 

The document was approved.



S3-140202
TR 33.916 Clause 5





Source: NTT-DoCoMo

(Replaces S3-140162)

Decision: 

The document was revised to S3-140293.



S3-140293
TR 33.916 Clause 5





Source: NTT-DoCoMo

(Replaces S3-140202)

Decision: 

The document was approved.



S3-140203
TR 33.916 Clause 6





Source: NTT-DoCoMo

Decision: 

The document was withdrawn.



S3-140204
TR 33.916 Clause 7





Source: NTT-DoCoMo

Decision: 

The document was withdrawn.



S3-140205
TR 33.916 Annex A





Source: NTT-DoCoMo

Decision: 

The document was withdrawn.



S3-140153
Text for Security Functional Requirements in TR 33.806





Source: NSN

Abstract: 

-

Decision: 

The document was withdrawn.



S3-140281
Comments to S3-140199





Source: Ericsson

Discussion: 

The Chairman proposed that terminology should be fixed before next meeting.

Decision: 

The document was noted.



S3-140291
S3-140290 Editor's notes resolved





Source: NTT-DoCoMo

Discussion: 

It was proposed to have this document ready before the NESAG meeting but it wasn't possible to find adequate dates.

The deadline will be the same as the TRs.

Decision: 

The document was left for email approval and revised to S3-140321.

S3-140321
S3-140290 Editor's notes resolved





Source: NTT-DoCoMo

(Replaces S3-140291)

Decision: 

The document was approved.
S3-140297
new draft TR 33.916





Source: Rapporteur

Decision: 

The document was approved.



S3-140300
new draft TR 33.806





Source: Rapporteur

Decision: 

The document was left for email approval and approved.



7.16
Specification of the TUAK Algorithm Set

S3-140076
LS on TUAK design rationale





Source: ETSI SAGE

Abstract: 

-

Decision: 

The document was noted.



S3-140122
TUAK study: request for evaluation report





Source: Gemalto

Abstract: 

TUAK study: request for evaluation report

Discussion: 

BT: This has been prepared to have two algorithms in the UICC in the case of being one compromised. We don't know the impact of this. Both algorithms running simultaneously and when one is compromised.

ALU: they are switched, not running together.

Vodafone: if there is a weakness in Milenage, there will be an alternative. BT's question is about implementation.

The Chairman asked the delegates about the first proposal:

Blackberry: they are already working on the evaluation report.

It was agreed to ask for such evaluation report.

NTT-DoCoMo: not only about performance, there are other issues like memory efficiency. We should ask about this, a similar report to the one provided about Milenage.

The Chairman commented that once we get a response from ETSI SAGE we can revise the WID to include a TR containing the previous issues.

It was required to minute the proposal of Gemalto: the output of ETSI SAGE will be integrated either in a TR or an informative annex of a TS.

Decision: 

The document was noted.



S3-140123
DRAFT LS Reply on Announcing TUAK, an alternative to Milenage





Source: Vodafone

Abstract: 

-

Decision: 

The document was revised to S3-140257.



S3-140257
 LS on Announcing TUAK, an alternative to Milenage





Source: Vodafone

(Replaces S3-140123)

Decision: 

The document was approved.



7.17
Other areas

8
Studies

8.1 
Study on Security aspects of Integration of Single Sign-On (SSO) frameworks with 3GPP networks

S3-140057
Editorial clarifications in SSO TR 33.895





Source: Ericsson

Abstract: 

-

Decision: 

The document was approved.



S3-140073
PCR to 33.895: Section 8.4.2.3  generalization of local authentication for GBA_U





TR 33.895 v..





Source: Interdigital

Abstract: 

The use of low-entropy PIN for local user authentication to the ME is being gradually replaced by other, higher grade means of authentication. Section 8.4.2.2, describing GBA_ME-based solution, has been already modified to reflect more generalized ways of

Decision: 

The document was revised to S3-140278.



S3-140278
PCR to 33.895: Section 8.4.2.3  generalization of local authentication for GBA_U





TR 33.895 v..





Source: Interdigital

(Replaces S3-140073)

Decision: 

The document was approved.



S3-140277
New draft TR on SSO





Source: Rapporteur

Decision: 

The document was approved.



8.2 
Security Study on Spoofed Call Detection and Prevention

8.3 
Study Item on Security Assurance Methodology for 3GPP Network Elements

8.4 
Study on Subscriber Privacy Impact in 3GPP

S3-140035
PII Privacy Issues and Threats





Source: Huawei, HiSilicon

Abstract: 

-

Decision: 

The document was left for email approval and approved.



S3-140036
User and UE Identity Privacy Issues





Source: Huawei, HiSilicon

Abstract: 

-

Decision: 

The document was left for email approval and approved.



S3-140108
Key issue- Privacy vs. System Functionality





Source: China Unicom, China Mobile

Abstract: 

-

Decision: 

The document was left for email approval and revised to S3-140319.


S3-140319
Key issue- Privacy vs. System Functionality





Source: China Unicom, China Mobile

(Replaces S3-140108)

Decision: 

The document was approved.

S3-140109
Key issue- Identify protection scope





Source: China Unicom

Abstract: 

-

Decision: 

The document was left for email approval and revised to S3-140320.

S3-140320
Key issue- Identify protection scope





Source: China Unicom

(Replaces S3-140109)

Decision: 

The document was approved.
S3-140110
Key issue- privacy collection





Source: China Unicom

Abstract: 

-

Decision: 

The document was left for email approval and revised to S3-140314.
S3-140314
Key issue- privacy collection





Source: China Unicom

(Replaces S3-140110)

Decision: 

The document was approved.

S3-140111
Key issue- privacy role





Source: China Unicom

Abstract: 

-

Decision: 

The document was left for email approval and revised to S3-140315.



S3-140315
Key issue- privacy role





Source: China Unicom

(Replaces S3-140111)

Decision: 

The document was approved.


S3-140112
Key issue- privacy storage





Source: China Unicom, China Mobile

Abstract: 

-

Decision: 

The document was left for email approval and revised to S3-140316.



S3-140316
Key issue- privacy storage





Source: China Unicom, China Mobile

(Replaces S3-140112)

Decision: 

The document was approved.


S3-140113
Solution- privacy protection methodology





Source: China Unicom

Abstract: 

-

Decision: 

The document was left for email approval and revised to S3-140317


S3-140317
Solution- privacy protection methodology





Source: China Unicom

(Replaces S3-140113)

Decision: 

The document was approved.
S3-140301
New draft TR on Privacy





Source: Rapporteur

Decision: 

The document was left for email approval and approved.



8.5
Other Study Areas

9
Review and Update of Work Plan 

S3-140004
SA3 Work Plan





Source: ETSI Secretariat

Abstract: 

-

Decision: 

The document was noted.



10
Future Meeting Dates and Venues

S3-140002
SA3 meeting calendar





Source: ETSI Secretariat

Abstract: 

-

Decision: 

The document was withdrawn.



S3-140197
SA3 meeting calendar (revised)





Source: ETSI Secretariat

Abstract: 

-

Decision: 

The document was revised to S3-140206.



S3-140206
SA3 meeting calendar





Source: ETSI Secretariat

(Replaces S3-140197)

Abstract: 

It introduces proposals by the Chairman

Decision: 

The document was revised to S3-140302.



S3-140302
SA3 meeting calendar





Source: ETSI Secretariat

(Replaces S3-140206)

Decision: 

The document was noted.



11
Any Other Business

The Chairman clarified that these are the rules for the present and future show of hands:

Each company will have 1 vote (can show 1 hand), e.g. Orange, HiSilicon, Huawei, NSN, Nokia etc.

-          Show-of-hands will be done only on positive question, e.g. “who is for solution X”. Thus negative question will not be asked, e.g. “who is against solution X”. 

-          Each company can show hands for all solutions they support – thus a given company can show hands for all solution or only 1 or none

-          Companies present in the meeting room can vote

Dates of email approval:

1. For documents:

- Start: Fri, 24 Jan. --> docs are already available

- Review and comments: Fri., 14 Feb.

- Revised: Wed., 19 Feb. --> Revised document based on comments with new tdoc number

- Comments: Thurs., 20 Feb. --> Comments on the revised documents

- Final: Fri., 21 Feb. --> Decision and final doc if decision is positive

2. TRs (ProSe, GCSE and PWS)

- Start: Wed., 29 Jan.

- Review and comments: Fri., 14 Feb.

- Revised: Wed., 19 Feb.

- Editorial comments: Thurs., 20 Feb.

- Final: Fri., 21 Feb.

3. TRs (Privacy and SCAS)

- Start: Fri., 28 Feb.

- Review and comments: Tue., 4 Mar.

- Revised: Thur, 6 Mar.

SPOOF spec:

The Rapporteur sent the draft spec way long after the end of the email approval. The agreed conclusions were not put into the TR. The spec didn't have a number either.

There was a request to keep the work on Spoof open. It wasn't said which companies wanted this.

Agenda of adhoc meeting 31st March-2 April:

Prose, WebRTC,SCAS and SECAM,GCSE,Small Cell

The Plenary mandated the adhoc to send LS

It was proposed and agreed to arrange phone conferences for GCSE

The Chairman closed the meeting thanking the delegates for the hard work and the host for the excellent organization.

ACTION:
MCC to contact the Spoof Rapporteur to resubmit the spec for next meeting and implement the agreed conclusions

(action on: Chairman / due by: 2014-04-14)

Annex A: List of contribution documents

	Document
	Title
	Source
	Decision
	Replaces
	Replaced by

	S3-140000
	Agenda
	WG Chairman
	approved
	-
	-

	S3-140001
	Report from last SA meeting
	WG Chairman
	noted
	-
	-

	S3-140002
	SA3 meeting calendar
	ETSI Secretariat
	withdrawn
	-
	-

	S3-140003
	Report from last SA3 meeting
	ETSI Secretariat
	revised
	-
	S3-140207

	S3-140004
	SA3 Work Plan
	ETSI Secretariat
	noted
	-
	-

	S3-140005
	pCR 33.869 - Conclusions
	Ericsson
	withdrawn
	-
	-

	S3-140006
	pCR 33.869 - Restrictions on signature length in PWS security
	Ericsson, Nokia Corporation, NSN
	approved
	-
	-

	S3-140007
	Update of PWS_SEC WID
	Ericsson
	noted
	-
	-

	S3-140008
	Use of SIP Digest authentication in WebRTC access to IMS
	Ericsson
	noted
	-
	-

	S3-140009
	pCR WebRTC: Security considerations for the use of SIP Digest authentication
	Ericson
	revised
	-
	S3-140213

	S3-140010
	The mechanism for the IMS client to determine when TURN over TCP/TLS can be used
	Huawei
	withdrawn
	-
	-

	S3-140011
	Solving editor's notes in solution 1 and solution 3
	Huawei, HiSilicon
	approved
	-
	-

	S3-140012
	Solving the editor's notes in clause 8.3.2 of PWS TR33.869
	Huawei, HiSilicon
	revised
	-
	S3-140282

	S3-140013
	Solution and evaluation on key issue: Security across unicast and multicast modes
	Huawei, HiSilicon
	noted
	-
	-

	S3-140014
	Comparison of EPS bearer layer security and application layer security
	Huawei, HiSilicon
	noted
	-
	-

	S3-140015
	Solution to key issue Communication between GCSE AS and BM-SC
	Huawei, HiSilicon
	withdrawn
	-
	-

	S3-140016
	Solution to key issue Communication between GCSE AS and BM-SC
	Huawei, HiSilicon
	revised
	-
	S3-140251

	S3-140017
	Solution to key issue Transmitter Group Member identification
	Huawei, HiSilicon
	revised
	-
	S3-140252

	S3-140018
	Analysis of adding and removing group members
	Huawei, HiSilicon
	revised
	-
	S3-140253

	S3-140019
	Corrections to GCSE TR
	Huawei, HiSilicon
	approved
	-
	-

	S3-140020
	Deletion of editor's note for SDT NAS solution in clause 5.7.4.1.2
	Huawei, HiSilicon
	noted
	-
	-

	S3-140021
	Deletion of editor's note for SDT NAS solution in clause 5.7.6.7
	Huawei, HiSilicon
	noted
	-
	-

	S3-140022
	Update the architecture for Machine-Type Communication
	Huawei, HiSilicon
	approved
	-
	-

	S3-140023
	Key issue for one-to-many communication in ad-hoc mode
	Huawei, HiSilicon
	revised
	-
	S3-140236

	S3-140024
	Security for one-to-many communication in ad-hoc mode
	Huawei, HiSilicon
	revised
	-
	S3-140237

	S3-140025
	Security analysis for SCE
	Huawei, HiSilicon
	noted
	-
	-

	S3-140026
	Security for SCE architecture 1A
	Huawei, HiSilicon
	noted
	-
	-

	S3-140027
	Security for SCE architecture 3C
	Huawei, HiSilicon
	noted
	-
	-

	S3-140028
	Reply LS to SP-130720 on Small Cell Enhancement work in RAN
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	Ericsson
	approved
	S3-140063
	-

	S3-140222
	FW/NAT traversal for the Web RTC
	HuaWei,ChinaMobile
	approved
	S3-140146
	-

	S3-140223
	Comments from ALU on the comments from NSN for S3-140119
	Alcatel-Lucent
	noted
	-
	-

	S3-140224
	WebRTC draft spec
	Rapporteur
	approved
	-
	-

	S3-140225
	MTC draft spec
	Rapporteur
	approved
	-
	-

	S3-140226
	Reply to: LS on discovery message size
	Qualcomm
	approved
	-
	-

	S3-140227
	Proposed key issue on security between network entities in ProSE
	Qualcomm Incorporated
	approved
	S3-140139
	-

	S3-140228
	Joint session with SA2 on GCSE (internal version of SA3)
	NSN,Ericsson
	noted
	-
	-

	S3-140229
	Security threat and requirement for Network Controlled ProSe Discovery
	Samsung
	approved
	S3-140126
	-

	S3-140230
	Solution against DOS attack in registration procedure
	China Mobile, Intel,Alcatel-Lucent
	approved
	S3-140045
	-

	S3-140231
	Security for direct discovery with network checking
	Qualcomm Incorporated
	approved
	S3-140134
	-

	S3-140232
	Potential security threat on the Solution #2.1 Security for discovery
	Samsung
	approved
	S3-140129
	-

	S3-140233
	Security analysis for restricted ProSe discovery
	China Mobile, Intel
	approved
	S3-140044
	-

	S3-140234
	Minutes of Joint meeting SA2-SA3 on IMS webRTC
	MCC
	noted
	-
	-

	S3-140235
	Security in ProSe Discovery
	NEC Corporation
	approved
	S3-140077
	-

	S3-140236
	Key issue for one-to-many communication in ad-hoc mode
	Huawei, HiSilicon
	approved
	S3-140023
	-

	S3-140237
	Security for one-to-many communication in ad-hoc mode
	Huawei, HiSilicon
	approved
	S3-140024
	-

	S3-140238
	ProSe: Addition of session keys to Key Issue 3.4
	EADS
	approved
	S3-140047
	-

	S3-140239
	pCR ProSe: Update to IDENTITY Solution for ProSe Group Communications
	CESG
	approved
	S3-140059
	-

	S3-140240
	Using a single group key and bearer level security for ProSe one-to-many communication
	Qualcomm Incorporated
	approved
	S3-140136
	-

	S3-140241
	Using a one-to-many security solution for ProSe UE to network relays
	Qualcomm Incorporated
	approved
	S3-140137
	-

	S3-140242
	Comments on Contribution S3-140164
	Alcatel-Lucent
	revised
	S3-140181
	S3-140307

	S3-140243
	Comments on Contribution S3-140165
	Alcatel-Lucent
	revised
	S3-140182
	S3-140308

	S3-140244
	Comments on Contribution S3-140168
	Alcatel-Lucent
	revised
	S3-140183
	S3-140309

	S3-140245
	Network assisted key establishment for one-to-one communication
	Huawei, HiSilicon
	approved
	S3-140089
	-

	S3-140246
	Preparation for Joint meeting on ProSe
	Rapporteur
	approved
	-
	-

	S3-140247
	Draft TR on ProSe
	Rapporteur
	approved
	-
	-

	S3-140248
	Presentation sheet for TR on spoof call
	Rapporteur
	withdrawn
	-
	-

	S3-140249
	GCSE_LTE security between the UE and GCSE AS
	Ericsson
	approved
	S3-140171
	-

	S3-140250
	pCR GCSE - Level of applying security - solution options
	Nokia Corporation, NSN
	approved
	S3-140082
	-

	S3-140251
	pCR GCSE - key issue GC2 interface - details
	Nokia Corporation, NSN
	approved
	S3-140083
	-

	S3-140252
	Solution to key issue Transmitter Group Member identification
	Huawei, HiSilicon
	approved
	S3-140017
	-

	S3-140253
	Analysis of adding and removing group members
	Huawei, HiSilicon
	approved
	S3-140018
	-

	S3-140254
	Joint session with SA2 on GCSE (version for SA2)
	Rapporteur
	noted
	-
	-

	S3-140255
	pCR GCSE: IDENTITY Solution for GCSE Security
	CESG
	approved
	S3-140058
	-

	S3-140256
	Draft TR on GCSE
	Rapporteur
	approved
	-
	-

	S3-140257
	 LS on Announcing TUAK, an alternative to Milenage
	Vodafone
	approved
	S3-140123
	-

	S3-140258
	Way forward of certificate enrolment in case of RAN sharing
	Huawei,HiSilicon,NSN,TeliaSonera,Deutsche Telekom,France Telecom,Ericsson,Vodafone
	noted
	-
	-

	S3-140259
	Revision of RAN2 WID on Small cell enhancements
	Huawei
	withdrawn
	-
	-

	S3-140260
	Draft TR on MTC
	Rapporteur
	approved
	-
	-

	S3-140261
	Deleting SA WG3 specific texts from TS 23.682
	Samsung
	agreed
	S3-140131
	-

	S3-140262
	Cover sheet for MTC TR
	Rapporteur
	approved
	-
	-

	S3-140263
	Cover sheet for MTC TS
	Rapporteur
	approved
	-
	-

	S3-140264
	Minutes of Joint meeting with SA2 on WebRTC
	SA2 WG Chairman
	noted
	-
	-

	S3-140265
	Deletion of editor's note 2 in clause 5.2.1
	Huawei, HiSilicon
	approved
	S3-140032
	-

	S3-140266
	Discussion on the threats of solution 2
	Huawei,HiSilicon,China Mobile
	approved
	-
	-

	S3-140267
	New draft TR on WLAN_NS
	Rapporteur
	approved
	-
	-

	S3-140268
	Kc128 derivation at intra GERAN mobility (Rel-12)
	Ericsson,NSN
	agreed
	S3-140049
	-

	S3-140269
	Kc128 derivation at intra GERAN mobility (Rel-11)
	Ericsson,NSN
	agreed
	S3-140050
	-

	S3-140270
	Kc128 derivation at intra GERAN mobility (Rel-10)
	Ericsson,NSN
	agreed
	S3-140051
	-

	S3-140271
	Kc128 derivation at intra GERAN mobility (Rel-9)
	Ericsson,NSN
	agreed
	S3-140052
	-

	S3-140272
	Kc128 derivation at UTRAN to GERAN mobility (Rel-9)
	Ericsson,NSN
	agreed
	S3-140053
	-

	S3-140273
	Kc128 derivation at UTRAN to GERAN mobility (Rel-10)
	Ericsson,NSN
	agreed
	S3-140054
	-

	S3-140274
	Kc128 derivation at UTRAN to GERAN mobility (Rel-11)
	Ericsson,NSN
	agreed
	S3-140055
	-

	S3-140275
	Kc128 derivation at UTRAN to GERAN mobility (Rel-12)
	Ericsson,NSN
	agreed
	S3-140056
	-

	S3-140276
	The mechanism for the IMS client to determine when TURN over TCP/TLS can be used
	Huawei
	agreed
	S3-140177
	-

	S3-140277
	New draft TR on SSO
	Rapporteur
	approved
	-
	-

	S3-140278
	PCR to 33.895: Section 8.4.2.3  generalization of local authentication for GBA_U
	Interdigital
	approved
	S3-140073
	-

	S3-140279
	pCR PWS - key issues
	Nokia Corporation, NSN
	approved
	S3-140098
	-

	S3-140280
	Comments on S3-140174 - PWS conclusion
	Nokia Corporation, NSN
	approved
	S3-140194
	-

	S3-140281
	Comments to S3-140199
	Ericsson
	noted
	-
	-

	S3-140282
	Solving the editor's notes in clause 8.3.2 of PWS TR33.869
	Huawei, HiSilicon
	approved
	S3-140012
	-

	S3-140283
	pCR PWS - Note on risk analysis
	Nokia Corporation, NSN
	approved
	S3-140103
	-

	S3-140284
	pCR PWS - Missing text to solution section
	Nokia Corporation, NSN
	revised
	S3-140104
	S3-140298

	S3-140285
	pCR PWS - Evaluation on 3GPP network impacting solution
	Nokia Corporation, NSN, Ericsson
	noted
	S3-140105
	-

	S3-140286
	pCR PWS - Evaluation of non-3GPP network impacting solutions
	Nokia Corporation, NSN, Ericsson
	noted
	S3-140106
	-

	S3-140287
	Comments on S3-140107: PWS security: Comparison of the use of signing proxies and implicit certificates
	Nokia Corporation,NSN.
	noted
	S3-140107
	-

	S3-140288
	LS to SA2 on removal of SA3 text in TS 23.682
	Samsung
	approved
	-
	-

	S3-140289
	TR 33.916 Clause 1
	NTT-DoCoMo
	approved
	S3-140198
	-

	S3-140290
	TR 33.916 Clause 2
	NTT-DoCoMo
	approved
	S3-140199
	-

	S3-140291
	S3-140290 Editor's notes resolved
	NTT-DoCoMo
	revised
	-
	S3-140321

	S3-140292
	TR 33.916 Clause 3
	NTT-DoCoMo
	approved
	S3-140200
	-

	S3-140293
	TR 33.916 Clause 5
	NTT-DoCoMo
	approved
	S3-140202
	-

	S3-140294
	Minutes from the Joint Session SA2-SA3 on GCSE and ProSe
	MCC
	noted
	-
	-

	S3-140295
	PWS TR
	Rapporteur
	approved
	-
	-

	S3-140296
	Text for Annex B 'Summary of actors involved in SECAM' of TR 33.916
	NSN
	approved
	S3-140169
	-

	S3-140297
	new draft TR 33.916
	Rapporteur
	approved
	-
	-

	S3-140298
	pCR PWS - Missing text to solution section
	Nokia Corporation, NSN
	approved
	S3-140284
	-

	S3-140299
	First outline version of TR 33.806 Pilot development of Security Assurance Specification for MME Network Product class
	NSN
	approved
	S3-140147
	-

	S3-140300
	new draft TR 33.806
	Rapporteur
	approved
	-
	-

	S3-140301
	New draft TR on Privacy
	Rapporteur
	approved
	-
	-

	S3-140302
	SA3 meeting calendar
	ETSI Secretariat
	noted
	S3-140206
	-

	S3-140303
	Assets and external interfaces of MME
	China mobile, China Unicom, TeliaSonera
	approved
	S3-140094
	-

	S3-140304
	Security threats of disclosure of sensitive information and security requirement on MME
	China mobile, China Unicom
	approved
	S3-140096
	-

	S3-140305
	Security threats on MME from the compromised or misbehaving UE and related requirements
	China mobile, China Unicom
	approved
	S3-140097
	-

	S3-140306
	User Identity Requirement
	Huawei, HiSilicon
	approved
	S3-140163
	-

	S3-140307
	Software Integrity and Anti-virus
	Huawei, HiSilicon
	approved
	S3-140164
	-

	S3-140308
	OM User Authorization
	Huawei, HiSilicon
	approved
	S3-140165
	-

	S3-140309
	MME Management and Maintenance Access
	Huawei, HiSilicon
	approved
	S3-140168
	-

	S3-140310
	MME User Account Management
	Huawei, HiSilicon
	approved
	S3-140170
	-

	S3-140311
	Network Product Class Description in TR 33.806
	NSN
	approved
	S3-140150
	-

	S3-140312
	Text for Security Problem Definition in TR 33.806
	NSN
	approved
	S3-140151
	-

	S3-140313
	Text for Security Functional Requirements in TR 33.806
	NSN
	approved
	S3-140152
	-

	S3-140314
	Key issue- privacy collection
	China Unicom
	approved
	S3-140110
	-

	S3-140315
	Key issue- privacy role
	China Unicom
	approved
	S3-140111
	-

	S3-140316
	Key issue- privacy storage
	China Unicom, China Mobile
	approved
	S3-140112
	-

	S3-140317
	Solution- privacy protection methodology
	China Unicom
	approved
	S3-140113
	-

	S3-140318
	SECAM MME attacker model
	Ericsson
	approved
	S3-140145
	-

	S3-140319
	Key issue- Privacy vs. System Functionality
	China Unicom, China Mobile
	approved
	S3-140108
	-

	S3-140320
	Key issue- Identify protection scope
	China Unicom
	approved
	S3-140109
	-

	S3-140321
	S3-140290 Editor's notes resolved
	NTT-DoCoMo
	approved
	S3-140291
	-
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	Title
	Source
	Spec
	CR
	Rev
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	Cat
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	Decision

	S3-140131
	Deleting SA WG3 specific texts from TS 23.682
	Samsung
	23.682
	-
	-
	Rel-12
	D
	-
	revised

	S3-140261
	Deleting SA WG3 specific texts from TS 23.682
	Samsung
	23.682
	0083
	1
	Rel-12
	D
	MTCe
	agreed

	S3-140053
	Kc128 derivation at UTRAN to GERAN mobility (Rel-9)
	Ericsson,NSN
	33.102
	0258
	-
	-
	-
	-
	revised

	S3-140272
	Kc128 derivation at UTRAN to GERAN mobility (Rel-9)
	Ericsson,NSN
	33.102
	0258
	1
	-
	-
	-
	agreed

	S3-140054
	Kc128 derivation at UTRAN to GERAN mobility (Rel-10)
	Ericsson,NSN
	33.102
	0259
	-
	-
	-
	-
	revised

	S3-140273
	Kc128 derivation at UTRAN to GERAN mobility (Rel-10)
	Ericsson,NSN
	33.102
	0259
	1
	-
	-
	-
	agreed

	S3-140055
	Kc128 derivation at UTRAN to GERAN mobility (Rel-11)
	Ericsson,NSN
	33.102
	0260
	-
	-
	-
	-
	revised

	S3-140274
	Kc128 derivation at UTRAN to GERAN mobility (Rel-11)
	Ericsson,NSN
	33.102
	0260
	1
	-
	-
	-
	agreed

	S3-140056
	Kc128 derivation at UTRAN to GERAN mobility (Rel-12)
	Ericsson,NSN
	33.102
	0261
	-
	-
	-
	-
	revised

	S3-140275
	Kc128 derivation at UTRAN to GERAN mobility (Rel-12)
	Ericsson,NSN
	33.102
	0261
	1
	-
	-
	-
	agreed

	S3-140132
	Adding AMF bit usage for binding vectors to Kme
	Alcatel-Lucent, Ericsson, Gemalto, Morpho Cards, Qualcomm Incorporated
	33.102
	0263
	-
	-
	-
	-
	noted

	S3-140010
	The mechanism for the IMS client to determine when TURN over TCP/TLS can be used
	Huawei
	33.203
	0205
	-
	-
	-
	-
	withdrawn

	S3-140177
	The mechanism for the IMS client to determine when TURN over TCP/TLS can be used
	Huawei
	33.203
	0205
	1
	Rel-12
	F
	TURAN
	revised

	S3-140276
	The mechanism for the IMS client to determine when TURN over TCP/TLS can be used
	Huawei
	33.203
	0205
	2
	Rel-12
	F
	TURAN
	agreed

	S3-140133
	Adding FC value for MTC work
	Alcatel-Lucent, Ericsson, Gemalto, Morpho Cards, Qualcomm Incorporated
	33.220
	0179
	-
	-
	-
	-
	noted

	S3-140030
	CR-Multiple operator certificates enrolment
	Huawei, HiSilicon
	33.310
	0070
	-
	Rel-12
	-
	-
	postponed

	S3-140116
	Correction of an erroneous implementation of agreed CR in section 7.2.1
	NSN
	33.328
	0058
	-
	-
	-
	-
	withdrawn

	S3-140175
	Correction of an erroneous implementation of agreed CR in section 7.2.1
	NSN
	33.328
	0058
	1
	Rel-12
	D
	eMEDIASEC
	agreed

	S3-140043
	CR for small cell
	China Mobile
	33.401
	0524
	-
	-
	-
	-
	noted

	S3-140034
	CR-Provision of Trusted status information by ANDSF server
	Huawei, HiSilicon
	33.402
	0116
	-
	Rel-12
	B
	WLAN_NS
	noted

	S3-140117
	Correction of reference
	Nokia Corporation, NSN
	33.402
	0117
	-
	-
	-
	-
	withdrawn

	S3-140176
	Correction of reference
	Nokia Corporation, NSN
	33.402
	0117
	1
	Rel-12
	F
	SAES, TEI12
	agreed

	S3-140049
	Kc128 derivation at intra GERAN mobility (Rel-12)
	Ericsson,NSN
	43.020
	0031
	-
	Rel-12
	-
	-
	revised

	S3-140268
	Kc128 derivation at intra GERAN mobility (Rel-12)
	Ericsson,NSN
	43.020
	0031
	1
	-
	-
	-
	agreed

	S3-140050
	Kc128 derivation at intra GERAN mobility (Rel-11)
	Ericsson,NSN
	43.020
	0032
	-
	-
	-
	-
	revised

	S3-140269
	Kc128 derivation at intra GERAN mobility (Rel-11)
	Ericsson,NSN
	43.020
	0032
	1
	-
	-
	-
	agreed

	S3-140051
	Kc128 derivation at intra GERAN mobility (Rel-10)
	Ericsson,NSN
	43.020
	0033
	-
	-
	-
	-
	revised

	S3-140270
	Kc128 derivation at intra GERAN mobility (Rel-10)
	Ericsson,NSN
	43.020
	0033
	1
	-
	-
	-
	agreed

	S3-140052
	Kc128 derivation at intra GERAN mobility (Rel-9)
	Ericsson,NSN
	43.020
	0034
	-
	-
	-
	-
	revised

	S3-140271
	Kc128 derivation at intra GERAN mobility (Rel-9)
	Ericsson,NSN
	43.020
	0034
	1
	-
	-
	-
	agreed

	S3-140066
	draft_CR-Small Cell Offload Key derivation
	Alcatel-Lucent
	TS 33.401
	-
	-
	Rel 12
	-
	-
	noted


Annex C: Lists of liaisons

C1: Incoming liaison statements

	Document
	Original
	Title
	From
	Decision
	Reply in

	S3-140068
	
	LS on Electronic Signatures in Mobile Environment
	ETSI ESI
	noted
	

	S3-140069
	
	Reply LS on security aspects of protocol architectures for small cell enhancements
	R2-134586
	replied to
	S3-140209

	S3-140070
	
	LS on discovery message size
	R2-134591
	replied to
	S3-140226

	S3-140071
	
	Reply LS on ProSe Lawful Interception
	RP-132107
	noted
	

	S3-140072
	
	LS on Small Cell Enhancement work in RAN
	RP-132115
	noted
	

	S3-140074
	
	LS on Security aspects of IMS_WebRTC
	S2-134427
	noted
	

	S3-140075
	
	LS to SA3 on securing Gy/Gyn interfaces for EPC Roaming LBO scenario
	S5-132105
	replied to
	S3-140208

	S3-140076
	
	LS on TUAK design rationale
	ETSI SAGE
	noted
	

	S3-140178
	
	LS on Group Communication Security in LTE
	ETSI TCCE
	noted
	

	S3-140179
	
	Response to: LS on Small Cell Enhancement work in RAN
	SP-130720
	replied to
	S3-140210


C2: Outgoing liaison statements

	Document
	Title
	To
	Cc
	reply to i/c LS

	S3-140208
	Reply LS to SA5 on securing Gy/Gyn
	SA5
	GSMA IREG
	S3-140075

	S3-140209
	Reply to: Reply LS on security aspects of protocol architectures for small cell enhancements
	RAN2
	RAN3, CT1, SA2
	S3-140069

	S3-140210
	Reply to: Response to: LS on Small Cell Enhancement work in RAN
	SA, SA2, RAN, RAN2, RAN3
	-
	S3-140179

	S3-140226
	Reply to: LS on discovery message size
	RAN2
	RAN1, SA2,SA1
	S3-140070

	S3-140257
	 LS on Announcing TUAK, an alternative to Milenage
	ETSI SAGE
	GSMA SIM Steering Group, GSMA SG, ETSI SCP, 3GPP CT WG6, SIM Alliance
	-

	S3-140288
	LS to SA2 on removal of SA3 text in TS 23.682
	SA2
	-
	


Annex D: List of action items

	Meeting/Number
	Agenda item
	Document
	Details
	Responsible
	Due by

	74/1
	7.10
	S3-140295
	Send an email letting the delegates know about the 900 series spec uploaded to the 3GPP website
	MCC
	2014-04-14

	74/2
	11
	(n/a)
	MCC to contact the Spoof Rapporteur to resubmit the spec for next meeting and implement the agreed conclusions
	MCC
	2014-04-14
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	NEC Corporation
	3GPPMEMBER (ETSI)
	JP

	Rajadurai, Rajavelsamy (Mr.)
	SAMSUNG Electronics Co., Ltd.
	3GPPMEMBER (ARIB)
	IN

	Schumacher, Greg (Mr.)
	Sprint Nextel Corporation
	3GPPMEMBER (ATIS)
	US

	Shan, Changhong (Mr.)
	Intel China Ltd.
	3GPPMEMBER (CCSA)
	CN

	Suh, Kyungjoo Grace (Ms.)
	Samsung R&D Institute UK
	3GPPMEMBER (ETSI)
	KR

	Venkatachalam, Muthaiah (Mr.)
	Intel Corporation (UK) Ltd
	3GPPMEMBER (ETSI)
	US

	Wang, Hoju (Mr.)
	HUAWEI TECHNOLOGIES Co. Ltd.
	3GPPMEMBER (ETSI)
	 

	Whorlow, Colin (Mr.)
	CESG
	3GPPMEMBER (ETSI)
	GB

	Wong, Marcus (Mr.)
	HUAWEI Technologies Japan K.K.
	3GPPMEMBER (ARIB)
	US

	Wu, Shuang (Dr.)
	HuaWei Technologies Co., Ltd
	3GPPMEMBER (CCSA)
	CN

	Xu, Lydia (Ms.)
	HuaWei Technologies Co., Ltd
	3GPPMEMBER (CCSA)
	CN

	Yip, Yew Seng (Mr.)
	Motorola Solutions Danmark A/S
	3GPPMEMBER (ETSI)
	DK

	Zhang, Dajiang (Mr.)
	NOKIA Corporation
	3GPPMEMBER (ETSI)
	CN

	ZHANG, Xiaowei (Dr.)
	NEC EUROPE LTD
	3GPPMEMBER (ETSI)
	JP

	Zhang, Xuwu (Mr.)
	HuaWei Technologies Co., Ltd
	3GPPMEMBER (CCSA)
	 

	Zhu, Li (Dr.)
	ZTE Corporation
	3GPPMEMBER (ETSI)
	CN

	Zugenmaier, Alf (Dr.)
	NTT DOCOMO INC.
	3GPPMEMBER (TTC)
	DE


Annex F: List of future meetings

	Title
	Start date
	End date (OP)
	Town
	Country
	Reference

	3GPPSA3#52-LI
	04/02/2014 09:00:00
	06/02/2014 17:30:00
	Sophia Antipolis
	FR
	S3-ah-31149

	3GPPSA3#53-LI
	29/04/2014 09:00:00
	01/05/2014 17:30:00
	US
	US
	S3-ah-31150

	3GPPSA3#74 Bis
	31/03/2014 09:00:00
	02/04/2014 17:30:00
	Sophia Antipolis
	FR
	S3-ah-31380

	3GPPSA3#75
	12/05/2014 09:00:00
	16/05/2014 17:30:00
	Sapporo
	JP
	S3-75

	3GPPSA3#54-LI
	22/07/2014 09:00:00
	24/07/2014 17:30:00
	Sophia Antipolis
	FR
	S3-ah-31151

	3GPPSA3#76
	25/08/2014 09:00:00
	29/08/2014 17:30:00
	Sophia Antipolis
	FR
	S3-76

	3GPPSA3#55-LI
	28/10/2014 09:00:00
	30/10/2014 17:30:00
	US
	US
	S3-ah-31152


