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Abstract of the contribution: This contribution proposes some improvements to the one-to-many security solution #3.6
Discussion
This contribution proposes changes to the solution 3.6 for the TR. The changes are along the following lines:

Editorials: This includes correcting the location of the stage 2 of the solution description to the TS. 
UE to network security: The details of the security on the UE to network interfaces are added. 
Key handling: The contribution provides a simple way to handle the PGKs that should mean that UEs always have the same PGK are able to communicate provided that they are not more than one PGK apart.
Key derivation: Details of the key derivation is added based on the standard KDF from TS 33.220. 
Algorithm use: It is proposed to use the standard 3GPP algorithms for protecting the data.
Group key delivery protected by Public Safety entity: Allows the delivery of keys from the ProSe Key Management Function to be protected by credentials provided by a Public Saftey entity

Proposal

It is proposed that SA3 agree the following pCR for inclusion in the ProSe TR
Proposed pCR
********* START OF CHANGES *********
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6.3.6.1
General

This solution addresses key issues #1.1, #3.2 and #3.4 in the current document and is a security proposal for the one-to-many communication in TS 33.203[xx].
6.3.6.2
Solution description











6.3.6.2.1
Security keys and their lifetimes
A UE needs to have a PGK (ProSe Group Key) provisioned for each group that they belong to. From this key, a UE that wishes to broadcast some encrypted data must first generate a PTK (ProSe Traffic Key). The parameters used in this generation ensure that PTKs are unique for each UE and need to be transferred to the receiving UE in the header of the user data packet (see below for more information). 
From the PTK, a UE firstly derives the needed ProSe Encryption Key (PEK) and ProSe Integrity Key (PIK) depending on whether the traffic is to be encrypted and/or integrity protected. 
The UE must then protect the data to be sent with the relevant keys and algorithms  at the bearer level (see below for more details). A receiving UE would need to derive the PTK using the information in the bearer header and from this the PEK and PIK used to decrypt the data and/or check the integrity protection. 
When the PGKs are provided to the UE (either through initial provisioning or from the ProSe Key Management Function (see subclause 6.2.6.2.3)), they shall be provided with an Expiry Time. The Expiry Times of the PGK need to be set in such that the later keys have longer before they expire.

When protecting data that is to be sent, the UE uses the first of the PGKs that has not expired to derive the PTK etc. When receiving protected data the UE shall only use a PGK that has not expired or the PGK that has most recently expired. All other PGK should be deleted.
Editor’s note: The validity of this key management for PS purposes needs to be confirmed.
6.3.6.2.2
Identities

The PGKs are specific to a particular group and hence have a Group Identity associated with them. In addition each PGK associated with a group has PGK Identity to identify it. This allows several PGKs for a group to be held simultaneously as each can be uniquely identified. This means that the combination of Group Identity and PGK identity uniquely identifies a PGK. The Group Identity is the Layer 2 destination identity of the group.

Each member of a group has a unique Group Members Identity. This is used a part of the PTK derivation to ensure each user generates unique PTKs for protecting the data that they send. The Group Members Identity is the Layer 2 source when the UE sends data.

It is necessary for each group member to be able to ensure keystream freshness or replay protection (if it is decided to employ replay protection). This is done by a combination of a PTK identity and a Counter. 

Note: The PTK identity part is not needed to ensure freshness but does provide a way of limiting the amount of material protected directly by a specific key 

Taking all the above into account, a PTK is uniquely identified by the combination of Group Identity, PGK Identity, Group Member Identity and PTK identity. 

The Counter is used under a particular PTK to ensure keystream freshness and integrity protection (if used) in the same way that the PDCP Counter or NAS Counters are used in regular LTE, i.e each Counter value shall be used only once with a particular PTK.  
Editor’s note: The exact size of the above parameters requires further study to ensure that the fit with PS needs.
6.3.6.2.3

Security flows
The protection of one-to-many communication proceeds as shown in the figure below.
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Figure 6.3.6.2.3-1: One-to-many security flows
0a or 0b: If needed the UE is configured with any private keys, associated certificates or root certificate that they may need for contacting the ProSe Key Management Function to allow the keys to be kept secret from the operator. If none are provided, then the USIM credentials will be used to protect that interface. The UE may also be pre-configured with the address of the ProSe Key Management Function.
0c and 0d: The ProSe Function needs to be configured with which subscriptions (either mobile subscriptions or identities in certificates) are member of which groups.
1a or 1b: The UE fetches the one-to-many communication parameters from the ProSe Function. As part of this procedure the UE get their Group Identity (see TS 23.303[xx]). In addition the UE may be provided with the address of the ProSe Key Management Function that it will use for obtaining keys for this group.

2a.i or 2b.i: The UE sends the Key Request message to the ProSe Key Management Function including the Group Identity of the group for which it wants to fetch keys. 

2a.ii or 2b.ii: The ProSe Key Management Function responds with the Key Response message. This message contains an ordered set of key information made of ProSe Group Key Identity, ProSe Group Key, Expiry Time, the UE’s Group Member Identity and the set of security algorithms that the UE should use when sending or receiving protected data. 

3a or 3b: The UE calculates the PTK, PEK and PIK as necessary to protect the traffic it will send to the group. It does this by selecting the PGK as described in subclause 6.3.6.2.1 and uses the next unused combination of PTK Identity and Counter. It then protects the data using the algorithm given in step 2x.ii.
4a or 4b: A receiving UE gets the Group Identity and Group Member Identity from the layer 2 header. It then uses the PGK Identity provided to first check that the PGK is valid (see subclause 6.3.6.2.1) and if so calculates the PTK, PEK and PIK as needed to process the received message.
6.3.6.2.4
Protection of traffic between UE and ProSe network entities using GBA
Between the UE and ProSe Function, 
for UE initiated messages, PSK TLS with GBA based shared key-based mutual authentication shall be used as specified by clause 5.4 of TS33.222 [5].
The ProSe Function (NAF) shall request USSs from the BSF when requesting the Ks_(ext/int)_NAF key and the ProSe Function shall check in the USS if the USIM is authorized to be used for ProSe services. If the authorization in the ProSe Function fails then the ProSe Function shall release the PSK-TLS connection with the UE.
for network initiated messages one of the following mechanisms shall be used:

- If a PSK TLS connection has been established as a part of a pull message and is still available, the available PSK TLS session shall be used.

- Otherwise, PSK TLS with GBA push based shared key-based mutual authentication between the UE and the ProSe Function shall be used. GBA push is specified in TS 33.223 [7]. The ProSe Function (pushNAF) shall requests USSs from the BSF when requesting a GPI, and the ProSe Function shall check in the USS if the USIM is authorized to be used for ProSe services. If the authorization in the ProSe Function fails then the ProSe Function shall refrain from establish PSK TLS with GBA push.
NOTE: If a TLS connection is released, it can only be re-established by the client, i.e. UE, even though the TLS session including security association would be alive on both sides. TLS connection, in turn, is dependent on the underlying TCP connection.
Between the UE and ProSe Key Management Server, if the USIM credentials are to be  used then the same security procedures as above are used. If the USIM credentials are not used, mutual certificate based authentication in TLS shall be used using the private key and certificates provisioned on the UE. In both case, a ciphersuite using non-null encryption shall be used. 
6.3.6.2.5
Protection of traffic between UEs
6.3.6.2.5.1
Key Derivation 
When calculating a PTK from PGK, the following parameters shall be used to form the input S to the KDF that is specified in Annex B of TS 33.220 [6].

-
FC = to be allocated if there is normative work here
-
P0 = Group Member Identity
-
L0 = length of above (which is FFS)
-
P1 = PTK Identity
-
L1 = length of above (which is FFS)

When calculating a PEK or PIK from PTK, the following parameters shall be used to form the input S to the KDF that is specified in Annex B of TS 33.220 [6].

-
FC = to be allocated if there is normative work here
-
P0 = algorithm type distinguisher (similar to TS 33.401[ww])

-
L0 = length of algorithm type distinguisher (i.e. 0x00 0x01)

-
P1 = algorithm identity

-
L1 = length of algorithm identity (i.e. 0x00 0x01)

The parameters follow the encoding also specified in Annex B of TS 33.220 [6].  





6.3.6.2.5.2
Protection of data

The LTE ciphering and integrity algorithms (see TS 33.401[ww]) are used with the following modifications;

Direction is always set to 0;

Bearer[0] to Bearer[4] are set to zero

COUNTER is pre-pended with 0s to make it 32 bits long and it is input into COUNT[0] to COUNT[31]
6.3.6.2.5.3
Packet Format

In terms of signalling between the UEs, e.g. to indicate the correct PTK to use, the  header and payload of the PDCP packet will need to look similar to the below:
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Figure 6.3.6.2.5.3-1: Proposed PDCP packet format

Note that the Group ID and Group member ID are parameters present in the MAC header.

If integrity protection is to be used then, all of PGK Identity, PTK Identity and Counter are assumed to be increasing and that each UE keeps the largest value of a concatenation of PGK Identity || PTK identity || Counter  from each UE it has received traffic from, and reject any data packets with a smaller value.
********* END OF CHANGES *********
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