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Introduction 
This contribution proposes an update of solution 2.5 based on the discussion of S3-140444 and S3-140498
Proposal 

It is proposed that SA3 agree the inclusion of the below pCR in the TR.
Proposed pCR

******* FIRST CHANGE ***********
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 22.278: "Service requirements for the Evolved Packet System (EPS) ".

[3]
3GPP TS 22.115: "Charging Requirements".

[4]
3GPP TR 23.703: "Study on architecture enhancements to support Proximity Services (ProSe)".

[5]
3GPP TS 33.222: "Generic Authentication Architecture (GAA); Access to network application functions using Hypertext Transfer Protocol over Transport Layer Security (HTTPS)". 

[6]
3GPP TS 33.220: "Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture (GBA)". 

[7]
3GPP TS 33.223: "Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture (GBA) Push function".

[8]
ETSI TS 102 225: "Smart Cards; Secured packet structure for UICC based applications (Release 9)

[9]
ETSI TS 102 226: "Smart cards; Remote APDU structure for UICC based applications (Release 6)"

[10]
3GPP TS 31.115: "Remote APDU Structure for (U)SIM Toolkit applications".
[11]
3GPP TS 31.116: "Remote APDU Structure for (Universal) Subscriber Identity Module (U)SIM Toolkit applications".

[12]
IETF RFC 6509: "MIKEY-SAKKE: Sakai-Kasahara Key Encryption in Multimedia Internet KEYing (MIKEY)".

[13]
3GPP TS 36.331: "Evolved Universal Terrestrial Radio Access (E-UTRA); Radio Resource Control (RRC); Protocol specification".

[14]
IETF RFC 6509: "MIKEY: Multimedia Internet KEYing".

[15]
IETF RFC 6507: "Elliptic Curve-Based Certificateless Signatures for Identity-Based Encryption (ECCSI)".

[16]
3GPP TS 33.328: "IP Multimedia Subsystem (IMS) media plane security".

[17]
IETF RFC 6043: "MIKEY-TICKET: Ticket-Based Modes of Key Distribution in Multimedia Internet KEYing (MIKEY)".

[18]
3GPP TS 33.210: "3G security; Network Domain Security (NDS); IP network layer security".
[19]
3GPP TS 33.310: "Network Domain Security (NDS); Authentication Framework (AF)".
[xx]
3GPP TS 23.303: "Proximity based Services; Stage 2".
******* NEXT CHANGE ***********
6.2.5
Solution #2.5: Security for discovery with network checking

6.2.5.1
General

This solution addresses key issues #1.1, #2.4 and #5.3 in the current document and is the security part of solution in clause 5.3 of TS 23.303[xx].



6.2.5.2
Overview of solution

The solution proposed in clause 5.3 of  TS 23.303[xx] describes several procedures. These are the following:

1.
The Service Authorization procedure: The UE contacting the ProSe function(s) in the network in order to obtain authorisation to use direct discovery in the various PLMNs. This step also includes the ability of the network to revoke authorisation with via a push message. 
2.
The Discovery Request procedure: This allows an announcing and monitoring UE to obtain the necessary configuration information to be able to announce a code or monitor for codes on a particular PLMN. Among other things, the configuration information includes the codes to be announced or monitored for and for announcing UE only the key that is used to integrity protected the code during its announcement.

3.
The Discovery procedure: The code is announced by the announcing UE and received by the monitoring UE

4.
The Match Report procedure: This allows a code received by the monitoring UE to be checked and confirmed by the network. As part of this procedure the network checks the integrity protection on the received code and  also provides the UE with the ProSe App Id Name of that code and possibly the meta-data corresponding to that code. 

1, 2 and 4 above all include the possibility to exchange traffic between ProSe functions in the different PLMNs. Analysing the above procedures 1, 2, and 4 require the security requirements in Key issue #1.1 on protecting configuration data to be satisfied (strictly 4 is not about configuration data but has the same requirements). Steps 1, 2 and 4 also require the protection of traffic between network entities and hence require the security requirement in key issue #5.3. Finally, for open discovery the security requirements in key issue #2.4 needs to be satisfied. 

The following subclauses detail the proposed security solution to each of the key issues above.

6.2.5.3
Security procedures

6.2.5.3.1
Protection of interface between the UE and ProSe Function using GBA
For UE initiated messages, PSK TLS with GBA based shared key-based mutual authentication shall be used between UE and ProSe Function as specified by clause 5.4 of TS33.222 [5].
The ProSe Function (NAF) shall request USSs from the BSF when requesting the Ks_(ext/int)_NAF key and the ProSe Function shall check in the USS if the USIM is authorized to be used for ProSe services. If the authorization in the ProSe Function fails then the ProSe Function shall release the PSK-TLS connection with the UE.
For network initiated messages one of the following mechanisms shall be used:

- If a PSK TLS connection has been established as a part of a pull message and is still available, the available PSK TLS session shall be used.

- Otherwise, PSK TLS with GBA push based shared key-based mutual authentication between the UE and the ProSe Function shall be used. GBA push is specified in TS 33.223 [7]. The ProSe Function (pushNAF) shall requests USSs from the BSF when requesting a GPI, and the ProSe Function shall check in the USS if the USIM is authorized to be used for ProSe services. If the authorization in the ProSe Function fails then the ProSe Function shall refrain from establish PSK TLS with GBA push.
NOTE: If a TLS connection is released, it can only be re-established by the client side, i.e. UE, even though the TLS session including security association would be alive on both sides. TLS connection, in turn, is dependent on the underlying TCP connection.

6.2.5.3.2
Interface between network elements

For all interfaces between network elements, 

•
TS 33.210 [18] shall be applied to secure signalling messages on the reference points unless specified otherwise, and 

•
TS 33.310 [19] may be applied regarding the use of certificates with the security mechanisms of TS 33.210 [18] unless specified otherwise in the present document.

NOTE:
For the case of an interface between two entities in the same security domain, TS 33.210 [18] does not mandate the protection of the interface by means of IPsec.

6.2.5.3.3
Integrity protection and validation of the transmitted code for open discovery
6.2.5.3.3.1
Open discovery security flows
The announced code is integrity protected as shown in the following flow which includes only the additional security parameters. It is assumed that there is a “timevalue” parameter available to both the UEs as described in solution 2.1.  The message flows apply when both the UEs are roaming or when one or both are in the HPLMN.
Note that integrity protection via this MIC furthermore enables the ProSe Function to verify that the announcing UE was indeed authorized to announce this ProSe App Code at that time instance. 
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Figure: 6.2.5.3.3.1-1: Integrity protection of the transmitted code

1.
The Announcing UE sends a Discovery Request message containing the ProSe Application ID name to the ProSe Function in its HPLMN in order to be allowed to announce a code on its serving PLMN (either VPLMN or HPLMN).
2./3. The ProSe Functions in the HPLMN and VPLMN of the announcing UEs exchange Announce Auth. messages. There are no changes to these messages for the purpose of protecting the transmitted code for open discovery.  If the Announcing UE is not roaming, these steps do not take place.
4.
The ProSe Function in HPLMN of the announcing UE returns the ProSe App Code that the announcing UE can announce and a 128-bit Discovery Key associated with it. The ProSe Function stores the Discovery Key with the ProSe App Code.

5.
The UE starts announcing. In each slot that it announces, the announcing UE calculates a 32-bit Message Integrity Check (MIC) to include with the ProSe App Code in the discovery message. The MIC is calculated as described in subclause 6.2.5.3.3.X.
6.
The Monitoring UE sends a Discovery Request message containing the ProSe Application ID name  to the ProSe Function in its HPLMN in order to get the ProSe App Code(s) that it want to listen for.
7/8. The ProSe Functions in the HPLMN of the monitoring UE and VPLMN of the announcing UEs exchange Monitor Req./Resp. messages. There are no changes to these messages for the purpose of protecting the transmitted code for open discovery.
9.
The ProSe Function returns the ProSe App Code(s).

10.
The Monitoring UE listens for a discovery message that contains a ProSe App Code that it is interested in.

Editor’s note: The possibility of a DOS attack caused by fake discovery messages being received is FFS. Possible countermeasures include limiting the rate at which UEs can send Match Report.

11.
On hearing such a discovery message, the Monitoring UE sends a Match Report message to the ProSe function containing the  time parameter related to the slot where it heard the announcement, and the discovery message including the ProSe App Code and MIC.
12. The ProSe Function in the HPLMN of the monitoring UE passes the discovery and associated time parameter to the ProSe Function in the VPLM of the announcing UE in the Match Report message.
13.
The ProSe Function in the HPLMN of the announcing UE checks the MIC is valid. The relevant Discovery Key is found using the ProSe App Code.
14. The ProSe Function in the HPLMN of the announcing UE acknowledges a successful check of the MIC to the ProSe Function in the HPLMN of the monitoring UE in the Match Report Ack message.
15.
The ProSe Function in the HPLMN of the monitoring UE returns an acknowledgement that the integrity checked passed to the Monitoring UE. The ProSe function returns the parameter ProSe Application ID name to the UE.
6.2.5.3.3.X
Calculation of the MIC value

When calculating a MIC using the Discovery Key, the following parameters shall be used to form the input S to the KDF that is specified in Annex B of TS 33.220 [6].

-
FC = to be allocated if there is normative work here
-
P0 = Time parameter provided by the network for that discovery slot
-
L0 = length of above (which is FFS)
-
P1 = Contents of the announced code excluding the MIC
-
L1 = length of above (which is FFS)

The Discovery Key, Time parameter and ProSe App Code follow the encoding also specified in Annex B of TS 33.220 [6].  
******* END OF CHANGES ***********
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