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Abstract of the contribution: 2 Options have been identified that re-use the data protection mechanisms of MBMS security. In Option 2 GCS AS relies on MBMS security protection mechanism for both, unicast and multicast/broadcast downlink, i.e. the BM-SC would process the data for multicast/broadcast and, in addition, send the encrypted data back to the AS for unicast distribution. This pCR sketches a solution for re-usage of MBMS security for all downlink data protection.
Discussion
According to TS 23.468 the enablers offered by the 3GPP system for providing GCS use EPS bearer services and may use MBMS bearer services for transferring application signaling data and user data between GCS AS and UEs. While the GCS AS can handle security completely independently and outside of scope of 3GPP Rel-12, GCS may profit from the re-usage of security functions provided by LTE security and MBMS security, i.e. confidentiality and integrity protection by LTE radio interface security, NDS/IP (which includes a 3GPP-specific profile of IPSec), MBMS encryption and integrity functions, or MBMS key distribution. This also may benefit in the context of roaming.

2 Options have been identified that re-use the data protection mechanisms of MBMS security. 
Option 1: GCS AS relies on LTE security (confidentiality and integrity) for the unicast downlink and relies on MBMS security for the multicast/broadcast downlink. Note it is assumed that LTE security is allowed to be used by the local legislation.

Option 2: GCS AS relies on MBMS security protection mechanism for both, unicast and multicast/broadcast downlink, i.e. the BM-SC would process the data for multicast/broadcast and, in addition, send the encrypted data back to the AS for unicast distribution.

Option 2 is elaborated in this pCR. 
Update of pCR: include an Editor’s note (yellow marked).
pCR
X.
Solution: Using MBMS security data protection function for multicast/broadcast and unicast in GCS downlink communication
This solution addresses the key issues in Clause 6.3, 6.4, and 6.5.
Ed.Note: The technical viability and practicability of Option 2 is FFS,
X.1
General

In this solution GCS AS relies on MBMS security data protection mechanism for both, unicast and multicast/broadcast downlink, i.e. the BM-SC processes the data for multicast/broadcast and, in addition, sends the encrypted data back to the AS for unicast distribution. 

X.2
Data Flow

X.2.1
Assumptions

GCS AS is responsible for the group management, i.e. to set up a group that is identified by a group identifier (TMGI) as specified in TS 23.246 (allocation request by GCS AS).

GCS AS must have distributed the group key (MSK) to all group members, and handles joining and leaving of group members, including updating of MSKs if needed (out of scope of 3GPP in Rel-12).

Note: The same terminology is used as in TS 33.246 for MBMS key hierarchy: MSK, the long-lived MBMS service key, and MTK, the short-lived MBMS traffic encryption key). 

X.2.2
Unicast and multicast/broadcast downlink

1. GCS AS receives data from one UE (in uplink communication) for distribution to the group members and wants to apply data protection in the downlink for unicast and multicast/broadcast

2. GCS AS forwards the data to BM-SC, together with group key (MSK) and group identifier (TMGI) among other MBMS specific data and requests BM-SC 
a. to apply data protection, 
b. to distribute the protected data via multicast/broadcast to the group, and 
c. to return the protected data to GCS AS (for distribution via unicast, if applicable)
3. BM-SC uses the group key (MSK) to apply the MBMS security protection scheme, i.e. generates MTKs (session keys) and encrypts the data according to the MBMS security scheme with these MTKs (SRTP packets). In addition BM-SC generates MIKEY messages that secure the delivery of the MTKs by protecting them with the MSK. MTKs are derived by the BM-SC and need not be known by the GCS AS.
4. BM-SC sends the protected data (UDP/SRTP and UDP/MIKEY) to both, i.e.

a. to the MBMS GW for distribution of downlink traffic via multicast/broadcast (together with the other MBMS specific data earlier received by GCS AS and 
b. to the GCS AS via MB2 for distribution of downlink traffic via unicast. 

Assumptions: To process the data, GCS AS needs to have a proxy function. The proxy strips of the MBMS specific UDP part and prepares the data (SRTP and MIKEY) for forwarding via unicast downlink to each group member that have chosen unicast reception. 
X.3
MB2 interface protection

MB2 interface handles the communication between GCS AS and BM-SC for signaling data (MB2-C) and user data (MB2-U). MB2 interface shall be protected against eavesdropping and manipulation of data. Confidentiality and integrity protection can be achieved by NDS/IP.
X.4
GC1 interface protection

GC1 interface handles the communication between GCS AS and UE for signaling data and is out of scope of 3GPP Rel-12.

X.5
Evaluation

X.5.1
Advantage

The protection for unicast extends end-to-end between the UE and the BM-SC. (It depends on the security requirements whether this is a real advantage.) Using BM-SC encryption in the unicast DL is easing the switching between unicast and multicast/broadcast.
X.5.2
Disadvantage

Addtional specification effort on the MB2 interface may rise in comparison to option 1.

